Blue Coat® Systems
ProxySG™ Appliance

Configuration and Management Suite
Volume 6: The Visual Policy Manager and Advanced Policy
Tasks

SGOS Version 5.3.x

BluefsCoat



Volume 6: The VPM and Policy

Blue Coat Systems Inc.
420 North Mary Ave
Sunnyvale, CA 94085-4121

http:/ /www.bluecoat.com/support/contactsupport

http:/ /www.bluecoat.com

For concerns or feedback about the documentation: documentation@bluecoat.com

Copyright© 1999-2008 Blue Coat Systems, Inc. All rights reserved worldwide. No part of this document may be reproduced by any means
nor modified, decompiled, disassembled, published or distributed, in whole or in part, or translated to any electronic medium or other
means without the written consent of Blue Coat Systems, Inc. All right, title and interest in and to the Software and documentation are
and shall remain the exclusive property of Blue Coat Systems, Inc. and its licensors. ProxyAV™, CacheOS™, SGOS™, SG™, Spyware
Interceptor™, Scope™, ProxyRA Connector™, ProxyRA Manager™, Remote Access™ and MACH5™ are trademarks of Blue Coat
Systems, Inc. and CacheFlow®, Blue Coat®, Accelerating The Internet®, ProxySG®, WinProxy®, AccessNow®, Ositis®, Powering
Internet Management®, The Ultimate Internet Sharing Solution®, Cerberian®, Permeo®, Permeo Technologies, Inc.®, and the Cerberian
and Permeo logos are registered trademarks of Blue Coat Systems, Inc. All other trademarks contained in this document and in the
Software are the property of their respective owners.

BLUE COAT SYSTEMS, INC. DISCLAIMS ALL WARRANTIES, CONDITIONS OR OTHER TERMS, EXPRESS OR IMPLIED,
STATUTORY OR OTHERWISE, ON SOFTWARE AND DOCUMENTATION FURNISHED HEREUNDER INCLUDING WITHOUT
LIMITATION THE WARRANTIES OF DESIGN, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL BLUE COAT SYSTEMS, INC., ITS SUPPLIERS OR ITS LICENSORS BE LIABLE FOR
ANY DAMAGES, WHETHER ARISING IN TORT, CONTRACT OR ANY OTHER LEGAL THEORY EVEN IF BLUE COAT SYSTEMS,
INC. HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Document Number: 231-03015
Document Revision: SGOS 5.3.1—08 /2008


http://www.bluecoat.com
mailto:documentation@bluecoat.com

Contents

Contact Information

Chapter 1: Introduction

DoCUMENT CONVENTIONS ...ccuvviiieeiiieeeetieeeeieeeeeeteee ettt e eetreeeeereeeeetaeeeeeseeeeeetseeeentsaeesesseeeeerseeessseeeenes 13
Notes and Warnings .......c.ccccvvvviiuiuiiiiniiiiiiiece e 14
ADOUL PTOCEAUTIES ...ttt ettt e e e et e et e e eae e eeteeeseeeteeeteeeteeeaeeeteseseeennes 14
B ROt} 0 =N o) 1= SRR 14

Chapter 2: Managing Policy Files

Creating and Editing Policy Files ..........cccoiiiiiiiccc s 17
Using the Management CONSOLe ..........cciuciiieieieicieiciccee s 18
Using the CLI Inline Command .........c.ccccoiiiiiniiiniiiiiiicccicceceeecseeee e 20

Unloading Policy Files ...ttt 21

Configuring POlicy OPptions. ... 22
Policy File Evaluation ..o 22
Transaction Settings: Deny and ALIOW ..........ccccoioiiiiiiiiiiiiiiiiiccecen 23
POLiCY TIACING ...vvviiii ettt 24

Managing the Central Policy File .........ccccocoiiiiiiiiiiiiiiiiccee 24
Configuring Automatic Installation ... 24
Configuring a Custom Central Policy File for Automatic Installation.............ccccccccevvuie. 25
Configuring E-mail Notification ... 25
Configuring the Update Interval ...........cccooooiiiii 25
Checking for an Updated Central Policy File..........ccccccooviiiniiiiiiiiiicccccccnes 25
Resetting the Policy Files.........cooiiii 26
Moving VPM Policy Files from One ProxySG to Another...........cccccooviiiiiniinnnnns 26

Viewing POLiCY FAleS .........covoioiii e 26
Viewing the Installed POLICY ........ccccoiiiiiiiiiiiiiiiiiciicccen 26
Viewing Policy Source Files...........cooooiiiiiiii e 27
Viewing Policy StatiStiCs ... 27

Chapter 3: The Visual Policy Manager

Launching the Visual Policy Manager .............cccooevoieiiiiiiiiiicaa 30
About the Visual Policy Manager User Interface..........cccococouvviviiiiiiiiniincciicccccccccces 30
MENU BAT ..o 31
TOOL BAT ..o 32



Volume 6: VPM and Advanced Policy

Policy Layer Tabs ..o s 32
RUlES and ODJECLS .....cvoviiiiiiiiiiiiieic e 33
About Code Sharing With the Management Console ...........ccoeeveeieeieiciceeiee 33
About VPM COMPONENLS ...ttt 34
POLICY LaAYEIS ....oiviiiiiiiiicicicicc 34
RULE ODBJECLS ... s 35
Policy Layer/Object MatriX........ccccciiiiiiiiiiiiiiiiiiiccsccesnenes 37
The Set Object DIalog........ccciiiviiiiiiiiiiiiiii e 38
The Add/Edit Object Dialog.........ccoviuiiiiiiiiiiiiiiiciciic e 39
ONlNE HELP oo 39
About the Reference Tables............ccccccoiiiiiiiiiiiiiiiii s 41
Administration Authentication Policy Layer Reference...........cccccooovoceiininicninincicneieiccnn, 41
Administration Access Policy Layer Reference ..., 42
DNS Access Policy Layer Reference ... 42
SOCKS Authentication Policy Layer Reference..........cccocooveuevniiiceininiicenceecceeees 43
SSL Intercept Layer Reference ............ccooveveveviiiiiiiiiit s 44
SSL Access Layer Reference ..o 44
Web Authentication Policy Layer Reference...........ccoccoouvvieniniiiiniiiiieicccccee, 45
Web Access Policy Layer Reference.............coeueveveieieicniieiiccccc 46
Web Content Policy Layer Reference ... 49
Forwarding Policy Layer Reference............ccococoviviiiiiiiiiiiiiiiiiccccccicccccces 50
Source Column Object Reference ............cccoovevoieieioiiiiiiiiiic s 52
ALY ottt 52
Streaming CLENt.........ooouiiiiee e 52
Client Hostname Unavailable ............cccooiiiiiiiicccc s 52
Authenticated USer ..o 52
GUEST USET ...t 52
Client IP Address/SUDNET........oooooueiiiiiiieeeeieeeetee ettt e st e s s save e e s eanes 53
Client HOSNAME. ........cooviiiiiiiiic s 53
Proxy IP Address/Port........cccciiiiiiiiiiicc s 53
US T ettt 53
GIOUP ottt 56
ATTIDULE ..o s 59
User Login AddIess ...t s 60
User LOZIN TIMe.....c.coiiiiiiiiiiiic e 60
User LOgin COUNt ...t s 60
Client Address Login COUNt........cccccciviiiiiiiiiiiiiiiiiiiccec s 60
User Authentication EITOT ... 60



Contents

User Authorization EITOT ... 62
DNS Request NAIME .........coviiiiiiiiiic e 62
RDNS Request IP Address/Subnet ..o 62
DINS Request OPCode ...t 62
DINS Request Class........cocruiuruiieiiieicieicicieieie et 63
DINS ReqUESE TYPE ..ottt 63
DNS Client TransSpOTt........coccueucieicieieieieeeeee e 63
SOCKS VEISION.....coiiiiiiiiiiiiiteicicetetetctc ettt s s 63
USEI AZENL ..ot 63
IM USET AGENL ..ot 64
Request Header ..ot s 64
Client Certificate..........cooviiiiiiiiiiiiiiii s 65
IMEUSET . 65
P2P CIENL ...ttt 65
Client Negotiated Cipher ... s 66
Client Negotiated Cipher Strength............cccoiiiiiiiiiiiiicae 66
Client Negotiated SSL Version.........ccococvviuiruiiuciiicicicicciccccccee s 66
Client Connection DSCP TTiGEET ......cccvuiuiiiiiiiiiiiiiiiiiiccrreccese s 66
Combined Source ObJect..........covviiiiiiiiiiiii s 67
Source Column/Policy Layer MatriX. ... 68
Destination Column Object Reference..............cocoovevoieiiiiiiiiiicccccccccccc s 69
ALY ot n s 69
DNS Response Contains NO Data..........ccoeeviiiiiiiiiiiie 69
Destination IP Address/SUDNET........oouvivieiiiiiieieeeieeeeee ettt e s ate e s save e s s 69
Destination HOst/POTt.........ccccoiiiiiiiiiiiiiiicnes 69
Request URL ... 70
Request URL CategOry ......ccucurieieicieieieieieieieieiee s 71
CAtEZOTY e 73
ServVer URL ... 73
SETVET CertifiCate ....c.coviuiiiiiiiciiciie e 73
Server Certificate Category........coovirieiiiiiicieieccc e 73
Server Negotiated CIPher ..o 73
Server Negotiated Cipher Strength ..........ccccoooiiiiiiiii e 73
Server Negotiated SSL VeISioN ........ccccceieieiiieiiiiiiiiiccc e 74
File EXTONSIONS ....c.ciiiiiiiiiiiiciciccc s 74
HTTP MIME TYPES ...ocuiiiiiiiiiitiiicct s 74
Apparent Data TyPe ... 74
ReSPONSE COAE ... 75
Response Header ... 75



Volume 6: VPM and Advanced Policy

vi

ReSpOnse Data .........c.coiiiiiiiii s 75
IM BUAQY ..o s 76
IM Chat ROOIN ..ot 76
DNS Response IP Address/SUbnet ............ccocciiiiniiiiiiniiiiiiiicccnnceceeeeaes 77
RDNS ReSponse HOSt ..o 77
DNS Response CNAME ... 78
DNS ReSpONSEe COAE.......ooumiiiiiieieieieicieiee e 78
Server Connection DSCP TTigger .........cccoiiiiiiiiiiiiiiiiiiiic s 78
Combined Destination ODbjects............cccoovviiiiiiiiiiiiii e 79
Destination Column/Policy Layer MatriX ..........cooviiiiiiiiiiiiiicicceeceeeeeeees 79
Service Column Object Reference ...........c.ccoeveeeeiiiiiiiiii s 80
ALY oot n s 80
Using HTTP Transparent Authentication ... 80
Virus Detected ... 80
Request Forwarded..........oooviiiiii s 80
Client Protocol ........cooiiiiiiiiiiiiicc s 81
SerVICe NAME ..ot s 81
SEIVICE GIOUP ..vviiiiiiiiici e 81
Protocol Methods .........ccoiiiiiiiiiiii s 81
SSL PTOXY MOQE ...t 82
IM File TTanS er ..o 82
IM MeSSaGE TOXE.....ouiiuiiiiiiiiiiiiicc 83
IM Message Reflection...........ccooueveiiiiiiiiiiicc s 84
Streaming Content TYPe .......ccoeioiiiiiiiiiiic e 85
ICAP EI10r COE ..o 85
Health CheckK........ooiiiiiiiiii s 86
Health Status........cooiiiii s 87
Combined Service ODJECES .........ceuiiiiiiiiiiiiiiiicic s 87
Service Column /Policy Layer MatriX .......ccccceueueieiiiiieieiieccccae 88
Time Column Object Reference..........ccccoviiiiiiiiiiiiiiiiiiiiiccc e 88
ALY o s 88
TIINIE. ..o 88
Combined Time ObjJeCt.........cccovoioiiiiiiiii s 90
Time Column/Policy Layer MatriX.........cccoviiiiiiiiiiiiiiniiciiiccccscees 90
Action Column Object Reference ............cocoveueiiiiininiiiicee e 90
ALLOW oo 91
DEIIY ..ot 91
Deny (Content Filter) .......ooviiiiceeeeee e 91
FOIce DeNY .....oviiiiiiiiii 91
Force Deny (Content Filter) .........ccoooviioiiiiiiii s 91



Contents

Allow Content From Origin SEIVer .........ccoooviieiiiiiiiiiiiiiiccccccc s 91
Connect Using ADN When Possible /Do Not Connect Using ADN...........cccccccevvvriinnanne. 91
Allow Read-Only ACCESS .......couiuiuiiiiiiiiiiiiiiccc s 91
AlloW Read-WTite ACCESS ......couiviiiiiiiiiiiiiccc s 91
Do Not AUthenticate. ... ..o s 92
AUthenticate.........coviiiiiiiii s 92
AUhenticate GUESE ........covuiuiiiiiiiiiic e 94
Add Default GIOUP ... s 95
Force Authenticate ... 95
BYPass CaChe .......c.cucuiuiiiiiiiicc 95
Do Not Bypass Cache .........ccucueieiieiiiiiieece e 95
Bypass DNS Cache..........cooiiiiiiiiiiii e 95
Do Not Bypass DNS Cache.........cceueieieiiiiiiiiccce e 96
Allow DNS From UpsStream SEIVET ..........cccviuiuiiiiiniiiiiiiiiiiicieiiieiieeecesiese s 96
Serve DNS Only From Cache ..........ccooioiiioiiiiiicic e 96
Enable/Disable DNS IMPUNE......ccccooviiiiiiiiiiiiiiccccncceeece s 96
Check/Do Not Check AUthorization ... 96
AIWAYS VETIfY ..o s 96
Use Default Verification ..........cooociiiiiiiiiiiiiiiiiiccccc s 96
Block /Do Not Block POPUP AdS......ccciviiiiiiiiiiiiiiiiiiiiiiicciicece s 97
Force/Do Not Force IWA for Server Auth..........ccccooiiiiiiice 97
Log Out/Do Not Log Out Other Users With Same IP ...........cccccocovviiiinnniiiiiiicne, 97
Log Out/Do Not Log Out USET ........ccoueueieieieieiiieie e 97
Log Out/Do Not Log Out User’s Other Sessions............ccccovueuiiiiniieiinnniccineiecae 97
Reflect/Do Not Reflect IM MeSSageS..........ccovoviiiiiiiiccccicicicccece s 98
Support/Do Not Support Persistent Client ReqUESLS ..........ccccovuiuiiiiiniiiiiiiiiiiiins 98
Support/Do Not Support Persistent Server Requests...........ccccocoviiiiiniiiiiniiiiins 98
Block/Do Not Block IM ENCIYPHON.....ccoviiiiiiiiiiiiiciiiiccciiccceeeeceenes 98
Require/Do Not Require Client Certificate ............cocoovovviiiiiiiiicccccccccce 98
Trust/Do Not Trust Destination IP ... 98
DIBILY .ot 99
Return EXCePION ..o 99
Return Redirect........cocoiiiiiiiiiiiici s 100
Set Client Certificate Validation...........ccccoviiiiiiiiiiiicc 100
Set Server Certificate Validation ..o 101
Enable HTTPS INterception .........ccccouviuiiiiiiiiiiiiiiiiicicciicicccceeeee s 103
Enable HTTPS Interception on EXCeption ..........cccoeveveinieiiieiiiiiiice 105
Disable SSL INtercept........cccovuiiiiiiiiiiiiiiiciiiiic s ion105
SeNA IM ALETt.....ooviiiiiiiic e 105

Vi



Volume 6: VPM and Advanced Policy

viii

Modify Access LOGZING.......cccouviiimiiiiiiiiiiiiic s 105
Override Access Log Field ..o 106
ReWTite HOSE ...ooviieeiiicc s 107
REfIECE IP ...t 108
SUPPIess Header ... 109
Control Request Header/Control Response Header............cccccoovveiiinnniiiinniicinne, 110
INOLHEY USET ...ttt s 111
Strip Active CONtENt .......ocooviiiiiiii 115
HTTP Compression Level.........cooiiiiiiicc e 117
Set Client HTTP COMPTESSION ......cucuuiuiiiiiiiiiiiiicieiciiiiiieicccciete et 117
Set Server HTTP COmMPIeSSION........coiiiiiiiiiiiieieictcet s 118
Manage Bandwidth..........ccccciiiiiiii s 118
ADN Server OptimizZation ... 119
MOdify IM MESSAZE .....cvvvmiiiiiiciiiiciciccete e 119
Return ICAP Feedback ... 120
Set Dynamic Categorization ...........ccccvvuiiiiiiiiiiiiiiiiiic s 121
Set External Filter SeIvice ... 122
Set ICAP Request SEIVICe........ccoiiviiiiiiiiiiiiiiiiicic s 123
Set ICAP ReSPONSE SEIVICE .....cuiuiiiiiiiiiiietctci e 124
Set FTP CONNECHON .......ciiiieiitiiiictetcic ettt 124
Set SOCKS Acceleration ..o 124
Disable SSL Detection ..ottt s 125
Set Streaming Max Bitrate..........ccoooooiiiii 125
Set Client Connection DSCP Value ... 125
Set Server Connection DSCP Value.........ccccocoooiiiiiiiiiiiiiiccce 126
Set ADN Connection DSCP .........c.cooiiiiiiiiiic s 127
Set Authorization Refresh Time..........ccocooiiiiiiiiiiii 128
Set Credential Refresh Time .........cccccoviiiiiiiiiiiiiiiiiii e 128
Set Surrogate Refresh Time.........cccoooiiiiiiiii 128
Send DNS/RDNS Response COode.........ccoiuiiiiiiiiiiiniiiiiiiiiicecniesenee i 128
Send DINS RESPONSE........cueuiieieieieieieiieiee s 128
Send Reverse DNS RESPONSE.........ccueuiuiiiiiiiiiiiiinicicicciceceieee e 129
DO NOt Cache......c.oiiiiiiiiic e 130
FOrce Cache ... s 130
Use Default Caching ... 130
Mark /Do Not Mark As Advertisement............ccccriuiiiiniiiiiiiiiiccccees 130
Enable/Disable Pipelining..........ccccoeeiiiiiiiiiiiiiiiic e 130
SOt TTL ..o 130
SENA DHIECE .....cviiiiiiiiiicicc 130



Contents

Integrate /Do Not Integrate New HOStS .........cccoovviviiiiiiiccc 130
Allow Content From Origin SeIver ... 131
Serve Content Only From Cache ...........cccoooiiiiiiiiiiiic e 131
Select SOCKS GateWay........cccuiuiiiiiiiiiiiicicieiiei s 131
Select FOrwarding ..........ccccuciiccicieieeeeee e 131
Server Byte Caching.........ccocoiiiiiiiiiiiiiiiic e 131
Set IM TranSPOTt......c.ccuiiiiiiieic e 132
Set Streaming TranSPOIt........cccciviiiiiiiiiiiiii s 132
Authentication Charset ... 132
Set IP Address For Authentication ............cccocoviviiiiiiiiiiinii 132
Permit Authentication EITor..........ccooviiiiiiiiiiic 133
Permit Authorization EITor ... 135
Combined Action ObJECES ... 135
Action Column/Policy Layer MatriX..........cococoeeiiiiieiiiniiceiceeee e 135
Track Object Column Reference............ccciriiiiriciciciiceccccee 138
Event Log, E-mail, and SINMP ..........ccccoviiiiiiiiiiiiiie 138
Tracing ObJECES .....vviiii s 140
Combined Track ObJECt.........ccouiiiiiiiiiiiiiiiiiiic s 141
Track Objects/Policy Layer MatriX ........ccccocoueireniniiciniiiccee e 141
Comment Object Reference ... 141
Using Combined ODJECtS ..........oeuiuiuiiiiiiiiiiiiiiiciiiccecie e 141
Centralized Object Viewing and Managing ..........cccccceeueueieieieieeieieieieeeceeeee e 144
VIeWING ODJECES.......cuiuiiiiiiiiiiiic s 144
Managing ObJects...........coooviiiiiic s 146
Creating CategOories ... ..o s 147
Refreshing POLICY .......cciiuiiiiiiiiiiiiicci e 149
Restricting DNS LOOKUPS ......cvuiuiiiiiiiicicccccctcctctt e 150
About DNS Lookup Restriction...........cccoveiiiiiiiiiiiccccccc s 150
Creating the DNS Lookup Restriction List.........cccoeiiiiiciiiccc 150
Restricting Reverse DNS LOOKUPS .......ccvuiuiiiiiiiiiiiiiiciiccccce 150
About Reverse DNS Lookup Restriction..........cceeiiiiiciccciiicccccccccce 150
Creating the Reverse DNS Lookup Restriction List..........ccccooviviiiiiiiiiiiiiccccccnen 151
Setting the Group Log Order ...........coovoiiiii s 151
About the Group Log Order..........ccoviiiiiiiiiiiiiiiiiiiis 151
Creating the Group Log Order List..........cccoooiiiiiiiiiiiii 151
How Policy Layers, Rules, and Files Interact..........c.cccocooeiiiiiiiiie, 153
How VPM Layers Relate to CPL Layers.........ccccoouieiniiiieieceee i 153
Ordering Rules in a Policy Layer ... 154
Using Policy Layers of the Same Type.........cccoouviviiiiiiiiiiiiiiccccccces 154



Volume 6: VPM and Advanced Policy

Ordering Policy Layers ..ottt 155
About the Layer Guard Rule............cooooiiiiiii 156
INstalling POLCIES .......oviiiiec e 157
Managing POLICY .......ccoiiiiiiiiiiiiiiiiiic s 158
Refreshing POLICY ........ccooiiiiiieiiiccie e 158
Reverting to a Previous POLICY ........cccccviiiiiiiiiiiiiiics 159
Changing POLICIES. ..........cooviiiiiic s 159
Managing Policy Layers..........cccoociiiiiiiiiiiiiiiiiiiicccicc s 159
Managing Policy Rules...........cccoovovoiiiiiiii e 160
Installing VPM-Created Policy Files..........ccccoiiiiiiiiiiiiiiiiiiiiiiccccccas 160
Viewing the Policy /Created CPL...........ccooiiiiiiiic e, 162
Tutorial—Creating a Web Authentication POLiCY ........cccoeevieiiiiiiii, 164
Example 1: Create an Authentication Rule ..., 164
Example 2: Exempt Specific Users from Authentication...........cccccooevoveiniiiinnnininnnnnnn. 168
Tutorial —Creating a Web Access POLICY ..o 170
Example 1: Restrict Access to Specific Websites..........ccccoveiiininniiiinniiiiccce, 170
Example 2: Allow Specific Users to Access Specific Websites............ccccoovvviiiiinnnnns 174

Chapter 4: Advanced Policy Tasks

About POP Up BIOCKING ......c.ciiiiiiiiiiiiiiciccccee e 186
Interactivity INOtES .......ooviii 186
RecOMMENAAtIONS .....veuiieiiiiiiiciicc ettt 186
ADbOout ACtiVe CONEENL ......oovviiiiiiiiiiiicc e 189
About Active Content TyPes........ccviiiiiiciccccc s 189
SCIIPE TAGS c.vcviiciiicic s 190
JavaScript ENHItIEs .....c.ccuiueiiieiciciccc e 190
JavaScript SLINES ..o 190
JavaSCript EVENtS......c.ciiiiiiiici e 190
EMDbBed Tags.....c.ceviiiiiiiiiiiiiciic 191
ODbJECt TAGS ... s 191
Built-in EXCEPHIONS. ....ccvviiiiiiiiiiiiiiic e 193
User-Defined EXCEPHIONS ......c.ccvviviiiiiiiiiiiiiiiiiicicicc e 199
About Exception Definitions..........ccoceeueiiieieiiiciciieiccceec 199
About the Exceptions Hierarchy ... 201



Contents

About the Exceptions Installable List
Creating or Editing Exceptions
Creating and Installing an Exceptions List
Viewing Exceptions

About Peer-to-Peer Communications
About The Blue Coat Solution
Supported Services
Deployment
Policy Control
VPM Support
CPL Support
Policy Example
P2P History Statistics
P2P Clients
P2P Bytes
Proxy Authentication
Access Logging

About The Blue Coat Solution
About DSCP Values
About QoS Policy Tasks
Testing Incoming QoS
Setting the Outgoing QoS
Policy Components
VPM Objects
VPM Example
CPL Components
Access Logging

Glossary

Xi



Volume 6: VPM and Advanced Policy

Xii



This volume discussing creating and implementing policy. Creating policy is the
core task of implementing Blue Coat ProxySG appliances into the enterprise.
After the basic ProxySG configurations are complete, defined policy is what
controls user activities and implements company authentication and network
resource allocation goals.

The Visual Policy Manager is a user interface that creates underlying Blue Coat
Content Policy Language (CPL). In the VPM, you create policy layers by
selecting and customizing policy objects. This volume discusses the facets of the
VPM, including layer interactions and summary object descriptions. When
appropriate, cross references are provided to other Blue Coat volumes that
describe the conceptual information of the feature. This volume also contains a
chapter that discusses some common tasks that are only achieved through
policy, not the Management Console.

This document contains the following chapters:

a7 Chapter 2: "Managing Policy Files" on page 17

a Chapter 3: "The Visual Policy Manager" on page 29
a Chapter 4: "Advanced Policy Tasks" on page 185

Document Conventions

The following section lists the typographical and Command Line Interface
(CLI) syntax conventions used in this manual.

Table 1-1 Document Conventions

Italics The first use of a new or Blue Coat-proprietary term.

Courier font Screen output. For example, command line text, file names, and
Blue Coat Content Policy Language (CPL).

Courier Italics A command line variable that is to be substituted with a literal
name or value pertaining to the appropriate facet of your
network system.

Courier Boldface | A Blue Coat literal to be entered as shown.

Arial Boldface Screen elements in the Management Console.
{1 One of the parameters enclosed within the braces must be
supplied

[ ] An optional parameter or parameters.

13
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Table 1-1 Document Conventions (Continued)

| Either the parameter before or after the pipe character can or
must be selected, but not both.

Notes and Warnings

The following is provided for your information and to caution you against actions
that can result in data loss or personal injury:

Note: Information to which you should pay attention.

Important: Critical information that is not related to equipment damage or
personal injury (for example, data loss).

WARNING! Used only to inform you of danger of personal injury or physical
damage to equipment. An example is a warning against electrostatic discharge
(ESD) when installing equipment.

About Procedures

lllustrations

14

Many of the procedures in this volume begin:

7 Select Configuration > TabName, if you are working in the Management Console,
or

3 From the (config) prompt, if you are working in the command line interface (CLI).

Blue Coat assumes that you are logged into the first page of the Management
Console or entered into configuration mode in the CLL

To save space, screen shots illustrating a procedure often have the bottom portion
removed, along with the blank space.



Chapter 1: Introduction

General

r Unigue name For this ProxySG Appliance:

Mame: 172,16,20,44 - Blue Coat 5G200 Series

r Serial number of the Proxy3G Appliance:

Serial number:

[ Previgw H Apply ” Revart " Help ]

Figure 1-1  Configuration > General Tab with Bottom Buttons

7 Preview: Click this button to view the configuration changes before applying
the configuration to the ProxySG. To modify your changes, click Close and
return to the the tab whose settings you want to modify.

A Apply: Click this button to apply unsaved configuration changes to the
ProxySG.

7 Revert: Click this button to revert any unapplied changes to the ProxySG
configuration. Changes that previously have been applied to the ProxySG are
not affected.

A Help: Click this button to view conceptual and procedural documentation
about the tab’s topic.

General l

Unique name For this ProxySG Appliance:
’V Mamne:! 172,16,20,44 - Blue Coat 5G200 Series

Serial number :

’— Serial number of the ProxvSE Appliance:

Figure 1-2  Configuration > General Tab with Bottom Buttons Removed

15
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Policy files contain the policies (triggers and actions) that manage every aspect
of the ProxySG, from controlling user authentication and privileges to disabling
access logging or determining the version of SOCKS.

The policy for a given system can contain several files with many layers and
rules in each. Policies can be defined through the Visual Policy Manager (VPM)
or composed in Content Policy Language (CPL). (Some advanced policy
features are not available in VPM and can only be configured through CPL.)

Policies are managed through four files:

7 Central policy file—Contains global settings to improve performance and
behavior and filters for important and emerging viruses (such as Code Red
and Nimda). This file is usually managed by Blue Coat, although you can
point the ProxySG to a custom Central policy file instead.

a Forward policy file—Usually used to supplement any policy created in the
other three policy files. The Forward policy file contains Forwarding rules
when the system is upgraded from a previous version of SGOS (2.x) or
CacheOS (4.x).

7 Local policy file—A file you create yourself. When the VPM is not the
primary tool used to define policy, the Local file contains the majority of the
policy rules for a system. If the VPM is the primary tool, this file is either
empty or includes rules for advanced policy features that are not available
in VPM.

a  Visual Policy Manager—The policy created by the VPM can either
supplement or override the policies created in the other policy files.

Topics in this Chapter

This chapter includes information about the following topics:
A  "Creating and Editing Policy Files" on page 17

a7 "Managing the Central Policy File" on page 24

a7 "Viewing Policy Files" on page 26

To learn about writing policies, refer to Volume 10: Blue Coat ProxySG Content
Policy Language Guide.

Creating and Editing Policy Files

You can create and edit policy files two ways:
a  Through the Management console (recommended).

A  Through the CLI inline policy command (not recommended because the
policies can grow large and using inline policy overwrites any existing
policy on the ProxySG).

17
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Using the Management Console
You can install the policy files with the following methods:

a  Using the ProxySG Text Editor, which allows you to enter directives (or copy
and paste the contents of an already-created file) directly onto the ProxySG.

7 Creating a file on your local system; the ProxySG can browse to the file and
install it.

7 Using a remote URL, where you place an already-created file on an FTP or
HTTP server to be downloaded to the ProxySG.

The ProxySG compiles the new policy from all source files and installs the policy,
if the compilation is successful.

Important: If errors or warnings are produced when you load the policy file, a
summary of the errors and/or warnings is displayed automatically. If errors are
present, the policy file is not installed. If warnings are present, the policy file is
installed, but the warnings should be examined.

To define and install policy files directly:

1. Select Configuration > Policy > Policy Files > Policy Files.

Policy Files l Wisual Policy Files ]
r Install Policy
Install Local File from: Remobe URL - %
2 — 1| Install Forward File from: Remote URL  w
Install Central File From: Remote URL

Remate LRL k

Automatically install new Palicy when cerbocal Fil
Texk Editor

Send me email when central file changes

- Wigw Policy

Yiew File: Current Policy w

2. From the Install Local/Forward/Central File from drop-down list, select the method
used to install the local, forward, or central policy configuration; click Install
and complete one of the three procedures below:

Note: A message is written to the event log when you install a list through
the ProxySG.
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Installing a policy file using a Remote URL:

Install Central File E|
Inskall Central File:
Installation URL: | pad bluecoat, com/releassfSas,files/CentralPolicy, bxt [ Install ” Wity ]
oK ] [ Cancel ]

In the Install Local /Forward /Central File dialog that appears, enter the
fully-qualified URL, including the filename, where the policy
configuration is located. To view the file before installing it, click View.
Click Install. The Installation Status field summarizes the results; click Results
to open the policy installation results window. Close the window when
you are finished viewing the results; click OK in the Install Local/
Forward/Central File dialog.

Note: If you use the default Blue Coat Central policy file, load it from:
https://download.bluecoat.com/release/SG5/files/CentralPolicy. txt.

If you install a Central policy file, the default is already entered; change this
field only if you want to create a custom Central policy file.

To load a Forward, Local, or a custom Central policy file, move it to an HTTP
or FIP server, and then use that URL to download the file to the ProxySG.

Installing a policy file using a Local File:

Import Central Policy:

Laok ir: | (3 Palicy Files v O
o [E] sunnyvaleBranch
:3 @] ‘W aterlooBranch %
My Recent
Docurments
'7__.%1
Desktop

In the Upload and Install File window that opens, either enter the path to
the file into the File to upload field, or click Browse to display the Choose file
dialog, locate the file on the local system, and open it. Click Install. When
the installation is complete, the installation results display. View the
results and close the window.

Installing a policy file using the ProxySG Text Editor:
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£y

Edit and Install the, Central File

r Edit and Install the Central File

1. Edit the contents of the currently installed File in the box below,

2. Click Install ko upload and install the new contents, It can kake some time For the upload to complete,
Yaour browser may be unresponsive during the upload,

3. Once the installation is completed the results will be displayed in a new page.Close the results page
once you have finished viewing the results,

“Proxy >
authenticated=yes virus_detected=yes Deny

[ O [ Close ]

The current configuration is displayed in installable list format. Define the
policy rules using CPL in the Edit and Install File window that opens
(refer to Volume 10: Content Policy Language Guide); click Install. When the
installation is complete, a results window opens. View the results, close
the results window and click OK in the Edit and Install File window.

3. Click Apply.

Note: There are other management-related tasks regarding the Blue Coat Central
Policy File. See "Managing the Central Policy File" on page 24.

Using the CLI Inline Command

To create policies using the CLI, you can use the ProxySG inline policy
command. This command either creates a new policy file or, if the specified file
already exists, overwrites an existing policy file. You cannot edit an existing
policy file using this command.

Note: If you are not sure whether a policy file is already defined, check before
using the inline policy command. For more information, see "Viewing Policy
Source Files" on page 27.

To create policy files:

1. Atthe (config) command prompt, enter the following command:
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SGOS# (config) inline policy file end-of-input-marker

where fi1e specifies the type of policy you want to define: central
(Central policy file), Forward (Forward policy file), or 10cal (local policy
file).

Note: Do not use the inline policy command with files created using
the VPM module.

end-of-file-marker—Specifies the string that marks the end of the current
inline command input; eof usually works as a string. The CLI buffers all
input until you enter the marker string.

2. Define the policy rules using CPL (refer to Volume 10: Content Policy Language
Guide).

Enter each line and press <Enter>. To correct mistakes on the current line, use
<Backspace>. If a mistake has been made in a line that has already been
terminated by <Enter>, exit the inline policy command by typing <Ctrl>c to
prevent the file from being saved.

3. Enter the eof marker to save the policies and exit the in1ine mode.

For more information on the inline command, refer to Volume 11: Command Line
Interface Reference.

To load policy files:
At the (config) command prompt, enter the following commands:

SGOS# (config) policy {forward-path | local-path | central-path} url
SGOS# (config) load policy {forward | local | central}
The ProxySG compiles and installs the new policy. The ProxySG might display a
warning if the new policy causes conflicts. If a syntax error is found, the appliance
displays an error message. For information about these messages, refer to Volume
10: Content Policy Language Guide. Correct the error, then reload the file.

Unloading Policy Files

To disable policies, perform the following procedure to unload the compiled
policy file from the ProxySG memory. These steps describe how to replace a
current policy file with an empty policy file.

To keep a current policy file, either make a backup copy or rename the file before
unloading it. By renaming the file, you can later reload the original policy file. If

you use multiple policy files, back up or rename files as necessary. Alternatively,

rather than use an empty policy file, you can delete the entire contents of the file,
then reload it.
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To unload policies:
1. Select Configuration > Policy > Policy Files > Policy Files.

2. Select Text Editor in the Install Local/Forward/Central File from drop-down list and
click the appropriate Install button. The Edit and Install the Local/Forward /
Central Policy File appears.

Delete the text and click Install.
4. View the results in the results page that opens; close the page.

Click Close.

Configuring Policy Options

22

This section disrobes the Policy Options screen, which allow you re-order policy
evaluation, change the default transaction setting, and enable policy tracing.

Policy File Evaluation

The order in which the ProxySG evaluates policy rules is important. Changes to
the evaluation order can result in different effective policy, as the order of policy
evaluation defines general rules and exceptions. While this order is configurable,
the default and recommended order is:

VPM File—Local Policy File—Central Policy File-Forward File

This prevents policies in the Central file that block virus signatures from being
inadvertently overridden by allow (access-granting) policy rules in the VPM and
Local files.

When changing the policy file evaluation order, remember that final decisions can
differ because decisions from files later in the order can override decisions from
earlier files (the Forward policy file order cannot be changed).

For a new ProxySG, the default evaluation order is: VPM, Local, Central, and
Forward.

For an upgraded ProxySG, the policy evaluation order is the order already
existing on the appliance before the upgrade.

To change policy order

1. Select Configuration > Policy > Policy Options.
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Policy Options
r  Policy Evaluation Order
Paolicy Order
VM
Local
/Centlal
[ Move up ][ Move down
2 = T oy Default Palicy Tracing
ol [[] Trace all policy execution
() Al Only enable thiz feature when trouble-shooting
(®) Derw specific policy izsues. Do naot leave this
feature turmed on as a permanent setting
[ Apply H Cancel H Help ]

2. To change the order, select the file to move and click Move Up or Move Down.
Remember that the last file in the list overwrites decisions in files evaluated
earlier.

Transaction Settings: Deny and Allow

The default proxy transaction policy is to either deny proxy transactions or to allow
proxy transactions. A default proxy transaction policy of Deny prohibits proxy-
type access to the ProxySG: you must then create policies to explicitly grant access
on a case-by-case basis.

A default proxy transaction policy of Allow permits most proxy transactions
however, if protocol detection is enabled (the default), HTTP CONNECT
transactions are only allowed if they are tunneling SSL. If protocol detection is
disabled, HTTP CONNECT is only allowed on port 443. If your policy is set to
Allow, you must create policies to explicitly deny access on a case-by-case basis.

Note: The default proxy policy does not apply to admin transactions. By default,
admin transactions are denied unless you log in using console account credentials
or if explicit policy is written to grant read-only or read-write privileges.

Defaults:

a7 Proxy Edition: The default depends on how you installed SGOS and if it was a
new installation or an upgrade:

¢ If youinstalled the SGOS through a browser using the Initial
Configuration Web site, you chose whether to allow or deny proxied
transactions during initial configuration.

¢ Ifyouinstalled the SGOS using the front panel or a serial console port, the
default setting is Deny.

¢ If you upgraded the SGOS from a previous version, the default remains
whatever it was for the previous policy.

7 MACHS Edition: The default setting is Allow.
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You can always change the setting—see the procedures below for instructions.

Also keep in mind that:

7 Changing the default proxy transaction policy affects the basic environment in
which the overall policy is evaluated. It is likely that you must revise policies
to retain expected behavior after such a change.

7 Changes to the evaluation order might result in different effective policy,
because the order of policy evaluation defines general rules and exceptions.

a7 Changing the default proxy transaction policy does not affect the evaluation
of cache and admin transactions.

To configure Deny or Allow default proxy policy:

1. Select Configuration > Policy > Policy Options.

2. Under Default Proxy Policy, select either Deny or Allow.
3. Click Apply.

Policy Tracing

Tracing enabled with the Management Console or CLI is global; that is, it records
every policy-related event in every layer. It should be used only while
troubleshooting. For information on troubleshooting policy, refer to Volume 10:
Content Policy Language Guide. Turning on policy tracing of any kind is expensive
in terms of system resource usage and slows down the ProxySG appliance's
ability to handle traffic.

To enable policy tracing:
1. Select Configuration > Policy > Policy Options.
2. Select Trace all policy execution.

3. Click Apply.

Managing the Central Policy File
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The Central policy file is updated when needed by Blue Coat. The file can be
updated automatically or you can request e-mail notification. You can also
configure the path to point to your own custom Central policy file.

Configuring Automatic Installation

You can specify whether the ProxySG checks for a new version of the Central
policy file. If a new version exists, the appliance can install it automatically.

Perform the following procedure to configure the ProxySG to check for and install
a new version of the Central policy file.
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To configure automatic installation:
1. Select Configuration > Policy > Policy Files > Policy Files.
2. Select Automatically install new Policy when central file changes.

3. Click Apply.

Configuring a Custom Central Policy File for Automatic Installation

If you define your own Central policy file, you can configure the ProxySG to
automatically install any subsequent updated version of the file. To use this
capability, you must change the Central policy file’s first line with each version
update. With automatic installation, the ProxySG checks for a change to the first
line of the file. In defining a custom Central policy file, add an item, such as a
comment, to the first line of the Central policy file that changes with each update.
The following is a sample first line, containing date information that is routinely
updated with each version:

; Central policy file MonthDate, Year version

When you update and save the file in the original location, the ProxySG
automatically loads the updated version.

Configuring E-mail Notification

You can specify whether the ProxySG sends e-mail when the Central policy file
changes. The e-mail address used is the same as that used in diagnostic reporting:
the event recipient for the custom heartbeat e-mail. For information about
diagnostic reporting, see "Diagnostic Reporting (Heartbeats)" on page 88.

To configure e-mail notification:

1. Select Configuration > Policy > Policy Files > Policy Files.

2. Select Send me email when central file changes.

3. Click Apply.

Configuring the Update Interval

You can specify how frequently the ProxySG checks for a new version of the
Central policy file. By default, the appliance checks for an updated Central policy
tile once every 24 hours (1440 minutes). You must use the CLI to configure the
update interval. You cannot configure the update interval through the
Management Console.

To configure the update interval:
At the (config) command prompt, enter the following command:

SGOS# (config) policy poll-interval minutes

Checking for an Updated Central Policy File

You can manually check whether the Central policy file has changed. You must
use the CLIL You cannot check for updates through the Management Console.
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To check for an updated central file:
At the (config) command prompt, enter the following command:

SGOS# (config) policy poll-now

The ProxySG displays a message indicating whether the Central file has
changed.

Resetting the Policy Files
You can clear all the policy files automatically through the CLL

To clear all policy files:

1. Atthe (config) command prompt, enter the following command:

SGOS# (config) policy reset
WARNING: This will clear local, central, forward and VPM policy. Are
you sure you want to reset ALL policy files? (y or n)

The ProxySG displays a warning that you are resetting all of your policy files.

2. Enter y to continue or n to cancel.

Note: This command does not change the default proxy policy settings.

Moving VPM Policy Files from One ProxySG to Another

VPM policy files are specific to the ProxySG where they were created. But just as
you can use the same Central, Local, and Forward policy files on multiple
ProxySG, you can use VPM policies created on one appliance on other appliances.

For detailed information on moving VPM policy files, see "Installing Policies" on
page 157.

Viewing Policy Files
You can view either the compiled policy or the source policy files. Use these
procedures to view policies defined in a single policy file (for example, using

VPM) or in multiple policy files (for example, using the Blue Coat Central policy
file and VPM).

Viewing the Installed Policy

Use the Management Console or a browser to display installed Central, Local, or
Forward policy files.

Note: You can view VPM policy files through the Visual Policy Files tab.
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To view Installed policy:

1.
2.

Select Configuration > Policy > Policy Files > Policy Files.

In the View File drop-down list, select Current Policy to view the installed and
running policy, as assembled from all policy source files. You can also select
Results of Policy Load to view any warnings or errors resulting from the last
attempt (successful or not) to install policy.

Click View. The ProxySG opens a separate browser window and displays the
installed policy file.

To view the currently installed policy through a browser:

1.

2.

Enter a URL in one of the following formats:

e If an HTTPS-Console is configured, use https://SG ip address:HTTPS-
Console port/Policy/current (the default portis 8082).

e If an HTTP-Console is configured, use http://SG_ip address:HTTP-
Console port/Policy/current (the default portis 8081).

The ProxySG opens a separate browser window and displays the policy.

Review the policy, then close the browser.

Viewing Policy Source Files

You can display source (uncompiled) policy files on the ProxySG.

To view policy source files:

1.
2.

Select Configuration > Policy > Policy Files > Policy Files.

To view a policy source file, select the file you want to view (Local, Forward, or
Central) from the View File drop-down list and click View.

The ProxySG opens a separate browser window and displays the appropriate
source policy file.

Viewing Policy Statistics

You can view policy statistics on all requests processed by the ProxySG. Use the
Management Console or a browser. You cannot view policy statistics through the
CLL

To review policy statistics:

1.
2.
3.

4.

Select Statistics > Advanced.

Click the Policy link.

Click the Show policy statistics link.

A separate browser window opens and displays the statistics.

Examine the statistics, then close the browser.

To review policy statistics through a browser:

1.

Enter a URL in one of the following formats:
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e If an HTTPS-Console is configured, use https://SG ip address:HTTPS-
Console port/Policy/statistics (ﬂuadefaultportisSOSZ)

e If an HTTP-Console is configured, use http://5G ip address:HTTP-
Console port/Policy/statistics (the default portis 8081).

The ProxySG opens a separate browser window and displays the statistics.

2. Examine the statistics, then close the browser.

Related CLI Syntax to Manage Policy Files

SGOS# (config)
SGOS# (config)

policy order v 1 ¢

policy proxy-default {allow | deny}

SGOS# policy trace {all | none}

SGOS# (config)
SGOS# (config)
SGOS# (config)
SGOS# (config)

( )

SGOS# (config
—or-

SGOS# (config)
| vpm-xml}

inline policy file end-of-input-marker
policy subscribe

policy notify:

show policy

show configuration

show sources policy {central | local |

forward | vpm-cpl



The Visual Policy Manager (VPM) is a graphical policy editor included with the
ProxySG. The VPM allows you to define Web access and resource control
policies without having an in-depth knowledge of Blue Coat Content Policy
Language (CPL) and without the need to manually edit policy files.

This chapter serves as a VPM object reference, and assumes that you are
familiar with basic concepts of ProxySG policy functionality as described in
Chapter 2, Managing Policy Files.

While VPM creates only a subset of everything you can achieve by writing
policies directly in CPL, it is sufficient for most purposes. If your needs require
more advanced policies, consult Volume 10: Content Policy Language Guide.

Topics in this Chapter

The following topics are covered in this chapter:

Section A: "VPM Overview" on page 30

Section B: "Policy Layer and Rule Object Reference" on page 41
Section C: "Detailed Object Column Reference" on page 52
Section D: "Managing Policy Layers, Rules, and Files" on page 153

[ T o s |

Section E: "Tutorials" on page 164

Related topics:

a Chapter 2: "Managing Policy Files" on page 17
a  Volume 7: Managing Content

A Volume 10: Content Policy Language Guide
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Section A: VPM Overview

This section contains the following topics:

7 "Launching the Visual Policy Manager" —Describes how to start VPM from
the Management Console.

a  "About the Visual Policy Manager User Interface" —Describes VPM menu
items, tool bars, and work areas.

a3 "About VPM Components" —Provides definitions of the policy layers and
describes how rule objects comprise the layers.

a1 "The Set Object Dialog" —Describes the dialog used to select objects to be
added or edited.

7 "The Add/Edit Object Dialog" —Describes the dialog used to add and edit
rule objects.

Launching the Visual Policy Manager
To launch the VPM:

Configuration Maintenance Statistics Health:

@ General Yisual Policy Manager ]
@ Network _ _

@ Services visual Policy Manager

@ App. Delivery Network

@ SG Client

@ Proxy Settings
@ External Services
@ Health Checks
@ Authentication
@ Bandwidth Mgmt.

J Policy
Falicy Options Launch
Folicy Files
1 — =4 visual Policy Manager §
Exceptions
@ Content Filtering
@ Forwarding
@ SSL
@ Access Logging
[ Peer [ apy | Rever | Help
2

1. Select Configuration > Policy > Visual Policy Manager.

2. Click Launch. The VPM launches in a separate window.

About the Visual Policy Manager User Interface
The following figure labels VPM components.
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Object types — "o

Menu bar ——>| File Edit Policy Configuration View Help
Toolbar —_— B Add Rule = Delete Rule
Layer tab =

Source Destinakion

ieb Access Layer (1) | 551 Intercept Laver (1) || Admin Access Layer (1) | Web Content Layer (1)

Service

4+ Move Up & Move Down % Install Policy

Time Action Track Camment

1 g authentic. . |Anv IM Messa... (Any |[£% IM_alert Maone
Rules <‘z 2}35 10.1.1.1:50 |E1:- FileExter... };ny T Time1 |Q Deny =] EwertLogl
Figure 3-1  The VPM Components
Menu Bar
The following table describes VPM Menu Bar items.
Table 3-1  VPM Menu Bar ltems
File Install Policy On.... Saves all new policy rules.

Revert to existing Policy on... Ignores changes and reloads installed policy
rules.

Exit Exits the application.

Edit Add Rule Adds a new blank rule to the visible policy

Delete Rule layer or removes a rule from the visible
policy layer.

Cut Rule Standard cut, copy, and paste operations.

Copy Rule

Paste Rule

Move Rule Up Moves rules up or down one position in a

Move Rule Down policy layer.

Disable/Enable Layer Disables or enables the selected layer. You
can disable a layer without removing it from
the VPM (thus losing composed policy
rules) and re-enable it if required.

Reorder Layers Reorders the policy layers.

Delete Layer Deletes a specific policy layer.

Policy Add Admin Authentication Layer The Policy menu items add policy layers to

Add Admin Access Layer be populated with policy rules.

Add DNS Access Layer

Add SOCKS Authentication Layer

Add SSL Intercept Layer

Add SSL Access Layer

Add Web Authentication Layer

Add Web Access Layer

Add Web Content Layer

Add Forwarding Layer
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Table 3-1  VPM Menu Bar ltems (Continued)
Configuration | Set DNS Lookup Restrictions Restricts DNS lookups during policy
evaluation.
Set Reverse DNS Lookup Restrictions | Restricts reverse DNS lookups during
policy evaluation.
Set Group Log Order Configures the order in which the group
information is logged.
Edit Categories Edits content filtering categories.
View Generated CPL Displays the CPL generated by VPM.
Current ProxySG VPM Policy Files Displays the currently stored VPM policy
files.
Object Occurrences Lists the user-created object(s) in the
selected rule; lists use in other rules as well.
All Objects Displays a dialog that lists current static and
user-defined VPM objects. You can also
create, edit, and delete objects. See
"Centralized Object Viewing and Managing"
on page 144.
Tool Tips Toggles the tool-tip display on and off.
Help Help Topics Displays the online help.
About Displays copyright and version
information.
Tool Bar

The VPM Tool Bar contains the following functions:

a3 Add Rule—Adds a blank rule to visible policy layer; all values for the rule are
the defaults.

a o o o a

Delete Rule—Deletes the selected rule from the visible policy layer.
Move Up—Moves a rule up one position in the visible policy layer.
Move Down—Moves a rule down one position in the visible policy layer.

Install Policy—Converts the policies created in VPM into Blue Coat Content

Policy Language (CPL) and installs them on the ProxySG.

Policy Layer Tabs

Every policy layer you create from the Policy > Add Layer menu is displayed as a
tab. Click a tab and the rules included in that policy layer display below in the
main body of the pane. Right-clicking a tab displays the options of disable or
enabling, renaming, and deleting the policy layer.
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File Edit Policy Configuration Yiew Help
“‘}’ Add Rule = Delete Rule 4 Move Up & Move Down % Inskall Palicy

Web fAccess Laver (1) | Web Content Layer (1) | S50 Intercept Laver (13 | DNS Access Laver (1)

Ma. b=l Service Time Ackion Track Zomment
& Renarme Layet ...
1 ¥ |“ﬁ Methods1 |F\ny |° Aillowy |None |
Delete Layer

Figure 3—-2 Right-click a Policy Tab to Rename or Delete a Policy Layer
Each VPM policy layer is described in later sections in this chapter.

Rules and Objects

A policy layer can contain multiple rules. Every rule is numbered and listed in a
separate row. To create a new rule, click the Add Rule button; a new rule is added to
the bottom of the list. If multiple rules exist within a policy layer, the ProxySG
finds the first one that matches a given situation and ignores the remaining rules.
Therefore, rule order is important. Use the Move buttons on the rule bar to reorder
the rules in a policy.

Each rule is comprised of objects. The objects are the individual elements of a rule
you specify. With the exception of No. (number), which indicates the order of the
rule in the layer and is filled in automatically, all objects are configurable.

To specify or edit an object setting, position the mouse in the appropriate object
cell within a rule and right-click to display the drop-down menu.

File Edit Policy Configuration Yiew Help
‘{‘\’ Add Rule = Delete Rule 4+ Move Up + Move Down % Install Palicy

Web Access Layer (1) | 55 Intercept Laver (13| Admin Access Layver (1) | web Conkent Layer (1)

Mo, Source Destinakion Service Time Ackion Track Commenk

1 g Authentic, . |Any Eﬁ IM Messa, ., [Any |ma'. IM_alert Mone
2[4 10.1.1.1:50 e FileExten. .. “@;el € ey =1 Eventlogi

Copy
Paste

Figure 3—-3 Right-click a Rule Cell to Set or Edit Object Properties

Each object type is described in "Policy Layer and Rule Object Reference" on page
41.

About Code Sharing With the Management Console

The VPM shares information in various lists from the current configuration in the
Management Console, not the saved ProxySG configurations. When the VPM is
launched, it inherits the state of the ProxySG from the Management Console and
remains synchronous with that Management Console. This state might include
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configuration changes that have not yet been applied or reverted. This does not
include any changes made through the CLI. When you click Apply in the
Management Console, the configurations are sent to the ProxySG; the
Management Console and the VPM become synchronous with the ProxySG.

For example, the ProxySG has two ICAP response services installed, A and B. In
the Management Console, you remove service B, but do not click Apply. You then
start the VPM and view the ICAP Response Services object. Only service A is
viewable and selectable.

The VPM synchronizes the latest change from the Management Console when the
following occur:

a  Clicking Revert.
Clicking Apply.
Clicking Policy Install.

Restart the Management Console.

[ T o

Log out and re-log into the Management Console.

Any information the Management Console acquires from installable lists is
immediately available in the VPM. The following are the lists the VPM obtains
from the Management Console:

Access Log fields.

Authentication character sets.
Authentication realms.

Bandwidth gain classes.

Categories.

Exceptions.

Forwarding hosts.

ICAP request and response services.
Keyrings.

SOCKS gateways.

g o o o o o o o o a o o a

Websense filter services.

About VPM Components

This section describes the specific policy layer types and rule objects.

Policy Layers
The layers are:

7 Administration Authentication—Determines how administrators accessing
ProxySG must authenticate.
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3 Administration Access—Determines who can access the ProxySG to perform
administration tasks.

a3  DNS Access—Determines how the ProxySG processes DNS requests.

7 SOCKS Authentication—Determines the method of authentication for accessing
the proxy through SOCKS.

A SSL Intercept—Determines whether to tunnel or intercept HTTPS traffic.
7 SSL Access—Determines the allow/deny actions for HTTPS traffic.

O Web Authentication—Determines whether user clients that access the proxy or
the Web must authenticate.

0 Web Access—Determines what clients can and cannot access on the Web and
specifies any restrictions that apply.

7 Web Content—Determines caching behavior, such as verification and ICAP
redirection.

A Forwarding—Determines forwarding hosts and methods.

As you create policy layers, you will create many different layers of the same type.
Often, an overall policy requires layers of different types designed to work
together to perform a task. For example, Authentication and Access layers usually
accompany each other; an Authentication layer determines if a user or client must
authenticate, and an Access layer subsequently determines where that user or
client can go (what ProxySG or Web sites they can access) once they are
authenticated.

Each object type is described in "Policy Layer and Rule Object Reference" on page
41.

Rule Objects

Policy layers contain rule objects. Only the objects available for that policy layer
type are displayed. There are two types of objects:

o Static Objects—A self-contained object that cannot be edited or removed. For
example, if you write a rule that prohibits users from accessing a specific Web
site, the Action object you select is Deny.

Static objects are part of the system and are always displayed.

a7 Configurable Objects—A configurable object requires parameters. For
example, consider the rule mentioned in the previous item that prohibits users
from accessing a specific Web site. In this case, the user is a Source object. That
object can be a specific IP Address, user, group, user agent (such as a specific
browser), and so on. Select one and then enter the required information (such
as a verifiable user name or group name).
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Configurable objects do not exist until you create them. A created object is
listed along with all static objects in the list dialog, and you can reuse it in
other applicable policy layers. For example, an IP address can be a Source or
Destination object in many different policy-layer types.

Important: The orders of policy layers, and the order of rules within a layer
are important. For more information, see "How Policy Layers, Rules, and
Files Interact" on page 153.

While individual object-type menus occasionally contain entries specific to the
object type, the basic menu options are:

a
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Allow—(Web Access Layer Action column only) Quick menu access; sets the
policy to allow.

Deny—(Web Access Layer Action column only) Quick menu access; sets the
policy to deny.

set—Displays the Set Object dialog where you select an object or create a new
one.

Edit—Opens the Edit Object dialog where you edit an object or change to
another.

Delete—Removes the selected object from the current rule and restores the
default.

Negate—Defined as not. Negate provides flexibility in writing rules and
designing the structure of policies. The following is a simple Web Access rule
that states: “When any client tries to access a URL contained in an object of
JobSearch, allow access.”

File Edit Policy Configuration WYiew Help
ﬂ Add Rule =g Delete Rule 4+ Move Up & Move Down % Install Policy

Weh Access Laver (1) | S50 Intercept Laver (1) | Admin Access Layer (17| Web Content Layer (1) | 'Web Access Laver (2)

Mo, Source Destination Service Time Action Track Zomment
1|Any |.. JobSearchlURLs |Any |Any |° Allow |N0ne E}

Figure 3—4 A Simple Web Access Layer Policy Rule

Dragging the pointer to the Destination list, right-clicking to display the drop-
down list, and clicking Negate invokes a red circle with a horizontal white line
in the icon in the cell.

File Edit Policy Configuration  Yiew Help
“‘:“ Add Rule = Delete Rule 4 Move Up & Move Down % Install Palicy

Web Access Layer (13 || 550 Intercept Laver (1) | Admin Access Layver {13 | Web Content Layer (13| 'Web Access Laver (2)

Mo, Source Destination Service Time Ackion Track.
1|Any |. & JobSearchURLs |F\ny |Any |° Allow |None E

Figure 3-5 The Red Icon in the Cell Indicates Negation
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Now the rule specifies allow all URLs except the ones contained in the
JobSearch category object.

3 Cut, Copy, and Paste are the standard paste operations with the following
restrictions: you can only paste anything cut or copied from the same column
in the same table and the copy and paste functions do not work across
multiple layers.

The following table describes the general function of each object type:

Table 3—2 Object Type Functions

Source Specifies the source attribute, such as an IP address, user, or group.

Destination Specifies the destination attribute, such as a URL, IP address, and file
extension.

Service Specifies the service attribute, such as protocols, protocol methods,

and IM file transfer limitations.

Time Specifies day and time restrictions.

Action Specifies what to do when the rule matches.

Track Specifies tracking attributes, such as event log and E-mail triggers.
Comment Optional. You can provide a comment regarding the rule.

Policy Layer/Object Matrix
The following table displays which object types are available in each policy layer.

Table 3-3  Available Object Types

Admin X X X X
Authentication

Admin Access X X X X
DNS Access X X X X X X
SOCKS X X X X
Authentication

SSL Intercept X X X X X
SSL Access X X X X X X
Web Authentication X X X X X
Web Access X X X X X X X
Web Content X X X X X
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Table 3-3  Available Object Types (Continued)

Forwarding X X

The Set Object Dialog

38

This section discusses the Set Object dialog used to select objects for
configuration.

The object rules in all policy layer types determine the conditions for a particular
policy rule. Depending on the type of policy layer, an object can be anything from
a user or group to an IP address or a URL and so forth.

To create a rule, right-click a cell in an object cell. The relevant Set Object dialog
displays. In this dialog, select the objects for the rule or create new objects as
necessary.

Objects have type-specific icons to provide a visual aid in distinguishing among
different types in the list.

]

£2 Set Source Object

~Existing Source Object:

Show: | All {sort by object-name) EY

3 101080

& authenticated User
@? Client Hostname Unavailable
| Streaming Client

Figure 3—6 Set Source Object Dialog with Selectable Objects

The Set Object dialog only displays or allows you to create the objects allowable in
the specific option of the rule type you are creating. But if more than one policy-
layer type uses the same object type (for example, IP address can be a source in
rules for four of the five types of policies), then those existing objects display in all
Set Object dialogs, regardless of policy-layer type.
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Controlling the List of Objects in the Set Object Window

As you create more policies, it is likely that the lists of existing objects in the
various Set Object dialogs expand. You can restrict the display of objects in the list
to a specific type by selecting an object type from the Show drop-down list above
the objects field. The following figure demonstrates the window displayed above
with the list restricted to Client IP addresses.

&3 Set Source Object E|
rExisting Source Objects

Show: | All {sort by object-narme) W

= - Al {sart by object-name) Y

i) io. Y] {sort by object-type)

& Autlpredefined Source Objects
@? = Client IP Address/subnet Objects
Clie|Client Hostname Objects k
CligProxy IP AddressiPort Objects
@ﬂ StrUser Objects
Group Objects 2

o J[e=]

Figure 3—-7 Limiting the Set Object Dialog view.

The Add/Edit Object Dialog

From the Set Object dialog, the Add Object dialog is used to define configurable
objects. Existing configurable options can be altered using the Edit Object dialog.
In terms of functionality, the two dialogs are identical.

For the initial configuration of an object, click New on the Set Object dialog to
display the Add Object dialog. Perform the tasks required to configure the object
and click OK. The newly named and configured object appears in the list of
selectable objects in the Set Object dialog and is ready to be selected for the rule.

To edit an existing object, select an object from the list and click Edit. The Edit
Object dialog appears with the existing parameters on display. Edit as necessary
and click OK.

To remove an existing object, select an object from the list and click Remove. A

secondary prompt verifies your attempt to remove the object; click OK. The object
is deleted.

Online Help

The VPM contains its own Help module (a porting of this chapter). Each object in
the VPM contains a Help button that links to the corresponding object reference in
the Help file. This reference describes the purpose of the object. Interaction with
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other policy and references to feature-related sections in the Blue Coat ProxySG
Configuration and Management Guide Suite volumes are provided, if relevant. Also,
this Help module contains navigation buttons and its own Table of Contents.

Note: The online Help file is displayed in a separate window and requires a few
seconds to load and scroll to the correct object. The speed of your system might
impact this slight lag time. Furthermore, this lag time increases on slower
machines running JRE v1.5.
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Section B: Policy Layer and Rule Object Reference

This section contains the following topics:

)

"About the Reference Tables" —Describes the table conventions used in this
section.

"Administration Authentication Policy Layer Reference" —Describes the
objects available in this policy layer.

"Administration Access Policy Layer Reference" —Describes the objects
available in this policy layer.

"DNS Access Policy Layer Reference" —Describes the objects available in this
policy layer.

"SOCKS Authentication Policy Layer Reference" —Describes the objects
available in this policy layer.

"SSL Intercept Layer Reference" —Describes the objects available in this policy
layer.

"SSL Access Layer Reference" —Describes the objects available in this policy
layer.

"Web Authentication Policy Layer Reference" —Describes the objects available
in this policy layer.

"Web Access Policy Layer Reference” —Describes the objects available in this

policy layer.

"Web Content Policy Layer Reference" —Describes the objects available in this
policy layer.

"Forwarding Policy Layer Reference" —Describes the objects available in this
policy layer.

About the Reference Tables

The tables in this section list the static and configurable objects available for each
policy layer.

Note: If viewing this document as a PDF, you can click an object name to jump to
a description of that object (all objects are described in Section C). To jump back to
a specific policy layer reference, click policy layer name in any object reference
table that appears in the next section.

Administration Authentication Policy Layer Reference

The following table provides the objects available in the Administration
Authentication policy layer.
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Client IP Address/Subnet Do Not Authenticate Trace
Client Hostname Deny
Proxy IP Address/Port Authenticate

Combined Objects

Force Authenticate

Administration Access Policy Layer Reference

The following table provides the objects available in the Administration Access
policy layer.

Client IP Address/ Service Name Allow Read-Only Access Event Log
Subnet
Client Hostname Allow Read-Write Email
Access
Proxy IP Address/Port Deny SNMP
User Log Out/Do Not Log Out Trace
Other Users With Same
P
Group Log Out/Do Not Log Out Combined
User Objects
Attribute Log Out/Do Not Log Out
User’s Other Sessions
User Login Address Force Deny

User Login Time

Set Authorization Refresh
Time

User Login Count

Set Credential Refresh
Time

Client Address Login
Count

Set Surrogate Refresh
Time

Combined Objects

Combined Objects

DNS Access Policy Layer Reference
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The following table provides the objects available in the DNS Access policy layer.
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Client IP Address/ DNS Response Time Bypass DNS Event Log
Subnet Contains No Data Cache

Proxy IP Address/ DNS Response IP Combined Do Not Bypass Email
Port Address/Subnet Objects DNS Cache

DNS Request RDNS Response Allow DNS From SNMP
Name Host Upstream Server

RDNS Request IP DNS Response Serve DNS Only Trace
Address/Subnet CNAME From Cache

DNS Request DNS Response Code Enable/Disable Combined
Opcode DNS Imputing Objects

DNS Request
Class

Category

Send DNS/RDNS
Response Code

DNS Request
Type

Server Connection
DSCP Trigger

Send DNS
Response

DNS Client Combined Objects Send Reverse
Transport DNS Response
Client Connection Reflect IP
DSCP Trigger
Combined Manage
Objects Bandwidth

Set Client

Connection DSCP
Value

Set Server
Connection DSCP
Value

Combined Objects

policy layer.

SOCKS Authentication Policy Layer Reference
The following table provides the objects available in the SOCKS Authentication

Client IP Address/Subnet

Do Not Authenticate

Trace

Client Hosthame

Authenticate

Proxy IP Address/Port

Force Authenticate

SOCKS Version
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Combined Objects

SSL Intercept Layer Reference

The following table provides the objects available in the SSL Forward Proxy
policy layer.

Client Hostname Destination IP Address/ | Enable HTTPS Event Log
Unavailable Subnet Interception
Client Hostname Destination Host/ Enable HTTPS Email
Port Interception on
Exception
Proxy IP Address/Port Request URL Combined Objects SNMP
Combined Objects Request URL Category Trace

Server URL

Combined Objects

Server Certificate

Server Certificate

Category

Combined Objects

SSL Access Layer Reference
The following table provides the objects available in the SSL Access Layer policy
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layer.
Authenticated User | Destination IP Request Allow Event Log
Address/Subnet Forwarded
Client Hostname Destination Host/ Client Protocol Deny (static) Email
Unavailable Port
Guest User Request URL SSL Proxy Mode Require/Do Not SNMP
Require Client
Certificate
Client IP Address/ Request URL Health Check Force Deny Trace
Subnet Category
Client Hostname Server URL Combined Force Deny Combined
Objects (Content Filter) Objects
Proxy IP Address/ Server Certificate Deny
Port
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User Server Certificate Return Exception
Category
Group Server Certificate Set Client
Certificate
Validation
Attribute Server Certificate Set Server
Category Certificate
Validation
User Login Server Negotiated Combined Objects
Address Cipher
User Authentication | Server Negotiated
Error Cipher Strength

User Authorization
Error

Server Negotiated
SSL Version

Client Certificate

Combined Objects

Client Negotiated
Cipher

Client Negotiated
Cipher Strength

Client Negotiated
SSL Version

Combined Objects

Web Authentication Policy Layer Reference
The following table provides the objects available in the Web Authentication

policy layer.

Client Hostname

Destination IP Address/

Do Not Authenticate

Trace

Unavailable Subnet

Client IP Address/ Destination Host/ Deny
Subnet Port

Client Hostname Request URL Authenticate

Proxy IP Address/Port

Request URL Category

Authenticate Guest

User Agent

Combined Objects

Add Default Group

Request Header

Force Authenticate

Combined Objects

Authentication
Charset
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Set IP Address For
Authentication

Permit Authentication
Error

Permit Authorization
Error

Combined Objects

Web Access Policy Layer Reference
The following table provides the objects available in the Web Access policy layer.

Web Access policy layers regulate, from a general to a granular level, who or what
can access specific Web locations or content.

a

Users, groups, individual IP addresses, and subnets, as well as object lists
comprised of any combination of these, can be subject to rules.

Rules can include access control for specific Web sites, specific content from

any Web site, individual IP addresses, and subnets.

Actions taken can range from allowing and denying access to more finely
tuned changes or limitations.

Rules can also be subject to day and time specifications and protocol, file type,
and agent delimiters.

Streaming Client Destination IP Using HTTP Time Allow Event Log
Address/Subnet Transparent
Authentication
Client Hostname Destination Host/ Virus Detected Combined Deny Email
Unavailable Port Objects
Guest User Request URL Client Protocol Force Deny
Authenticated Request URL Service Name Bypass Cache SNMP
User Category
Client IP Address/ | File Extensions Protocol Do Not Bypass
Subnet Methods Cache
Client Hostname HTTP MIME Types IM File Transfer Check/Do Not Trace
Check
Authorization
Proxy IP Address/ | Apparent Data Type IM Message Always Verify Combined
Port Text Objects
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User Response Code IM Message Use Default
Reflection Verification
Group Response Header Streaming Block/Do Not
Content Type Block PopUp
Ads
Attribute Response Data ICAP Error Code Force/Do Not
Force IWA for
Server Auth
User Login IM Buddy Health Status Log Out/Do Not
Address Log Out Other
Users With
Same IP
User Login Time IM Chat Room Combined Log Out/Do Not
Objects Log Out User

User Login Count

Server Connection

Log Out/Do Not

DSCP Trigger Log Out User’s

Other Sessions

Client Address Combined Objects Reflect/Do Not

Login Count Reflect IM
Messages

User Block/Do Not

Authentication Block IM

Error Encryption

User Authorization Support/Do Not

Error Support
Persistent Client
Requests

User Agent Support/Do Not

Support
Persistent
Server
Requests

IM User Agent

Trust/Do Not
Trust
Destination IP

Request Header Deny

SOCKS Version Return
Exception

IM User Return
Redirect

P2P Client Send IM Alert
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Client Negotiated Modify Access

Cipher Logging

Client Negotiated Override Access

Cipher Strength Log Field

Client Connection Rewrite Host

DSCP Trigger

Combined Reflect IP

Objects

P2P Client Suppress
Header

Client Negotiated
Cipher

Control Request
Header/Control
Response
Header

Client Negotiated
Cipher Strength

Notify User

Client Connection
DSCP Trigger

Strip Active
Content

Combined
Objects

Set Client HTTP
Compression

Set Server
HTTP
Compression

Manage
Bandwidth

Modify IM
Message

Return ICAP
Feedback

Set External
Filter Service

Set ICAP
Request Service

Set FTP
Connection

Set SOCKS
Acceleration

Disable SSL
Detection
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Set Streaming
Max Bitrate

Set Client
Connection
DSCP Value

Set Server
Connection
DSCP Value

Set ADN
Connection
DSCP

Set
Authorization
Refresh Time

Set Credential
Refresh Time

Set Surrogate
Refresh Time

Combined
Objects

Web Content Policy Layer Reference

The following table provides the objects available in the Web Content policy layer.

The Web Content policy layer applies to requests independent of user identity.

Content scanning policy layers scan requested URLs and file types for viruses and

other malicious code. You must have an ICAP service installed on the ProxySG

appliance to use this policy type.

Destination IP Address/Subnet Check/Do Not Check Authorization Event Log
Destination Host/Port Always Verify

Request URL Use Default Verification Email
Request URL Category Use Default Caching SNMP
File Extensions Do Not Cache Trace

HTTP MIME Types

Force Cache

Combined Objects

Response Header

Mark/Do Not Mark As
Advertisement
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Response Data Support/Do Not Support Persistent

Server Requests

Server Connection DSCP Trigger | Enable/Disable Pipelining

Combined Objects Set Dynamic Categorization

Set External Filter Service

Set Client HTTP Compression

Set Server HTTP Compression

Forwarding Policy Layer Reference
The following table provides the objects available in the Forwarding policy layer.
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Manage Bandwidth

Set ICAP Request Service

Set ICAP Response Service

Set TTL

Modify Access Logging

Override Access Log Field

Set Server Connection DSCP Value

Combined Objects

Streaming Client Destination IP Client Protocol Send Direct Trace
Address/Subnet

Authenticated Destination Host/ Health Check Integrate/Do Not

User Port Integrate New Hosts

Guest User Server URL Health Status Connect Using ADN

When Possible/Do Not
Connect Using ADN

Client IP Address/
Subnet

Server Connection
DSCP Trigger

Combined Objects

Allow Content From
Origin Server

Client Hostname

Combined Objects

Serve Content Only

From Cache
Proxy IP Address/ Select SOCKS
Port Gateway

User

Select Forwarding

Group

Reflect IP
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Attribute Manage Bandwidth
User Login ADN Server
Address Optimization

User Login Time

Set IM Transport

User Login Count

Set Streaming
Transport

Client Address

Set ADN Connection

Login Count DSCP

User Set Server Connection
Authentication DSCP Value

Error

User Authorization
Error

Combined Objects

SOCKS Version

P2P Client

Client Connection
DSCP Trigger

Combined Objects
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Section C: Detailed Object Column Reference

This section contains the following topics:
"Source Column Object Reference" on page 52
"Destination Column Object Reference" on page 69
"Service Column Object Reference" on page 80

"Time Column Object Reference" on page 88

3
3
I
a
a7  "Action Column Object Reference" on page 90
a  "Track Object Column Reference" on page 138
a7 "Comment Object Reference" on page 141

a  "Using Combined Objects" on page 141

I

"Creating Categories" on page 147

Source Column Object Reference

52

A source object specifies the communication or Web transaction origin that is
evaluated by the policy. Not all policy layers contain the same source objects.

Important: Because of character limitations required by the generated CPL, only
alphanumeric, underscore, dash, ampersand, period, or forward slash characters
can be used to define a source object name.

Any

Applies to any source.

Streaming Client

This is a static object. This rule applies to any request from a streaming client.

Client Hostname Unavailable

This is a static object. This rule applies if the client IP address could not be looked
up with a reverse DNS query.

Authenticated User

This is a static object. This rule applies to any authenticated user.

Guest User

This is a static object. This rule applies to all guest users.



Chapter 3: The Visual Policy Manager

Section C: Detailed Object Column Reference

Client IP Address/Subnet

Specifies the IP address and, optionally, a subnet mask of a client. The policy
defined in this rule applies only to this address or addresses on this subnet. This
object is automatically named using the prefix Client; for example, Client: 1.2.0.0/
255.255.0.0.

Note: See "Combined Source Object" on page 67 for related information
regarding this source object.

Client Hostname

Specifies a reverse DNS hostname resolved in the reverse lookup of a client IP
address. Enter the host name and select matching criteria. This object is
automatically named using the prefix Client; for example, Client: host.com. If you
select a matching qualifier, that attribute is appended to the object in parentheses.
For example, Client: host.com (RegEx).

Proxy IP Address/Port

User

Specifies the IP address and, optionally, a port on the ProxySG. The policy defined
in this rule applies only to this address or addresses with this subnet.

Specifies an individual user in the form of a verifiable username or login name.
Enter a user name and an authentication realm. The dialog then displays different
information depending on the type of authentication realm specified. Select the
appropriate realm from the drop-down list. Items in the list are taken from the
realms configured by the administrator in the ProxySG.

LDAP

You can optionally select a User Base DN from a drop-down list. Entries in the
User Base DN list come from those specified by the administrator in the ProxySG.
You can also edit an entry selected in the list, type a new one, or click Browse to
manually select a name. Edited names and new names are retained in the list.
Notice in the Full Name field that the VPM takes the User Attribute type specified
by the administrator in the ProxySG (cn= in the following illustration), and
associates it with the user name and Base DN entered here.

Important: When you configure a realm, the ProxySG assumes a default
primary user attribute (SAMAccountName for Active Directory; uid for Netscape/
iPlanet Directory Server/SunOne; en for Novell NDS). You can accept the
default or change it. Whatever is entered there is what the VPM uses here,
entering it in the Full Name display field after a Base DN is selected.
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If the primary user attribute specified in the ProxySG differs from the primary
user attribute specified in the directory server, enter the latter in the User field

with the appropriate value (in the format attribute=value). This replaces the entry in
the Full Name field. Examine the following screenshot. Assume that the
organization uses phone as the primary attribute in its LDAP directory:

E3 Add User Object X
You can only enter
auser attnb_Ute_ —— 3 User: phoneSS51234 I
and equal sign in
the User field if a Authentication Realm: LDAPL (LDAP) e
User Base DN is User Base DM (Optional): w
selected.
Full Mame: phonesss1234
Inthe userfield, trpe a user name {such as, jane.doe).
To ensure an exact match in a realm or container that can hawve the same user name in different
domains, select a fully gualified distinguished name (FQDMN) inthe User Base DN field. YPh
displays the user name and FOON enterad here along with the user attribute configured on the
ProxySG. Ifyou need a different user attribute, type the attribute and an equal sign hefore the
name in the User field {such as samAccounthame=jsmith). WPM makes this change inthe Full
Marme display field below.
Realm information retrieved successFully,
o] o

Entries in this list are not prepopulated. You must enter a name in the Domain Name
field. An entered name is retained and can subsequently be selected and edited.
Notice in the Full Name field that VPM displays domain name and user name

entered above.
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E3 Add User Object X]

User: Peter Gibbons

Authentication Fealn: example (TWa) w
Domain Mame {Optional):  xyzoorporation, com w
Full Mame: syzeorporation. comiPeter Gibbons

Inthe userfield, type a user name (such as, jane.doe).
To ensure an exact match in a realm or container that can have the same user name in different
damains, select a domain name in the Domain name field.

Realm information retrieved successfully,

& ] (o

4

RADIUS

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above.

Windows SSO

Entries in this list are not prepopulated. You must enter a name in the User field.
Entries in the Domain Name list come from those specified by the administrator in
the ProxySG. You can also edit an entry selected in the list, type a new one, or click
Browse to manually select a name.

Local

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above.

Certificate

If a Certificate realm is selected and that realm uses an LDAP realm as
authentication realm, the Browse button is clickable. This option allows you to
browse the LDAP database and select users, thus preventing typing errors
possible from manually entering names in the fields. If the Certificate realm does
not use an LDAP authentication realm, Browse is not displayed.
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Netegrity SiteMinder

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above.

Oracle COREid

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above.

Policy Substitution

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above.

Sequences

Entries in this list are not prepopulated. You must enter a name in the User field.
An entered name is retained and can subsequently be selected and edited. Notice
in the Full Name field that VPM displays domain name and user name entered
above. From the Member Realm drop-down list, select an authentication realm
(already configured on the ProxySG). Depending on the realm type, new fields
appear.

Group

Specifies a verifiable group name. Enter a user group and an authentication realm.
The dialog then displays different information depending on the type of
authentication realm specified.

7 Group field—Replace the default with a verifiable group name.

7 Authentication Realm field—Select the appropriate realm from the drop-down
list. Items in the list are taken from the realms configured by the administrator
in the ProxySG.

* LDAP—Entries in the Group Base DN list come from those specified by the
administrator in the ProxySG. You can also edit an entry selected in the
list, or type a new one. Edited names and new names are retained in the
list. Notice in the Full Name field that the VPM takes the User Attribute type
specified by the administrator in the ProxySG (en= in the following
illustration), and conjoins it with the group name and Base DN entered
here.

Important: When you create a group, the default attribute is en= in the Full
Name display field.
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£3 Add Group Object X]
Group; Sales I
Authentication Realm; LDAPL (LDAR) b
Group Base DM (Required): w

Browse..,

Full Mame: n=>5ales

Inthe Group Base DM field, selact a DN from the pick list You can alsao edit a DM fram the list ar
type a DM in the field. In the group field, replace the default entry with 3 name for the group {such
as, sales) VPM displays the groupname and FEDN entered here along with the probable user
attribute. Ifyou need a different user attribute, type the attribute and an equal sign before the
name in the Group field {such as samAccountName=jsmith). ¥PM makes this change in the
Full Mame display field below.

Realm information retrieved successhully,

C o J[ o= ]

Figure 3-8 Adding a group object

If the primary user attribute specified in the ProxySG differs from the
primary user attribute specified in the directory server, you need to enter
the latter here. Do that by typing it in the Group field with the appropriate
value (in the format attribute=value). Doing so replaces the entry in the Full
Name field. Unlike the comparable situation when creating a user
(described immediately above), when creating a group, the Group Base DN
does not need to be selected in order to type the attribute=value pair in the
Group field.

* IWA—Entries in this list are not prepopulated. You must enter a name in
the Domain Name field. A name typed in is retained and can subsequently
be selected and edited. Notice in the Full Name field that the VPM displays
the domain name and group name entered above.

* RADIUS—Entries in this list are not prepopulated. You must enter a name
in the Group field.

* Windows SSO—Entries in this list are not prepopulated. You must enter a
name in the Group field.
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&3 Add Group Object X
Eroup: DataEntry
Authentication Realm: example (IWA) LY
Domain Name (Optional): w

Browse..,

Full Mame: DataEntry

Inthe dormain name field, select a DM fram the pick list. You can also edita DM frorm the list or
type a DM inthe field. In the group field, replace the default entry with a name for the group {such
as, sales).

Realm information retrieved successfully,

T

Figure 3-9 Adding a group object

Local—Entries in this list are not prepopulated. You must enter a name in

the Group field. A name typed in is retained and can subsequently be

selected and edited. Notice in the Full Name field that VPM displays the

group name entered above.

Certificate—If a Certificate realm is selected and that realm uses an LDAP
realm as authentication realm, the Browse button is clickable. This option
allows you to browse the LDAP database and select users, thus preventing
typing errors possible from manually entering names in the fields. If the
Certificate realm does not use an LDAP authentication realm, Browse is not

displayed.

Netegrity SiteMinder—Entries in this list are not prepopulated. You must
enter a name in the Group field. A name typed in is retained and can
subsequently be selected and edited. Notice in the Full Name field that
VPM displays the group name entered above.

Oracle COREid—Entries in this list are not prepopulated. You must enter
a name in the Group field. A name typed in is retained and can
subsequently be selected and edited. Notice in the Full Name field that
VPM displays the group name entered above.

Policy Substitution—Entries in this list are not prepopulated. You must
enter a name in the Group field. A name typed in is retained and can

subsequently be selected and edited. Notice in the Full Name field that
VPM displays the group name entered above.
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* Sequences—Entries in this list are not prepopulated. You must enter a
name in the Group field. An entered name is retained and can
subsequently be selected and edited. Notice in the Full Name field that
VPM displays domain name and user name entered above. From the
Member Realm drop-down list, select an authentication realm (already
configured on the ProxySG). Depending on the realm type, new fields

appear.
Attribute

Specifies an LDAP or Radius realm-specific attributes.

LDAP
Specifies a specific LDAP attribute (and optional value).

Specify an LDAP attribute:

I3 Add Attribute Object X]

1 — dname: Attribute

2 —>Authentication Realm: | LDAPL (LDAP) w
3 M- attribute Mame: | cM

4 ——JAttribute Yalue: Thomas |

Leave the "value" Field empty if vou want ko accept any value,

Realm infarmation retrieved successFully,

= ==

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. From the Authentication Realm drop-down list, select All LDAP or a specific
realm.

In the Attribute Name field, enter a valid attribute.

4. Inthe Attribute Value field, enter value for the specified LDAP attribute, or leave
blank to accept any value.

The above example sets a Common Name (CN) attribute with the value of Kent
to the LDAP1 realm.

RADIUS
Specifies a RADIUS attribute.
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To specify a RADIUS attribute:

E3 Add Attribute Object X

1 & MName: Attribute
2 B Authentication Realm: | &Il RADIUS v
33— attibute Name: | CallbackD 4

4 —— Abtribute Yalue: | bobkent

|Healm infarmation retrieved successfully. |

e

1. In the Name field, enter a name for the object or leave as is to accept the default.
2. Select All RADIUS or a specific realm.

3. Select an Attribute Name.
4

Enter an Attribute Value for the Attribute Name.

User Login Address

The condition matches the IP address used to login. Serves as a request parameter
for Windows Single Sign-On (SSO).

User Login Time

This condition matches the number of seconds since the current login started, and
can limit the length of a login session.

User Login Count

This condition matches the number of times that a specific user is logged in with
the current realm. This condition ensures that a user is only logged in at one
workstation. If the condition is combined with the user.1login.log out other
property, old logins on other workstations are automatically logged out.

Client Address Login Count

This condition matches and can limit the number of different users who are
logged into the current IP address.

User Authentication Error

Checks for a matches of specified user authentication errors.
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To specify a User Authentication Error object:

]

T3 Add User Authentication Error Object

Mame: UserAuthenticationError 1
/7€> Mo errors
1 Ay errars
IN\(%) Selected errars
Available Errars Selected Errars
Configuration Changed Communication Errar

General Authentication Failure

General Authorization Failure

General Offbox Error

Ident Error

Initialization Error

Inkernal Error

Invalid BCAAS Request
Invalid Configuration = k

Invalid License

Invalid MetBIOS Reply

Inwalid User Information

ROMS Failure
Redirect Errar
quest Timeouk
Single Sign-on Failure
User Account Errar
User Credentials Required

[ ][ oo

1. Select one of the following:
* None: Authentication was attempted and no user errors occurred.
* Any: Authentication was attempted a user error occurred.

* Selected errors: Authentication was attempted and one of the selected
errors occurred.

2. If you selected Selected errors:

a. Select one or more error types (use Control + Left-click to highlight
multiple errors).

b. Click Add to move the errors to the Selected field.
c. Name the object or accept the default name.

3. Click OK.

Note: If authentication fails and no default groups are added through policy (see
Guest Authentication and Default Groups), the group conditions always evaluate
to false. Verify group conditions if you permit authentication errors, especially in
scenarios where users are denied based on group membership.
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User Authorization Error

Checks for a match of specified user authorization errors.

To specify a User Authorization Error object:

1. Select one of the following:
* None: Authorization was attempted and no user errors occurred.
* Any: Authorization was attempted a user error occurred.

* Selected errors: Authorization was attempted and one of the selected errors
occurred.

2. If you selected Selected errors:

a. Select one or more error types (use Control + Left-click to highlight
multiple errors).

b. Click Add to move the errors to the Selected field.
c. Name the object or accept the default name.
3. Click oK.

Note: If authorization fails and no default groups are added through policy (see
Guest Authentication and Default Groups), the group conditions always evaluate
to false. Verify group conditions if you permit authorization errors, especially in
scenarios where users are denied based on group membership.

DNS Request Name

Specifies a DNS request. Enter the host name and select matching criteria. This
object is automatically named using the prefix DNS; for example, DNS: host.com. If
you select a matching qualifier, that attribute is appended to the object in
parentheses. For example, DNS: host.com (RegEx).

RDNS Request IP Address/Subnet

Specifies the reverse DNS IP address and, optionally, a subnet mask. The policy
defined in this rule applies only to this address or addresses on this subnet. This
object is automatically named using the prefix RDNS; for example, RDNS: 5.6.0.0/
255.255.0.0.

DNS Request Opcode
Specifies OPCODEs to represent in the DNS header.

To specify a DNS Request OPCODE object:

1. In the Name field, enter a custom name or leave as is to accept the default.
2. Select one or more of the OPCODEs.

3. Click oK.
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DNS Request Class
Specifies the DNS request class (QCLASS) properties.

To specify a DNS request class object:
1. In the Name field, enter a custom name or leave as is to accept the default.
2. Select one or more of the request classes.

3. Click OK.

DNS Request Type
Specifies the DNS request types (QTYPE) attributes.

To specify a DNS Request Type object:
1. In the Name field, enter a custom name or leave as is to accept the default.
2. Select one or more of the request types.

3. Click oK.

DNS Client Transport
Specifies the DNS client transport method, UDP or TCP.

To specify a DNS Client Transport object:

1. Select UDP Transport or TCP Transport. This object is automatically named using
the prefix DNS; for example, DNS: Client Transport UDP.

2. Click oK.

SOCKS Version

Specifies the SOCKS version, 4 or 5. This object is automatically named as
SOCKSVersion4 or SOCKSVersion5.

User Agent

Specifies one or more agents a client might use to request content. The choices
include specific versions of: Microsoft Internet Explorer, Netscape Communicator,
Microsoft Windows Media Player and NetShow, Real Media RealPlayer and
RealDownload, Apple QuickTime, Opera, and Wget.

The policy defined in this rule applies to these selected agents. You can name this
list and create other custom lists to use with other policy layer rules.
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Example:

Selecting streaming
media user agents.

£3 Add User, Agent Object

Mame: StreamindgentList

] Metscape 4. (% Windows)
[] Metscape 4.x (Macintosh)
[] Metscape 6. {Windows)
[] Metscape 6. (% Windows)
[[] Metscape 6.x (Macintash)
[[] Metscape 7. (Windows)
[] Metscape 7. (% Windows)
[] Metscape 7.x (Macintash)
1S Windows Media Player
15 NetShaw

QuickTime

RealPlayer

i

] Operad.x Eg

[] ©perasS.x
[] Opera 5.1x (Windows)

[] Cperat.x
[ Minera A s Obtindomw

[ Select all ][ Deselect &l ]

>

| [ conce

|

Help

Note: If you require a user agent not contained in this list, use the Request Header

object, which can contain user agent specified as a header.

IM User Agent

Checks the specified string for a match in the user agent provided by the IM
client. For example, specify the string Lotus to distinguish between the Lotus AOL

client and the standard AOL client.

To specify a User Agent:

1. Inthe IM User Agent field, enter a string.

2. From the drop-down list, select a matching criteria.

3. Click Add.

Request Header

Specifies the rule applies to requests containing a specific header. Blue Coat
supplies a list of standard headers, but you can also select a custom header.
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To specify a request header:

E3 ndd Request Header Object @

1 —— = rame: CarporateHeader
2 ———f="schowm: all w
3 ———f=Header Mame:  Referer hd
4 __ } HeaderRegex: | 10.1.1.1 I

I Ok, l ’ Cancel ] ’ Help ]

1. In the Name field, enter a custom name or leave as is to accept the default.

2. From the Show drop-list select the viewing field from All to Standard or Custom,
as desired. Standard displays only the default standard headers. Custom
displays any admin-defined headers that exist.

3. From the Header Name drop-list, select a standard or custom header or enter a
new custom header name.

4. In the Header Regex field, enter the header values to which this rule applies.

Client Certificate

Allows for testing common name and subject fields in client certificates.

IM User

Specifies an IM user by their handle. IM traffic sent to or from this user is subject
to this rule. You can enter a complete user ID, a string that is part of a user ID, or a
string with a regular expression. Select the match type from the drop-down list to
the right (Exact, Contains, or RegEx).

£3 Add IM User Object X
Example: Designating

Bob Kent in Purchasing
as IM user number 1. IM User: | BobKent_Purchasing| I Exact Match %

= (o

Mame: IMUser1

P2P Client
Specifies peer-to-peer (P2P) clients.
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To specify P2P clients:
1. In the Name field, enter a name for the object or accept the default.

2. Select All P2P Clients (all protocols become selected), or one or more P2P
protocols.

3. Click OK.

Client Negotiated Cipher

Allows the testing of the SSL cipher in use between the ProxySG and the browser.
Select a code from the drop-down list.

To specify a client negotiated cipher:

1. In the Name field, enter a name for the object or accept the default.
2. Select one or more cipher codes valid for this rule.

3. Click oK.

Client Negotiated Cipher Strength

Tests the cipher strength between a ProxySG-to-browser (client) HTTPS
connection.

To specify a client negotiated cipher strength:
1. In the Name field, enter a name for the object or accept the default.

2. Select one or more of the strength options valid for this rule Export, High,
Medium, Or Low.

3. Click OK.

Low, Medium, and High strength ciphers are not exportable.

Client Negotiated SSL Version

Tests the SSL version between a ProxySG-to-browser (client) HTTPS connection.

To specify a client negotiated SSL version:
1. In the Name field, enter a name for the object or accept the default.

2. Select one or more of the version options valid for this rule SSL 2.0, SSL 3.0, or
TLS 1.0.

3. Click OK.

Client Connection DSCP Trigger

Tests the inbound differentiated service code point (DSCP) value of primary
client-to-ProxySG connections. After testing DSCP bits (in the IP header),
additional policy dictates how to handle traffic associated with the type of service.
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£3 Add Client Connection DSCP Trigger Object 3
1 ——O name: Precedence 2
3 . )
— DSCP Value Range: o
2 > Select DSCP Names

[]BestEfat [Jcs1  [Ja&F11 []AFI2
] &F13 cs2 AF AF22
F23 CJess  [JaFst []&Fa2
[] AFa3 []csd  [Jardr [ &F4z
[] &F43 [Jcss  [JEF [ess

Cecsr

[ ox [ con |

To specify DSCP values to test against inbound client connections:

1. In the Name field, enter a name for the object or accept the default. This
example creates an object that tests for an IP Precedence of 2 or any Assured
Forwarding Class (AFC) of type 2 (for low, medium, and high drop rates).

2. Select IP Precedence values (denoted by CS) and Assured Forwarding Classes
(Denoted by AF) as required).

3. (Optional) Rather than select Precedence and AFC values, enter a DSCP value
range. The valid range is 0 to 63. Blue Coat does not recommend this option.
Most applications fit into one of the defined values.

For conceptual information about configuring the ProxySG to manipulate traffic
based on type of service, refer to "Managing QoS and Differential Services" on
page 214.

Combined Source Object

Allows you to create an object that combines different source types. See "Using
Combined Objects" on page 141.

Note: Blue Coat strongly recommends that combined objects with large lists of
Client IP Address/Subnet values (see "Client IP Address/Subnet" on page 53) do
not contain other source objects. If other source objects are present, the policy
evaluation might experience a significant performance degradation.
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Source Column/Policy Layer Matrix

The following matrix lists all of the Source column objects and indicates which
policy layer they apply to.

Streaming Client X

Client Hostname Unavailable X X X X
Authenticated User X X X
Guest User X X

Client IP Address/Subnet X X X X X X X X X
Client Hostname X X X X X X X
Proxy IP Address/Port X X X X X X X X X
User X X X X
Group X X X X
Attribute X X X X
User Login Address X X X X
User Authentication Error X X X
User Authorization Error X X X
User Login Time X X X X
User Login Count X X X X
Client Address Login Count X X X X
DNS Request Name X

RDNS Request IP Address/ X

Subnet

DNS Request Opcode X

DNS Request Class X

DNS Request Type X

DNS Client Transport X

SOCKS Version X X X
User Agent X X

IM User Agent X

Request Header X X
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Client Certificate X

IM User X

P2P Client X X

Client Negotiated Cipher X X

Client Negotiated Cipher X X

Strength

Client Negotiated SSL Version X

Client Connection DSCP Trigger X X X

Combined Objects X X X X X X X X X

Destination Column Object Reference
A destination object specifies the communication or Web traffic destination that is
evaluated by the policy. Not all policy layers contain the same destination objects.
Important: Because of character limitations required by the generated CPL, only
alphanumeric, underscore, dash, ampersand, period, or forward slash characters can be
used to define a destination object name.

Any

Applies to any destination.

DNS Response Contains No Data

This is a static object.

Destination IP Address/Subnet

Specifies the IP address and, optionally, a subnet mask of a destination server. The
policy defined in this rule only applies to this address only or addresses within
this subnet. This object is automatically named using the prefix Destination; for
example, Destination: 1.2.0.0/255.255.0.0.

Destination Host/Port

Specifies the hostname or port of a destination server. The policy defined in this
rule applies to this host on this port only. Enter the host name and port number,
and select matching criteria. This object is automatically named using the prefix
Destination; for example, Destination: company.com:80.
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Request URL
Applies to a URL request sent by the client to the ProxySG.

To check for a match against requested URL

Select an option and enter the required information in the fields:

A Simple Match—Matches a partial URL. If a host name is specified, all hosts in
that domain or subdomain match; if a path is specified, all paths with that
path prefix match; if a scheme or port number is specified, only URLs with
that scheme or port match. This object is automatically named using the prefix
URL; therefore, the object is displayed in the rule as URL: host.com.

(& [Simple Match
LRL: vy, gambling, com I

If the host specified is a domain name, all hosts in that domain (or any subdomain) will match, IF
a path is specified, all paths with that prefix will match. IF a scheme or port number is specified,
only URLs with that scheme or port will match,

7 Regular Expression Match—Specifies a regular expression. This object is
automatically named using the prefix URL; therefore, the object is displayed as
URL: host.com (RegEXx).

(& [Reqular Expression Match

RegEx: hittp: )/ fuane, example, comf™ . doc I

A Advanced Match—Specifies a scheme (protocol), host, port range, and/or path.
Unlike the other options on this dialog, selecting Advanced Match allows you to
enter a name at the top of the dialog to name the object. With host and path,
you can select from the drop-down list to match exactly as entered or parts
thereof: Exact Match, Contains, At Beginning, At End, or RegEx. If you select a
matching qualifier, that attribute is appended to the object in parentheses. For
example, URL: host.com (Contains).
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E3 Add Request URL Object X
Mame ! | ProprietaryDocsURL |
i ~Simple Match
URL: | |
If the host specified is a domain name, all hosts in that domain {or any subdomaing will match, IF
a path is specified, all paths with that prefix will match. If a scheme or port number is specified,
only URLs with that scherme ar part will rmatch.
¥ rReqular Expression Match
RegE:x:
(& [Advanced Match
Scheme:; |https w |
Host: | hiost,com | Exact Match
Port: |60 | e.q.500r 1800-2000
Path: | SpEcs | Contains d
(= =1

Request URL Category

Allows you to create and customize categories of URLs. Requested URLs are
checked for matches and categorized and evaluated for further action dependent
upon content filtering policy.

a  Policy—Displays all current pre-defined and user created URL categories. This
includes all category-related configurations created in the VPM, as well as in
the Local and Central policy files (after installed). Select and deselect
categories as required.

You can also create new categories from this dialog, which is similar to the
dialog accessed through the VPM Menu Bar as described in "Creating
Categories" on page 147.

If you enable a service, such a content filter, those relevant categories appear
in this object.

3  Blue Coat—If you are employing Blue Coat Web Filter, those categories appear
here.

7 System—Displays hard-coded ProxySG configurations. These are not editable,
but you can select or deselect them.
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Create a policy category:
1. Select Policy; click Add. The Object Name dialog appears.
2. Name the category and click OK.

3. Drop the Policy list and select the created category; click Edit URLs. The Edit
Locally Defined Category Object dialog appears.

4. Enter URLs appropriate for the content filter category you are creating; click
OK.

5. Click oK.

Note: If one or more other administrators have access to the ProxySG
through other workstations and are creating categories either through VPM
or with inline commands, consider that newly-created or edited categories
are not synchronized until the policy is installed. When the policy is installed
with VPM, the categories are refreshed. If confusion occurs, select the
File>Revert to Existing Policy on ProxySG Appliance option to restore the policy to
the previous state and reconfigure categories.

Category Hierarchy Behavior

Once categories have been created, they can be selected and deselected as
required. If you create sub-categories (a parent and child category hierarchy), the
category selection behavior is the following;:

a  Selecting a parent category automatically selects all child categories if no child
categories are already selected.

Categories
olicy
[~ E_Staft
[l orker s

': [ JobSearchTrack
[ Competiors

a Deselecting a parent category automatically deselects all child categories if all
child categories are already selected.

A If one or more of the child categories are already selected or deselected,
selecting or deselecting the parent category does not affect child categories—
the status of selected or deselected remains the same.

stegories

olicy

£ [~ E_Staft
I— Workers

[¥ JobSearchTrack
[~ Competiors




Chapter 3: The Visual Policy Manager

Section C: Detailed Object Column Reference

This behavior applies to as many levels as you create.

Category

Functions the same as "Request URL Category" on page 71, but this object is
unique to the DNS Access Layer.

Server URL

This object is functions the same as the "Request URL" on page 70 object, but
applies to a URL sent from the ProxySG to a server. If the ProxySG is performing
URL rewrites, the URL sent from the client might change, which requires another
URL matching check.

Server Certificate

Allows testing of server certificate attributes to be used by the ProxySG-to-server
HTTPS connections. Select one of the options:

7 Hostname: This is the hostname you want to match in the server certificate.
After you enter the hostname, select from the dropdown list one of the
following: Exact Match, Contains, At Beginning, At End, Domain, or Regex.

A Subject: This is the fully qualified subject name in the server certificate. After
you enter the subject, select from the dropdown list one of the following: Exact
Match, Contains, At Beginning, At End, Domain, Or Regex.

Server Cetrtificate Category

Functions the same as the "Request URL Category" on page 71 object, but the
piece of information used for matching and categorizing is the hostname in the
server certificate.

Server Negotiated Cipher

Tests the cipher suites used in a ProxySG-to-server connection.

To specify a server-negotiated cipher:
1. In the Name field, enter a name for the object or accept the default.
2. Select one or more cipher codes valid for this rule.

3. C(Click oK.

Server Negotiated Cipher Strength
Specifies the cipher strength between a ProxySG-to-server HTTPS connection.
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To specify a server-negotiated cipher strength:
1. In the Name field, enter a name for the object or accept the default.

2. Select one or more of the strength options valid for this rule Export, High,
Medium, Or Low.

3. Click OK.

Low, Medium, and High strength ciphers are not exportable.

Server Negotiated SSL Version

Specifies the SSL version between a ProxySG-to-server HTTPS connection.

To specify a server-negotiated SSL version:
1. In the Name field, enter a name for the object or accept the default.

2. Select one or more of the strength options valid for this rule SSL 2.0, SSL 3.0, or
TLS 1.0.

3. Click OK.

File Extensions

Creates a list of file extensions. The rule is triggered for content with an extension
matching any on the list. You can create multiple lists that contain various
extensions to use in different rules. For example, create a list called Images, and
select file extension types such as GIF, JPEG, BMP, XPM, and so on.

HTTP MIME Types

Creates a list of HTTP MIME content types. The rule is triggered for content
matching any on the list. You can create multiple lists that contain various MIME
types to use in different rules. For example, create a list called MicrosoftApps, and
select MIME types application/vnd.ms-excel, application/vnd.ms-powerpoint, application/
vnd.ms-project, and application/vnd.works.

Note: If you require a MIME type not contained in this list, use a Request URL
object that uses the At End matching criteria.

Apparent Data Type

The options in this object identify data content associated with Microsoft DOS
and Windows executable files. When used in a deny policy, the purpose of this
object to deny executable downloads and block drive-by installation of spyware.

To specify apparent data type:
1. In the Name field, enter a name for the object or accept the default.

2. Select one or both of the following data types:
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* DOS/Windows Executable: Any type of Windows executable file, such as .exe
tiles (the most common type of Microsoft executable file, which is self-
extracting); .d11 files (also self-extracting, but require another executable
file), and .ocx files (ActiveX control files that can be installed if the
browser security level is set to low). Windows PE, LE, and NE executable
types are recognized.

* Microsoft Cabinet File: Although not executable themselves, .cab (cabinet)
tiles are used by spyware programs to propagate ActiveX controls. Code
in HTML pages reference . cab files, which, from the inside, instruct the
browser to download and extract ActiveX components.

3. Click OK.

Response Code

Specifies the rule applies to content responses containing a specific HTTP code.
Select a code from the drop-down list. You can name the rule object or accept the
default name.

Response Header

Specifies the rule applies to content responses containing a specific header. Blue
Coat supplies a list of standard headers, but you can also enter a custom header.

To specify a response header:

&2 Add Response Header Ohject @

1 ——Name: ResponseHeader 1

2 —=show Standard w
3 — fHeader Name:  Date b
4 ———JHeader Regex: | 2004 I

[ J[ o= | [ = ]

1. In the Name field, enter a custom name or leave as is to accept the default.

2. From the Show drop-down list select the viewing field from All to Standard or
Custom, as desired. Standard displays only the default standard headers. Custom
displays any admin-defined headers that exist.

From the Header Name drop-down list, select a standard or custom header.

4. In the Header Regex field, enter the header string this rule applies to.

Response Data

Specifies the rule applies to content responses containing specific regular
expressions.
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To specify a regular expression header:

%3 Add Response Data Object E|
1 ———f=MName: Responselatal
2 >HegEx ko match: B W' d
3 ———fNumber of bytes to examine: (500

MWOTE: This match is case-sensitive

=

1. In the Name field, enter a custom name or leave as is to accept the default.
2. In the RegEx to match field, enter the regular expression string to match.
3. In the Number of bytes to examine field, enter how many object bytes are scanned
for the match.
4. Click oK.
IM Buddy

Specifies an IM buddy by their handle. IM traffic sent to or from this buddy is
subject to this rule. You can enter a complete buddy ID, a string that is part of a
buddy ID, or a string with a regular expression. Select the match type from the
drop-down list to the right (Exact, Contains, or RegEx).

IM Chat Room

Specifies an IM chat room by name or other condition. IM traffic sent to this chat
room is subject to this rule.
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To create a chat room condition:

i3 Add IM Chat Room Object X]

1 L= Mame: IMChatRooml
2a . ——f= Room ID: | International3ales Exact Match  w
2b ——f= [ Tvpe O Public (3 Private
2c =[] Irwvite Only: (%) ves O Mo
2d ————= []vnice Enabled: (@) Yes O Na
2e — | Corf . :
onference: @ bed O rio

C o J[ o ]

I,

1. Inthe Name field, enter a name for the object or leave as is to accept the default.
2. Select one or more of the following conditions:

a. Room ID—Specifies a specific IM chat room by its name. Enter a name
and from the drop-down list select an option: Exact Match, Contains, or
RegEXx.

b. Type—Specifies whether the room is Private or Public.

c. Invite Only—Specifies to trigger if user must be invited or not.

d. Voice Enabled—Specifies whether room supports voice chat or not.

e. Conference—Specifies whether room has conference capability or not.

3. Click OK.

DNS Response IP Address/Subnet

Specifies the destination DNS IP address and, optionally, a subnet mask. The
policy defined in this rule only applies to DNS responses containing this address
or addresses within this subnet. This object is automatically named using the
prefix DNS; for example, DNS: 1.2.3.4/255.255.0.0.

Note: VPM only supports IPv4. For IPv6, use the CPL property

server url.dns lookup().

RDNS Response Host

Specifies a reverse DNS response hostname resolved in the reverse lookup of a
client IP address. Enter the host name and select matching criteria. This object is
automatically named using the prefix RDNS; for example, RDNS: host.com. If you
select a matching qualifier, that attribute is appended to the object in parentheses.
For example, RDNS: host.com (RegEx).
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DNS Response CNAME

Specifies the rule applies to DNS CNAME responses matching a given hostname.
Enter the host name and select matching criteria. This object is automatically
named using the prefix DNS CNAME; therefore, the object is displayed as DNS
CNAME: host.com.

DNS Response Code

Specifies the rule applies to DNS responses containing a specific DNS Response
code. Select one or more codes from the list. You can name the rule object or
accept the default name.

Server Connection DSCP Trigger

Tests the inbound differentiated service code point (DCSP) value of primary
server-to-ProxySG connections. By testing DCSP bits (in the IP header), additional
policy dictates how to handle traffic associated with the type of service.

E3 Add Client Connection DSCP Trigger Object X
1T ——F teme: Precedence 2
3 —T> DSCP Yalue Range: to
2 ——>Select DSCP Mames

[BestEffart  [JCS1 [ aF11 ] AF12
[ &F13 Cs2 AF2 AF22
F23 [Jcsa  []aFs []aFa2
[] AF3s [Jcs4 [ aru [] AF42

[] AF43 [Jcss  [JEF [cse

s

(o ) [ omon ]
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To specify DSCP values to test against inbound server connections:

1. Inthe Name field, enter a name for the object or accept the default. This
example creates an object that tests for an IP Precedence of 2 or any Assured
Forwarding Class (AFC) of type 2 (for low, medium, and high drop rates).

2. Select IP Precedence values (denoted by CS) and Assured Forwarding Classes
(Denoted by AF) as required).

3. (Optional) Rather than select Precedence and AFC values, enter a DSCP value
range. The valid range is 0 to 63. Blue Coat does not recommend this option.
Most applications fit into one of the defined values.

For conceptual information about configuring the ProxySG to manipulate traffic
based on type of service, refer to "Managing QoS and Differential Services" on
page 214.

Combined Destination Objects
Allows you to create an object that combines different destination types. Refer to
"Using Combined Objects" on page 141.

Destination Column/Policy Layer Matrix

The following matrix lists all of the Destination column objects and indicates which
policy layer they apply to.

Destination IP Address/Subnet X X X X X X
Destination Port X X X X X X
Request URL X X X X X X
Request URL Category X X X X X
Category X

Server URL X X

Server Certificate X X

Server Certificate Category X X

Server Negotiated Cipher X

Server Negotiated Cipher Strength X

Server Negotiated SSL Version X

File Extensions X X

HTTP MIME Types X X
Apparent Data Type X
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Response Header X

Response Code X

Response Data X

IM Buddy X

IM Chat Room X

DNS Response IP Address/ X

Subnet

RDNS Response Host X

DNS Response CNAME X

DNS Response Code X

Server Connection DSCP Trigger X X X X
Combined Objects X X X X X

Service Column Object Reference

A service object specifies a service type, such as a protocol, that is evaluated by the
policy. Not all policy layers contain the same service objects.

Important: Because of character limitations required by the generated CPL,
only alphanumeric, underscore, dash, ampersand, period, or forward slash
characters can be used to define a service object name.

Any

Applies to any service.

Using HTTP Transparent Authentication

This is a static object. The rule applies if the service is using HTTP transparent
authentication.

Virus Detected

This is a static object. The rule applies if ICAP scanning detects a virus.

Request Forwarded

This is a static object. Automatically created when upgrading from SGOS 4.2.x to
SGOS 5.2.x. Refer to the Blue Coat SGOS 5.2 Upgrade/Downgrade Guide.
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Client Protocol

Specifies the client protocol types and subsets. From the first drop-down list,
select a type from the drop-down list: CIFS, Endpoint Mapper, FTP, HTTP, HTTPS,
Instant Messaging, P2P, Shell, SOCKS, SSL, Streaming, or TCP Tunneling.

The second drop-down list allows you to select a protocol subset (these options
vary depending on the selected protocol):

a7 All—Applies to all communication using this type of protocol.
7 Pure—Applies if the protocol is using a direct connection.

a  Over—Applies if a protocol is communicating through a specific transport
method.

Service Name

Specify any default or custom proxy service that exists on the ProxySG (created
from the Management Console: Configuration > Services > Proxy Services).

7 The Web Access Layer only displays and accepts proxy services.

7 The Admin Access Layer only displays and accepts console services.

Service Group

Specify any default or custom proxy service group that exists on the ProxySG
(created from the Management Console: Configuration > Services > Proxy Services).

The Web Access Layer only displays and accepts proxy service groups.

Protocol Methods
Specifies the protocol methods that trigger a rule.
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To specify a protocol method:

E3 idd Methods Object

1T ——— name I _Chats

2 — &% Protocal: Insktank Messaging s

X

rSelect Methog

Login, Instant Messaging
SOCKS K
[FTOPER
Stake Management
¥ g
D SET_STATE
3 —= [] chat Management
[] CREATE
[]10m
Messaging
SEND
File TransFer
SEND
[] woice Chat

LOGIN

] NOTIFY_STATE

[] 301N _USER
[ MOTIFY_J0IN

RECEIVE

RECEIVE

LoGoUT

[ NOTIFY_QUIT
[ qurT

| [ cance

1. In the Name field, enter a name or accept the default.

2. From the Protocol drop-down list, select one of the options: FTP, HTTP, HTTPS,

Instant Messaging, SOCKS.

3. Select connection methods. These options vary depending on the selected
protocol. The above example demonstrates basic Instant Messaging

connections.
4. Click OK.
SSL Proxy Mode

Specifies the deployment mode of the SSL proxy: HTTPS Forward Proxy requests,
HTTPS Reverse Proxy requests, Unintercepted SSL requests. This objects allows you to
apply policy to a subset of SSL traffic going through the ProxySG. For example,
this object can be used to enforce strong cipher suites for HTTPS reverse proxy
requests while, allowing all ciphers suites for HTTPS forward proxy requests.

IM File Transfer

Specifies the rule is applied to IM file transfers, which can be triggered by
matching the file name, file size, or both.
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To specify IM file transfer parameters:

E3 Add IM File Transfer Object X

1 —— Mame: IMFile1
2a — o File: | Mext Big Thing Cartains v 2b
3a Size: |1 Ta |5 Bytes w | 3b

o [ coa |

1. In the Name field, enter a name for the object or accept the default.
2. To trigger by file name:
a. Select File; in the File field, specify a file name;

b. From the drop-down list, select if file is matched exactly (Exact Match),
if the file contains the name (Contains), or matched by regular
expression (RegEx).

3. To trigger by message size:
a. Select Size and enter a range.

b. From the drop-down list, select the size attribute: Bytes, Kbytes, MBytes,
or GBytes.

IM Message Text

Specifies the rule is applied to IM message text, which can be triggered by any or
all of the following: matching content keywords, message size, service type, and

whether the content type is text or application.
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To specify IM message text parameters:

i3 Add IM Message Text Object 3

1 —tame: IMMessageTextl
2a L[] Text: Project Abyss contans v | <——4+——2b
3 = [v] Size: 1 Ta | 1O
4
D Route:  |Chat
5 — |

B[] Type: (&) Text () application

e

1. In the Name field, enter a name for the object or accept the default.

2. To trigger by content keywords:
a. Select Text; in the Text field, specify a keyword.

b. From the drop-down list, select if the file contains the text (Contains), or
if it is to be matched by regular expression (RegEx).

3. To trigger by message size:
a. Select Size; enter a range.

b. From the drop-down list, select the size attribute: Bytes, Kbytes, MBytes,
or GBytes.

4. To specify the message route, select Route. From the drop-down list, select
Service, Direct, or Chat.

5. To specify message type, select Text or Application.
¢ Text specifies messages entered by a user.

* Application specifies messages sent by the client application, such as typing
notifications.

IM Message Reflection

Allows policy to test whether or not reflection is enabled for the current message
and, if enabled, whether it is possible.

7 Succeeded—IM reflection is enabled and is performed for this message.

A Failed—IM reflection is enabled, but not possible for this message because the
recipient is not connected through this ProxySG.

A Disabled—IM reflection is not enabled for this message.

The objects are automatically named based on the selection and can be used in
any rule.
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Streaming Content Type

Specifies streaming protocols.

To specify streaming protocols:
1. In the Name field, enter a name for the object or accept the default.

2. Select All Streaming Content (all protocols become selected), or one or more
streaming protocols.

3. Click oK.

ICAP Error Code

Defines an object that recognizes one or more ICAP error codes returned during
an antivirus scan. The rule applies if the scan returns the specified errors.
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To specify ICAP error codes:

X

I3 Add ICAP Error Code Object
1 ] Mame: passwordjrotected|

() Nar errors
2 | () Any errars
(%) Selectad errars

Available Errars Selected Errars

Anti-virus Engine Failure M
Anti-virus License Expired

Anti-virus Load Failure

Connection Failure

Decade Error

File Extension Blocked

Filz Type Blocked

ICAP Connection Mode Mok Suppor
ICAP Security Errar %
Insufficient Space

Internal Error

Maximum Archive Layers Exceedead
Maximum Filz Size Exceeded
Maximurm Total Files Exceeded
Maximum Total Size Excesded
Password Protected Archive

Request Timeouk

Scan Timeauk A’

< b4

’ "> ][ = ]

1. In the Name field, enter a name for the object or accept the default.

2. Select an option:
a. No errors—An ICAP scan was performed without scanning errors.
b. Any errors—An ICAP error code was returned during a scan.

c. Selected errors—An ICAP error code of a specific type or types. In the
Available Errors field, select one or more ICAP error codes (press and
hold the Control key to select more than one type or the Shift key to
select a block of types). Click Add.

3. Click OK.

Health Check

This condition tests whether the current transaction is a health check transaction.
Optionally, the condition tests whether the transaction is that of a specific health
check.
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To create a Health Check object:

%3 Add Health Check Ohject

Iame: HealthCheckl

() Mot a Health Check
1 () Any Health Check
(&) Any of the selected health checks below

Available Health Checks

drtr.cerberian_drkr -
drtr rating_service
2a fad kestl
icap.icap_requestl
icap.icap_response_backupl
o ficap.icap_response_backupZ?
socks,test19
user.bcl
compositel
user, httpl 2

2b/

o ][ o

Selected Health Checks

icap.icap_responsel

E

1. Select one of the following:

® Not a health check: Transaction is not identified as a health check.

® Any Health Check: A health check service of any type was matched.

* Any of the selected health checks below: A health check of the selected types

was matched.

2. If you selected Any of the selected health checks below:

a. Select one or more error types (use Control + Left-click to highlight

multiple errors).

b. Click Add to move the errors to the Selected field.

Name the object or accept the default name.

4. Click OK.

Health Status

This conditions tests whether the target of the specified health check is health or

sick.

Combined Service Objects

Allows you to create an object that combines different service types. Refer to

"Using Combined Objects" on page 141.
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Service Column/Policy Layer Matrix

The following matrix lists all of the Service column objects and indicates which
policy layer they apply to.

Using HTTP Transparent X

Authentication

Request Forwarded X

Virus Detected X

Client Protocol X X X X
Service Name X X

Service Group X

Protocol Methods X X X
SSL Proxy Mode X

IM File Transfer X

IM Message Text X

IM Message Reflection X

Streaming Content Type X

ICAP Error Code X

Health Status X X
Health Check X X
Combined Objects X X X X

Time Column Object Reference

A time object specifies a block of time or time trigger that determines client access
regarding other parameters in the rule (such Web sites and content types).
Currently, the Time object is only applicable to the Web Access Layer.

Any
Applies anytime.

Time

Specifies the time restrictions.
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To configure time restrictions:

E3 ndd Time Object

X

1 —— o pame: | Time1 |

(%) Use Local Time Zone

N
() Use UTC Time Zone

~Cnly between the Following times of day;

3 — L Fenable From: [38] 2 - - Toi [16] 2 —

~Only on the following days of the week:

4 — =[] Enable Monday Tuesday Wednesday Thursday
Friday [] 5aturday [] Sunday

~Only between the Following daws of the maonth (inclusive):

5 ——— [ enable From: = T -

~Only between the Following dates of the vear (inclusive):
6 —— Enable

~Only between the Following dates (inclusive):

7 — 1=
[T Enabie From: | 2006 : |January Vl : To: | 2007 : |January V| :

T

I-

1. In the Name field, enter a name for the object or leave to accept the default.
2. Select Use Local Time Zone or Use UTC Time Zone.

Local time sets the rule to follow the ProxySG internal clock. UTC sets the rule
to use the Universal Coordinated Time (also known as Greenwich Mean Time
or GMT).

3. To specity a range for any given day, select Enable; in the Specify Time of Day
Restriction (hh:mm) field, configure the times. The time style is military.
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8.

The range can be contained within one 24-hour calendar day, or overlap days.
For example, configuring the time to range from 22:00 to 06:00 sets a limit
from 10 at night to 6 the following morning.

To specify a day of the week restriction, select Enable; in the Specific Weekday
Restriction field, select one or more days.

To specify a day of the month range restriction, select Enable; in the Specify Day
of Month Restriction field, select the days, which are numbered from 01 to 31. To
limit the range to specific day, configure the numbers to be the same. For
example, selecting 22 and 22 specifies the rule to apply only the 22nd day of
every month.

To specify a restriction that spans one or more months, select Enable; in the
Specify Annually-Recurring Date Restriction field, select the month and day ranges.
This calendar restriction applies every year unless the restriction is altered.

Overlapping months is allowed, similar to the behavior of day ranges in Step
3.

To specify a one-time only restriction, select Enable; in the Specify Non-Recurring
Date Restriction field, select the year, month, and day ranges. This calendar
restriction applies only during the time specified and will not repeat.

Click oK.

Combined Time Object

Allows you to combine a time object that adheres to multiple time restrictions. See
"Using Combined Objects" on page 141.

Time Column/Policy Layer Matrix

The following matrix lists all of the Time column objects and indicates which
policy layer they apply to.

Time

Combined Objects

Action Column Object Reference

An action object determines which action to take if other parameters, such as
source, destination, service, and time requirements validate the rule.

Important: Because of character limitations required by the generated CPL,
only alphanumeric, underscore, and dash characters can be used to define an
action object name.
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Allow

This is a static object. Selecting this overrides other related configurations and the
specified user requests are allowed.

Deny

This is a static object. Selecting this overrides other related configurations and
denies the specified user requests.

Deny (Content Filter)

This is a static object. Selecting this overrides other related configurations and
denies the specified user requests; use this object when you want the logged
exception to indicate a Content Filter verdict was the reason for denial.

Force Deny

This is a static object. Forces a request to be denied, regardless if rules in
subsequent layers would have allowed the request.

Force Deny (Content Filter)

This is a static objects Forces a request to be denied, regardless if rules in
subsequent layers would have allowed the request. In the access logs, the Content
Filter moniker allows you to identify policy denies based on content filtering
versus other reasons.

Allow Content From Origin Server

This is a static object.

Connect Using ADN When Possible/Do Not Connect Using ADN

These are static objects. Connect Using ADN When Possible instructs the SG
appliance to use the byte caching tunnels (used in Application Delivery Network
(ADN) deployments). Do Not Connect Using ADN prevents the use of tunnel
connections.

Allow Read-Only Access

This is a static object. Grants full access to view data on the appliance.

Allow Read-Write Access

This is a static object. Grants full access to view and manipulate data on the
appliance.

91



Volume 6: VPM and Advanced Policy

Section C: Detailed Object Column Reference

92

Do Not Authenticate
This is a static object. Selecting this overrides other configurations and the
specified users are not authenticated when requesting content.
Authenticate

Creates an authentication object to verify users. An authentication realm must
exist on the ProxySG to be selected through VPM.

Note: In the SOCKS Authentication policy layer, the object is SOCKS Authenticate.

To create an Authenticate object:

&3 Add Authenticate Object @

1 i~ Mame: authenticatel|

2 = Realm: Idap1 (LDAF) w
3 = Moda: Farm IP v
4 = Authentication Form:|IT_Monitor A
5 ™ New PIN Form: HR_PIN v
6 —= query Form: Staff v

Realm information retrieved successFully,

o J[ e | [ b ]

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. From the Realm drop-down list, select an authentication realm, which must
already exist on the ProxySG.

3. Optional (in the Web Authentication policy layer only): from the Mode drop-
down list, select a mode. The mode determines the way the ProxySG interacts
with the client for authentication specifying the challenge type and the
accepted surrogate credential:

¢ Auto—The default; the mode is automatically selected, based on the
request. Selects among proxy, origin-IP, and origin-IP-redirect, depending
on the type of connection (explicit or transparent) and the transparent
authentication cookie settings.

* Form Cookie—For forms-based authentication: cookies are used as
surrogate credentials. The cookies are set on the OCS domain only, and the
user is presented with the form for each new domain. This mode is most
useful in reverse proxy scenarios where there are a limited number of
domains.




Chapter 3: The Visual Policy Manager

Section C: Detailed Object Column Reference

Form Cookie Redirect—The user is redirected to the authentication virtual
URL before the form is presented. The authentication cookie is set on both
the virtual URL and the OCS domain. The user is only challenged when
the credential cache entry expires.

Form IP—The user’s IP address is used as a surrogate credential. The form
is presented whenever the user’s credential cache entry expires.

Form IP Redirect—This is similar to Form IP except that the user is redirected
to the authentication virtual URL before the form is presented.

Proxy—For explicit forward proxies: the ProxySG uses an explicit proxy
challenge. No surrogate credentials are used. This is the typical mode for
an authenticating explicit proxy.

Proxy IP—The ProxySG uses an explicit proxy challenge and the client's IP
address as a surrogate credential.

origin—The ProxySG acts like an OCS and issues OCS challenges. The
authenticated connection serves as the surrogate credential.

Origin IP—The ProxySG acts like an OCS and issues OCS challenges. The
client IP address is used as a surrogate credential.

Origin Cookie—For transparent proxies: for clients that understand cookies
but do not understand redirects; the ProxySG acts like an origin server and
issues origin server challenges. The surrogate credential is used.

Origin Cookie Redirect—For transparent forward proxies: the client is
redirected to a virtual URL to be authenticated, and cookies are used as the
surrogate credential. The ProxySG does not support origin-redirects with
the CONNECT method.

Origin IP Redirect—Significantly reduces security; only useful for reverse
proxy and when clients have unique IP addresses and do not understand
cookies (or you cannot set a cookie). Provides partial control of
transparently intercepted HTTPS requests. The client is redirected to a
virtual URL to be authenticated, and the client IP address is used as a
surrogate credential. The ProxySG does not support origin-redirects with
the CONNECT method.

$G2—The mode is selected automatically, based on the request using the
SGOS 2.x-defined rules.

4. (Optional) If you selected a Form mode in Step 3, the Authentication Form, New
Pin Form, and Query Form drop-down lists becomes active.

Authentication Form—When forms-based authentication is in use, this
property selects the form used to challenge the user.

New Pin Form—When forms-based authentication is in use, this selects the
form to prompt user to enter a new PIN.

Query Form—When forms-based authentication is in use, this selects the
form to display to the user when a yes/no questions needs to be
answered.
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Note: The New Pin Form and the Query Form are only used with RSA
SecurID authentication.

In most deployments, the default form settings should be adequate. However,
if in your enterprise you have customized authentication forms configured
(on the ProxySG Management Console: Configuration > Authentication > Forms),
you can select them from the drop-down lists. For example, HR_PIN.

5. Click oK.

Users are prompted to provide a valid user name and password.

Authenticate Guest

Allows a user to be authenticated as a guest user. One scenario is to allow access
to a user who might otherwise be considered unauthenticated. Another is where
no authentication is required, but you want to track access. For more information,
see the Controlling Access to the Internet and Intranet chapter in Volume 4:
Securing the Blue Coat ProxySG.

To create an Authenticate Guest object:

&5 Add suthenticate Guest Object

1 Shame: [ AUthenticateGuest1
2 ——— Guest Username: |
———f>rGuest Realm:
3
() Use realm; | [HRfAzESE |

() Use realm fram prewious authenticate request

4 ———>Guest Surrogate Refresh Time:

() Use realm's surrogate refresh time

() Use surrogate refresh time: seconds

5 & Mode: E.ﬂ\uto "

6 — 1+ [ a4 l [ Cancel l

1. In the Name field, name the object or accept the default.

2. In the Guest Username field, enter the name the guest is given. This name
appears in the access logs.

3. In the Guest Realm area, select one of the following options:

® Use realm:
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® Use realm from previous authenticate request:

4. In the Guest Surrogate Refresh Time area, select one of the following options:
® Use realm’s surrogate refresh time:
® User surrogate refresh time:

5. From the Mode drop-down list, choose the kind of authentication method the
guest will see when challenged. The default mode is none. (For an explanation
of the various kinds of modes, see "Authenticate" on page 92.)

6. Click OK to save the changes.

Add Default Group

A default group can be assigned to any realm. You can assign users to these
groups, which are valid when authorization succeeds, fails, or not attempted.
Default groups support guest users, which are users who are not authenticated
against a realm, but are given a guest name and allowed access to specific
information. For example, you create a default group that all guest users are
assigned to, which makes it easier to track and log.

Default Groups are configured the same as described in "Group" on page 56.

Force Authenticate

Forces the user to authenticate even though the request is going to be denied for
reasons that do not depend on authentication. This action is useful to identify a
user before the denial so that the username is logged along with the denial. See
Volume 4: Securing the Blue Coat ProxySG for a description of the fields in this
object.

Note: In the SOCKS Authentication policy layer, the object is Force SOCKS
Authenticate.

Bypass Cache

This is a static object. Prevents the cache from being queried when serving a proxy
request, and prevents the response from the origin server from being cached.

Do Not Bypass Cache

This is a static object. The ProxySG always checks if the destination is cached
before going to the origin server; also, the content is cached if cacheable.

Bypass DNS Cache

This is a static object. Prevents the request from querying the DNS cache list of
resolved lookup names or addresses.
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Do Not Bypass DNS Cache

This is a static object. The ProxySG always queries the DNS cache list of resolved
lookup names or addresses.

Allow DNS From Upstream Server

This is a static object. Allows the ProxySG to send requests for data not currently
cached to DNS servers.

Serve DNS Only From Cache

This is a static object. Instructs the ProxySG to only serve a DNS request from
content that is already cached.

Enable/Disable DNS Imputing

These are static objects. If DNS imputing is enabled, the ProxySG appends the
suffixes in the DNS imputing list to host names looked up when the original name
is not found.

Check/Do Not Check Authorization

These are static objects. These actions control whether or not the ProxySG forces a
request to be sent to an upstream server every time to check authorization, even if
the content is already cached. The check action is not usually required for
upstream origin content servers performing authentication, as the ProxySG
automatically tracks whether content required authentication in each case.
However, it can be required when an upstream proxy is performing proxy
authentication because of the way some proxies cache credential information,
causing them not to reliably challenge every request. When requests are directed
to an upstream proxy which operates in this manner, enabling Check
Authorization ensures that all such requests are properly authorized by the
upstream proxy before the content is served from the local cache.

Always Verify

This is a static object. Cached content is always verified for freshness for the
sources, destinations, or service specified in the rule. For example, the CEO and
Executive Staff always require content to be the most recent, but everyone else can
be served from the cache.

Use Default Verification

This is a static object. Overrides the Always Verify action and instructs the ProxySG
to use its default freshness verification.
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Block/Do Not Block PopUp Ads

These are a static objects. Blocks or allows pop up windows. Blue Coat
recommends creating separate Web Access policy layers that only contain pop up
blocking actions. Furthermore, many Web applications require pop up windows.
As it is unlikely that your Intranet contains pages that pop up unwanted
advertising windows, Blue Coat recommends disabling pop up blocking for your
Intranet. For example:

7 Web Access rule 1: Specify the Intranet IP address and subnet mask in the
Destination column and select Do Not Block Popup Ads in the Action column.

0 Web Access rule 2: Select Block Popup Ads in the Action column.

As you continue to modify policy, you can add more policy layers to block or
allow specific IP addresses, but the policy layer as defined in the Web Access rule
2 above must always be positioned last. Blocking pop up ads is the default if a
previous policy rule does not trigger.

For more concept information about pop up windows, see Section A: "Blocking
Pop Up Windows" on page 186.

Force/Do Not Force IWA for Server Auth

These are static objects. When configured for explicit proxy, Internet Explorer (IE)
does not support an IWA challenge from an origin server. If Force IWA for Server
Auth is applied, the ProxySG converts the 401-type server authentication challenge
to a 407-type proxy authentication challenge, which IE supports. The ProxySG
also converts the resulting Proxy-Authentication headers in client requests to
standard server authorization headers, which allows an origin server IWA
authentication challenge to pass through when IE is explicitly proxied through
the ProxySG.

Log Out/Do Not Log Out Other Users With Same IP

These are static objects. If more than one user is logged in at the IP address of the
current transaction, this property logs out all users from the current IP address
except the user of the current transaction.

Log Out/Do Not Log Out User

These are static objects. This property logs out the login referenced by the current
transaction.

Log Out/Do Not Log Out User’s Other Sessions

These are static objects. If a user is logged in at more than one IP address, this
property logs out the user from all IP address except the IP address of the current
transaction.
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Reflect/Do Not Reflect IM Messages

These are static objects. IM traffic can be contained and restricted to the network
so that it never reaches the IM server. A hierarchy of ProxySG appliances manage
the traffic and routes it depending on each ProxySG fail open and fail closed
configurations. For detailed information about this deployment, refer to the
Instant Messaging chapter in Volume 3: Web Communication Proxies.

Support/Do Not Support Persistent Client Requests

These are static objects. Allowing persistent connections to the ProxySG from
clients reduces load improves the all-around performance of the network. This
object specifies whether or not to allow persistent server connections.

Support/Do Not Support Persistent Server Requests

These are static objects. If the back-end authentication authority (such as LDAP,
RADIUS, or the BCAAA service) receives large numbers of requests, you can
configure the ProxySG to use persistent connections to the server. This
dramatically reduces load on the back-end authentication authority and improves
the all-around performance of the network. This object specifies whether or not to
allow persistent server connections.

Block/Do Not Block IM Encryption

These are static objects. AOL IM provides the option for clients to send encrypted
messages through both standard messaging (through the IM service) and direct
connection messaging. These objects allow you to block or not block the ability to
send encrypted messages through AOL IM. For detailed information about
security benefits of this feature, refer to the Instant Messaging chapter in Volume 3:
Web Communication Proxies.

Require/Do Not Require Client Certificate

These are static objects. For the SSL Proxy, specifies whether a client (typically a
browser) certificate is required or not.

A Inforward proxy deployments, this is used to either request consent
certificates or to support certificate realm authentication.

a7 Inreverse proxy deployments, client certificates are requested for certificate
realm authentication.

Also, see "Set Client Certificate Validation" on page 100.

Trust/Do Not Trust Destination IP

These are static objects. The Trust Destination IP object instructs the ProxySG to
trust the IP address sent by the client, forgoing a DNS lookup. This is designed for
transparent and ADN deployments. Conversely, the Do Not Trust Destination IP
instructs the ProxySG to always perform a DNS lookup.
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Deny

This object provides the same functionality as the "Force Deny" on page 91 object,
but provides the option to re-allow authentication and insert substitution strings.

Return Exception

Allows you to select exception types and associate a custom message, if desired.
Blue Coat provides a list of standard exceptions, but VPM also accepts user-
defined values.

To create a Return Exception object:

&2 Add Return Exception Object g|
1 ———— J=hame: DMSException

2a ——4- (%) Built-in exception: dns_server_failure A4
2b | (") User-defined exception:

3 ——— i [v] Force exception even if later policy would allow request

=[] Allow re-authentication

5 \ Dietails:

B Contact your support department.

e

I

1. In the Name field, enter a name for the object or leave as is to accept the default.
2. Perform one of the following:

a. Standard exception type: select one from the Built-in exception drop-
down list.

b. Custom exception (which already must be defined on the ProxySG)
type: select one from the User-defined exception drop-down list.

3. Optional: Select Force exception even if later policy would allow request to
supersede other policy that applies to this request.

4. Optional: Select Allow re-authentication to allow the user to re-enter credentials
should the first attempt fail.

5. Optional: in the Details field, enter a message that is displayed along with the
summary and exception ID on the exception page displayed to the user when
the exception is returned. Click Edit to display the Select the Rewrite String
dialog, which allows you add ELFF and CPL strings to the exception.
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The above example creates an object named DNSException2 that upon a DNS server
failure returns a message to the user instructing them to contact their support
person.

To create custom exceptions, see Section E: "Defining Exceptions" on page 193.

Return Redirect

Aborts the current transaction and forces a client request to redirect to a specified
URL. For example, used to redirect clients to a changed URL; or redirecting a
request to a generic page stating the Internet access policy. Applies only to HTTP
transactions.

Note: Internet Explorer (IE) ignores redirect responses from FTP over HTTP
requests, although Netscape Navigator obeys the redirect. To avoid problems
with IE, do not use redirect when url.scheme=ftp.

If the URL that you are redirecting the browser to also triggers a redirect response
from your policy, then you can put the browser into an infinite loop.

In the Name field, enter a name for the object (or leave as is to accept the default);
in the URL field, enter the redirect destination URL.

Example
An object that redirects clients to an HTML policy statement page.

£3 Add Return Redirect Object E

Mame: AccessPolicyDoc
URL: http: ffintranetfaccesspolicy,hkml
I K l ’ Cancel ] [ Help

Set Client Certificate Validation

If a client certificate is requested (see "Require/Do Not Require Client Certificate"
on page 98), this object specifies whether the requested client certificate is
validated using Online Certificate Status Protocol (OCSP) revocation or the local
Certificate Revocation List (CRL).
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To add a Server Certificate Validation object:

#3 Add Client Certificate Validation Objec x|

——> Name: ItlientCertUalidationl

1

2 —> * Enable cliznt certificate validation
¢ Use OCSP revocation check if available otherwise use local
{~ Use only QCSP revocation check
™ Use only local certificate revacation check

™ Do not check certificate revocation

3 " Disable client certificate validation

—>
OK I Cancel | Help |

1. In the Name field, enter a name for the object or leave as is to accept the default.
2. (Optional) Select the client certificate validation method:

e Use OCSP revocation check if available otherwise use local: If OCSP is
configured, this validation method uses OCSP to check the revocation
status of the client certificate. If OCSP is not configured, this method uses
on-box Certificate Revocation List (CRL) to perform the revocation check.
This is the default.

® Use only OCSP revocation check: Uses only OCSP to check the revocation
check of the client certificate.

* Use only local certificate revocation check: Uses the CRL configured on the
ProxySG to perform the revocation check for a client certificate.

* Do not check certificate revocation: Does not check the revocation status of the
client certificate; however it still carries out the other certificate validation
checks.

¢ (Optional) Disable client certificate validation: Select this option to disable
certificate validation and cause the other options to be greyed out.

Set Server Certificate Validation

This feature is enabled by default. The ProxySG performs checks on server
certificates. To mimic the overrides supported by browsers, the ProxySG can be
configured to ignore failures for the first three checks in the list.
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To add a Server Certificate Validation object:

73 Add Server Certificate Validation Objec x|
1 —  Name: IEerverCert‘u‘alidationl
2 * Enable server certificate validation

[ Ignore hostname mismatch
[ Ignore expiration

[~ Ignore untrusted issuer

¥ Use OCSP revocation check if available otherwise use local
£ Use only OCSP revocation check
3 —=

£ Use only local certificate revocation check

™ Do nat check certificate revacation

4 " Disable server certificate validation

oK I Cancel | Help |

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. (Optional) Select one or more to ignore certain failures:

Ignore a hostname mismatch: Ignores the comparison of hostname in URL
and certificate (intercepted connections only).

Ignore certificate expiration: Ignores the verification of certificate dates. (Not
Before and Not After date fields.)

Ignore untrusted issuer: Ignores the verification of issuer signature.

3. (Optional) Select the server certificate validation method:

Use OCSP revocation check if available otherwise use local: If OCSP is
configured, this validation method uses OCSP to check the revocation
status of the server certificate. If OCSP is not configured, this method uses
on-box Certificate Revocation List (CRL) to check the certificate revocation
status. This is the default.

Use only OCSP revocation check: Uses only OCSP to check the revocation
status of the server certificate.

Use only local certificate revocation check: Uses the CRL configured on the
ProxySG to perform the revocation check for a server certificate.
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* Do not check certificate revocation: Does not check the revocation status of the
server certificate; however it still carries out the other certificate validation
checks.

4. (Optional) Disable server certificate validation: Select this option to disable
certificate validation and cause the other options to be greyed out.

5. Click oK.

Client and Server Certificate Exceptions

Built-in exceptions can be used to notify the user that the verification of the server
or client’s certificate failed. For a list and description of exceptions see Chapter 4:
Advanced Policy, Section E: "Defining Exceptions" on page 193.

Enable HTTPS Interception

The Enable HTTPS Interception object enables the ProxySG to act as a forward
proxy for HTTPS traffic and thus provides performance gains and security
(authentication, content filtering, anti-virus scanning) for HTTPS traffic before it
is delivered to clients. This object allows HTTPS content to be intercepted and
examined.

103



Volume 6: VPM and Advanced Policy

Section C: Detailed Object Column Reference

To create an HTTPS Interception object:

&3 Add Enable HTTPS Interception Ohject E|
1 — & Mame: EnableHTTPSInterceptionl
2a—— Issuer Keyring: |default v
2b— & [F]Hostrame: cark,com
2c ——— &= [¥] Splash Text:

Tiszit
http: ffexauple. con/https_policy.
html §(date)

2d __ § Splash URL: example,comyhttp_palicy, html

P T T

1. In the Name field, enter a name for the object or leave as is to accept the default.

2. To allow SSL content to be examined, select:

a.

d.

Issuer Keyring: Accept the default keyring or select this option and from
the drop-down list select a previously generated keyring. This is the
keyring used for signing emulated certificates.

Hostname: The hostname you enter here is the hostname in the
emulated certificate.

Splash Text: The limit is 200 characters. The splash text is added to the
emulated certificate as a certificate extension. The splash text is added
to the emulated certificate as a certificate extension. For example:

Visit http://example.com/https policy.html

To add substitution variables to the splash text, click Edit and select from
the list.

Splash URL: The splash text is added to the emulated certificate as a
certificate extension.

The SSL splash can be caused by such occurrences as when a browser receives a
server certificate signed by an unknown CA, or a host miss-match.

Note: Not all browsers display the splash text and splash URL correctly.
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Enable HTTPS Interception on Exception

An HTTP Interception on Exception object is used to intercept SSL traffic if there
is an exception, such as a certificate error or policy denial. This differs from the
HTTPS Interception object, which intercepts all HTTPS traffic. For information on
configuring an HTTPS Interception on Exception object, see "Enable HTTPS
Interception” on page 103.

Disable SSL Interception
This is a static object. Selecting this object disables HTTPS interception.

Send IM Alert

Defines a message that is sent to an IM user by the ProxySG. The message is
triggered by the IM parameters defined in the policy (for example, client login,
sent or received messages, and buddy notification). Volume 3: Web Communication
Proxies provides more information about regulating IM through the ProxySG, as
well as VPM examples.

Example
A message that informs IM users their messaging is logged.

E3 Add Send I Alert Object X]

Mame: AlertIMMessagel

rAlert text:

Motice: Tour Instant Messaging activicy is
monitored and logoged.

[ Ok l ’ Cancel

Modify Access Logging
Defines access logging behavior.

7 Disable all access logging—No activity is logged for the requests matched by the
rule.

T Reset to default logging—Resets to logging the request to the default log
specified by the ProxySG configuration, if one exists.
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7 Enable logging to—Enables logging of requests matched by this rule to the

specified log.

7 Disable logging to—Disables logging of requests matched by this rule to the
specified log.

Example:

Enable logging P2P logging for this rule.

E3 Add fccess Logging Object g|

Marne: | AccessLogl |

() Disable all access logging:

(O Reset ko default access logging

0 Ensllaoging st 4
irm
() Disable logging to ain
ssl lg
I e l l Castreaming
J ™™ 7

Override Access Log Field

Allows you to manipulate access log entries. For any specific log value, you can
suppress the value, encode the value in Base64, or rewrite the value.
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To override access log fields:

E3 ndd Access Log Field Override Object @

1 —————f Mame: CECQLogR.ewrite

2 ———¢ Laog Mame: [l hd
3 ————F Field Name: cs-uri-address b
() Log original value

(O Suppress value

(O Basef4 encode value

1t | Private--CEQ access only
o] (e ]

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. From the Log Name drop-down list, select a log (must already be configured on
the ProxySG).

From the Field Name drop-down list, select an access log field.
4. Select one of the following;:
* Log original value—Records unmodified value in the access log.
* Suppress value—Prevents value from appearing in the access log.

® Base64 encode value—Records an encoded version of the value in the access
log.

* Rewrite value—In the field, enter a string that replaces the value. Clicking
Edit calls the Select The Rewrite String dialog. The substitution variables
instruct the ProxySG to append specific information to the object. The
variables are categorized alphabetically, according to prefix.

Note: Some variables do not have prefixes, which allows you to
substitute the value with information defined by other field types.

5. Click oK.

The above example creates an object called CEOLogRewrite that suppresses log
entries so persons, such as support personal, cannot view economically sensitive
information to gain improper knowledge.

Rewrite Host

Rewrites host component of a URL, specifying either Windows Media, Real
Media, or all protocols. Use this to redirect the request to a different host. For
example, rewrite www. traningl.com tO www.training2.com. You can create and
name multiple rewrites, but you can only specify one per rule.
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To specify a rewrite:

I3 Add Rewrite Host Object X

1 — Mame: RewriteHost1

2 — Scheme: wWindows Media
3 ——— - Pattern: training1

4

™ Replacement ; | training2

Example: A pattern of "fao” with replacement "bar”
will transfarm "wwaw.foo.com” into "whaw bar.com”.

[« J[ o= ) [ |

1. In the Name field, enter a name or leave as is to accept to the default.

2. From the Scheme drop-down list, Windows Media, Real Media, or All to rewrite all
URLs, regardless of protocol.

In the Pattern field, enter a host name.

4. In the Replacement field, enter the name the pattern is rewritten to.
Click OK.

Reflect IP

Specifies which IP address is used when making connections to upstream hosts.
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To create a Reflect IP object:

£3 Add Reflect TP Object x|

1 — = Name: IReFIectIPl

In oukgoing client TP, reflack:

~ Do not reflect IP

—
" Incoming client IP (IP spoofing)
2|
" Incoming proxy IP
" Praxy IP: [10.1.1.1
L~ | & lss tior

Mote: When connecting through ADN, the ADM peer must allow Client IP reflection.

oK I Cancel | Help |

1. In the Name field, enter name for the object or leave as is to accept the default.

2. In the In outgoing client IP, reflect area, select one of the following:

Do not reflect IP—Disables the ability to reflect IP addresses; the ProxySG
uses the IP address of the interface that the request is sent from.

Incoming client IP [IP reflection]—Reflects the client IP address.
Incoming proxy IP—Reflects the IP address of where the request arrived to.

Proxy IP—Reflects a specific IP address of the ProxySG; enter the IP address
in the field.

Use global configuration—Specifies whether to use reflect IP for all services
system wide. The default is enabled.

Note: If you want to turn on reflect IP addresses for all but a few services,
enable this option first, then write policy to disable reflect IP for the
exceptions.

3. Click oK.

Example

The above example reflects another IP address configured on the ProxySG.

Suppress Header

Specifies one or more standard headers that are suppressed (not transmitted) on
the outbound request, the outbound response, or both.
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To create a Suppress Header object:

&3 add Suppress Headers Object @

1 ——— =] Name: |EconomicConfidential.ﬁ.ccess |

Select inbound/outbound headers For suppression:
L (#) Request () Response () Both

] Accept

[] Accept-Charset

[] Accept-Encading
[] Accept-Language
] Allow

Authorization

[] Cache-Cantrol
Client-IF

3 ——= Content-Location
[] Cookie

[] Conokiez

[] Expires

[ Fram

[] Front-End-HTTPS
[] Hast

] Meter

[] Pragma

[ Prosey-awthorization
[] Range
| [ [Referer
[ User-agent

[ via

[ arning

[] #-BlueCoat-via
[] #-Forwarded-For

[ Select all ” Deselect Al ]

(=)=

1. Inthe Name field, enter name for the object or leave as is to accept the default.

2. Select Request, Response, or Both. The valid headers vary for requests and
responses. Both displays a small subset of headers valid for requests and
responses.

3. Select one or more header types from the list.

4. Click OK.

The above example creates an object called EconomicConfidential Access to be
used in a rule suppresses headers so specified users can access economically
sensitive information without people, such as support personal, being able to gain
knowledge of sources.

Control Request Header/Control Response Header
Allows you to control and modify request or response headers by:

7 Inserting a header with a specific value.
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7 Rewriting the value of a specific header.

7 Suppressing a specific header.

To create a Request Header or Control Response Header object:

E3 Add Control Request Header Object g|
1 —  =F Name: ControlRequestHeaderl
—— = Show all v
Header Mame: Host v
() Suppress

Set value: -private-
®

() Append to value:

= (==

1. In the Name field, enter name for the object or leave as is to accept the default.

2. From the Show drop-list select the viewing field from All to Standard or Custom,
as desired. Standard displays only the default standard headers. Custom
displays any admin-defined headers that exist.

3. From the Header Name list, select a standard (pre-defined) header or a custom
header if one has been defined.

4. Select an action:
¢ Suppress—The header is not visible.
¢ Set value—Replace the header with a string or value.

¢ Append to value—Add a string or value to the existing header.
5. Click oK.

Notify User

This action displays a notification page in the user’s Web browser. A user must
read the notification and click an Accept button before being allowed to access the
Web content. You can customize the following:

a The page title, notification message, and the Accept button.

a The conditions that cause a notification to be displayed again. By default, the
notification is displayed each time a user begins a new Web browsing session
(reboots, logs out, or closes all Web browser windows). You can configure re-
notification to occur for each new visited host or Web site, or after a time
interval.
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Note: The Accept button click action is logged if HTTP access logging is
enabled. A URL is logged that contains the string: accepted-notifyName,
where NotifyName is the name of the Notify User object.

This feature is designed to provide the following functionality:

7 Web-use compliance: A compliance page is a customized notification page

displayed on a user’s Web browser when attempting to access the Internet.
This page ensures employees read and understand the company’s Acceptable
Use Policy before Internet use is granted. Typically, a compliance notification
is displayed each time a browser is opened, but you can configure a time
condition to display the page at specific intervals or times of the day, week, or
month.

Coach users: A coaching page displays when a user visits a Web site that is
blocked by content filtering policy. This page explains why the site is blocked,
the consequences of un-authorized access, and a link to the site if business
purposes warrants access. A coaching page is configured to display each time
a user visits a new Web page that is barred by content filtering policy;
however, you can also configure this page to appear at different time intervals.
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To configure HTML notification:

E3 Add Notify User Object X

1 —— tetame: CorpwehCampliance

~hotification page

2 | Title: | Compliance MNaotice
Body:
3 — A~ |<body>
=!—-— RBEPLACE THE FOLLOWING WITH YOUR MESSAGE --=

Click on Accept after reading this message.

<!-— The followihg is the Accept button, which you can customizme. —-—x
<p=r<a href="#¢{exception.details)" onclick="Accept();"=hccept<Sax
< fbodys

rMatify mode

(#) Motify once for all hosts
4 | Wirtual nokify URL: | hkp: ffnotify . bluecoat. com
() Motify only once For related domains

() Motify on every host

~hotify users again:

() At next browser session

() After

(3) After | 7:008M | in |1 day(s)

= ==

I

1.
2.

In the Name field, enter a name for the object or leave as is to accept the default.

In the Title field, enter a name that is the title of the page (text only; no HTML
is allowed).

In the Body field, compose a block of HTML that displays the message to the
user. You can also customize the Accept link or button text. The HTML body
must contain an Accept button or link. The default is:
<body><a href="$ (exception.details)" onclick="Accept () ;">Accept</
a></body>

You can also use a button image (the image resides on an external Web server,
as in the following example:

<body><a href="$ (exception.details)" onclick="Accept();">
<img src="http://server.com/images/accept.png”> </a> </body>

If you use an HTML editor to compose code, you can paste it into the VPM;
however, only copy the HTML from the <body> tag to the </pody> tag.

Under Notify mode, select an option that determines notification when visiting
a new Web site:
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* Notify once for all hosts—The notification page is displayed only once; this is
used for configuring compliance pages. This option uses a Virtual Notify
URL. If you must change the URL from the default value, please read the
limitation section following this procedure.

Note: This option might cause users to experience some noticeable Web
browsing slowness.

* Notify only once for related domains—The notify page reappears each time the
user visits a new Web site; this is used for configuring coaching pages.

Note: This option interferes with some Web advertising banners. In
some cases, the notification page appears inside the banner. In other
cases, banner ads are disabled by javascript errors. To fix these problems,
do not serve notification pages for URLs that belong to the Web
Advertising, Advertising, or Web Ads category. The actual name of this
category varies with the content filtering vendor, and some vendors do
not have an equivalent.

* Notify on every host—The notify page reappears each time the user visits a
new Web host. Blue Coat recommends that only highly experienced
administrators employ this option. In addition to breaking banner ads, as
described above in the previous option, this option, on some Internet Web
sites, might cause Javascript errors that impair the functionality of the site.

5. Under Notify users again, select an option that specifies when the notification
expires and re-notification is required:

* At next browser session— The notification page does not reappear until the
next browser session. When a user reboots, logs out, or closes all Web
browser windows, this ends the browser session.

* After (time interval)—Notification reoccurs after the defined elapsed time
(minutes or hours); this is useful for coaching.

* After (specific time)—Notification reoccurs at a specific time of day. You
can specify an interval of days; this is useful for compliance.

Note: The time is referenced from the local workstation. If a compliance
page is configured, verify the workstations and ProxySG clocks are
synchronized.

The above example creates a Notify Object with a custom message, set to display
once a day after 7 AM.

Interactivities and Workarounds
If you must change the default Virtual Notify URL, consider the following:
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A The Virtual Notify URL consists of an HTTP domain name or IP address
(http://); a port number is optional.

a Do not use a host name that is explicitly defined as a trusted site on Internet
Explorer 6 for Windows XP, Service Pack 2. Furthermore, only use domain
names that contain dots. If you use domain names that do not contain dots,
the HTTP redirects generated by the notification action causes Internet
Explorer to display false warning messages each time the user is redirected
from an untrusted site to a trusted site, or the other way around.

7 For transparent proxy deployments, the domain name must be DNS-
resolvable to an IP address that is in the range of destination IP addresses that
are routed to the ProxySG.

Policy Interactions

This action generates CPL that might interfere with other policy or cause
undesired behavior. Enhancements will occur in future SGOS releases. For this
release, consider the following guidelines:

a3 Do not create VPM policy that modifies the cookie request header.

a Do not create VPM policy that modifies the set-cookie and p3p response
headers.

7 Notification pages exist in the browser history. Therefore, if you click Accept
and are taken to the requested page, then click the back button, you get the
notification page again.

a If you have a chain of ProxySG, with different notification pages configured
on each appliance in the chain, then each notification page must have a
different object name.

Strip Active Content

Strips HTTP tags from specified active content HTML pages. For each item you
select for removal, you can also create a customized message that is displayed to
the user.

Note: Pages served over an HTTPS tunneled connection are encrypted, so the
content cannot be modified.

See Chapter 4: Advanced Policy, Section C: "Stripping or Replacing Active
Content" on page 189 for detailed information about the different types of active
content.
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To create a Strip Active Content object:

E3 Edit Strip Active Content Object

———— Mame: StripMaliciousCode

Select active content types to deny. The corresponding HTML tags will be stripped out
of all HTML pages.

Select Active Content type Replacement Text
[] applet (Java Applets) Active content removed
[] ermbed {Plugins) Active content removed
[+] ohject (Ackiver Controls, Ima... |Possible spyware/malicious oo, 3
Z script (Javascript, YBScript, ...) [For security reasons, a script ...

[ Select &l ][ Deselect &l ]

T

In the Name field, enter name for the object or leave as is to accept the default.
Select the active content to be stripped.

The default message in the Replacement Text column is Active Content Removed.
To replace the default message, double click the field, enter a message, and
press Enter. See the examples in the screenshot, Java applets have been removed.

Exempting the ProxySG

Stripping active content might interfere with Web applications deployed on your
intranet. For example, if you create a policy rule that removes Java applets, and
the destination defined in the rule contains an IP address of a ProxySG
functioning as a proxy, the policy rule actually disables the Management Console
because the Console itself is comprised of Java applets.

To prevent this, for each ProxySG functioning as a proxy, create a rule that
exempts the IP address of the ProxySG from the stripping action.

1.
2.

Click Add Rule.

Click Move Up; the rule to exempt the ProxySG must precede the rule that
strips active content.

In the Destination field, enter the ProxySG IP address.

With the IP address entered, right-click it in the Destination field and select
Negate from the drop-down list.

In the Action field, enter the Remove Active Contents, Java Apps action.
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Figure 3—-10 Exempting a ProxySG IP Address

HTTP Compression Level

Allows you to set the level of compression to low, medium, or high. When
configuring, consider that a higher compression level consumes more CPU
resource.

Note: If you enable HTTP Compression using the VPM but do not specify the
HTTP Compression Level using VPM policy, then by default the level is Low.

To specify an HTTP compression level:

1. Select a compression level option:
* Low—Equivalent to compression level 1.
* Medium—Equivalent to compression level 6.
* High—Equivalent to compression level 9.

2. Click oK.

The object is automatically named as Compression Level Low, Medium, or High.

Set Client HTTP Compression

Specifies the behavior when the client wants the content in a different
compression form than is in the cache.

To specify compression actions:
1. In the Name field, enter name for the object or leave as is to accept the default.
2. This object has two instructions:

¢ A client requests compressed content, but only uncompressed content is
available. Select to either compress the content before serving it, or serve
uncompressed content.

¢ A client requests uncompressed content, but only compressed content is
available. Select to either uncompress the content before serving it, or
serve compressed content.

The default is to compress or decompress content, respectively, before serving
it.
3. Click oK.
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For recommended compression configurations, refer to Volume 2: Proxies and
Proxy Services.

Set Server HTTP Compression

Enables or disables HTTP compression.

To specify compression options:
1. In the Name field, enter name for the object or leave as is to accept the default.
2. Select a compression option:

* Disable HTTP compression—The default. Objects are not compressed.

* Use client HTTP compression options—Default to the type of content
requested by the client.

* Always request HTTP compression—Force clients to always request
compressed content.

3. C(Click oK.

For recommended compression configurations, refer to Volume 2: Proxies and
Proxy Services.

Manage Bandwidth

Allows you to manage bandwidth for all protocols or specific protocols, on both
inbound and outbound traffic.

To create a manage bandwidth object:
1. In the Name field, enter name for the object or leave as is to accept the default.
2. Select to limit bandwidth on the: Client side or Server side.
* Client side—Traffic flowing between a client and the ProxySG.
* Sserver side—Traffic flowing between a server and the ProxySG.
3. Select to limit bandwidth for: Inbound or Outbound traffic.

* Inbound—Network packets flowing into the ProxySG. Inbound traffic
mainly consists of packets originating at the origin content server (OCS)
and sent to the ProxySG to load a Web object and packets originating at
the client and sent to the ProxySG for Web requests.

* Outbound—Network packets flowing out of the ProxySG. Outbound traffic
mainly consists of packets sent to the client in response to a Web request
and packets sent to an OCS or other service (such as a virus scanner) to
request a service.

4. Select a Bandwidth Class from the drop-down list.
5. Click OK; click Save Changes.

For complete information about Bandwidth Management, refer to Volume 5:
Advanced Networking.
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ADN Server Optimization

Specifies whether byte caching is employed on either (branch or core) or both
sides of an Application Delivery Network connection (specified IP addresses in
the rule). Byte caching reduces WAN latency.

7 Optimize traffic in both directions: Apply Byte Caching to traffic coming and
leaving the server.

7 Optimize only inbound traffic: Apply Byte Caching only to traffic coming into the
server.

7 Optimize only outbound traffic: Apply Byte Caching only to traffic leaving the
server.

7 Do not optimize traffic: Do not allow Byte Caching on specified connections.

Modify IM Message

In IM clients, replaces or appends the given text that is displayed to IM messages
in clients that are logged in through the ProxySG. For example, use with Time
Object to inform users that Instant Messages sent outside the corporate network
are not allowed during business hours.

To create an IM message modification object:

E3 Add Modify IM Message Object X

—TMame: MaExtIMs

3 I (3) Set message ket () Append to message text

2 L |Flclient.certificate. conmon name): External Instant Messages
are not allowed from Sam to Spm, as stated in the corporate
handbook.

e

+

1. In the Name field, enter a name for the object, or accept the default.

2. In the text field, enter a message that appears on an IM client if the rule
applies.

3. Select one of the following:

* Set message text—Replaces the text displayed to the IM client. See the
example in the screenshot.

* Append to message text—The specified text is added to the IM message.
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Volume 3: Web Communication Proxies provides more information about regulating
IM through the ProxySG, as well as VPM examples.

Return ICAP Feedback

Specifies to display a patience page to the client or employ data trickling if ICAP
scanning exceeds the given time duration.

To return ICAP feedback:

&3 Add Return ICAP Feedback Object

Ed

1 — e ReturnICaPFeedbackl
rFat Interactive Traffic
2a | () Do not provide Feedback during ICAP scanning
2b = (%) Provide feedback after |5 seconds,
@ Return patience page
2c = () Trickle object data from start
() Trickle object data at end
rFor Mon-Inkeractive Traffic
3a o= () Do not provide feedback during ICAP scanning
3b o= (%) Provide feedback after |10 seconds.
(#) Trickle object data from start
3c |
() Trickle object data at end %

(o (o=

1. Name the object or accept the default.
2. Select interactive traffic (Web browser based requests) options:

a. Do not provide feedback...: Users do not receive feedback for longer ICAP
scans.

b. Provide feedback after <value> seconds: Specifies how far into the scan to
wait before providing feedback (patience page or data trickling) to the
client.

¢ The range for the patience page method is 5 to 65535.
¢ The range for the trickling methods is 0 to 65535.
c. Select a feedback method:

* Return patience page: The ProxySG displays a (customizable) page on
the Web browser client, informing the user a content scan is in
progress.
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® Trickle object data from start: The more secure method because most of
the object data does not reach the client, pending the result of the
content scan. However, users might become impatient, close the
request, and reinitiate the connection.

® Trickle object data at end: The lesser secure method because the client
receives most of the object data, pending the result of the content scan.
This method provides the better user experience because they perceive
the connection as almost complete.

3. Select non-interactive traffic (non-Web browser based clients, such as flash
players or automatic updaters) options. See descriptions in Step 2.

4. Click OK.

Enter a time value (in seconds) that the ProxySG waits for content to be serviced
from the origin content server before displaying the page that instructs users an
ICAP scan is in progress.

Note: Patience pages display regardless of any pop up blocking policy that is in
effect.

Patience page management and limitations are described in Volume 7: Managing
Content.

Set Dynamic Categorization

Dynamic categorization extends the process of categorizing a URL. Traditional
content filtering involves searching of massive URL pattern databases, which are
published by vendors and downloaded to the ProxySG at specified intervals. As
new content constantly reaches the Web, the limitation is that it cannot be filtered
until its existence is discovered, added, and uploaded. Dynamic categorization
enhances content filtering by scanning a new Web page, attempting to determine
its contents, and categorizing accordingly in real time.

When an un-categorized page is first encountered, the ProxySG calls an external
service with a categorization request. Once the content is scanned, a category is
assigned (a majority of the time).

For related information, refer to the Content Filtering chapter in Volume 7:
Managing Content.

To configure dynamic categorization:
1. Select a mode:

* Do not categorize dynamically—The loaded database is consulted for category
information. URLs not in the database show up as category none.

* Categorize dynamically in the background—Objects not categorized by the
database are dynamically categorized as time permits. Proxy requests are
not blocked while DRTR is consulted. Objects not found in the database
appear as category pending, indicating that DRTR was requested, but the
object was served before the DRTR response was available.
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® Categorize dynamically in realtime—The default. Objects not categorized by
the database are dynamically categorized on first access. If this entails
consulting the DRTR service, the proxy request is blocked until DRTR
responds.

* Use dynamic categorizing setting from configuration—Default to the ProxySG
Configuration (Content Filtering>Blue Coat>Dynamic Categorization).

2. Click OK.

Set External Filter Service

Specifies which installed content filtering service or service group a content
request is subjected to or bypasses, and specifies what occurs if a communication
error occurs between the ProxySG and the external service.

To determine external filter service request behavior:

£3 dd External Filter Service Object @

1 ——f=hame: ExternalFilterServicel
2 ——|= @ use extemalfiter servce (TR v

Error handling

3 E If an error occurs during external Filker service processing:

(#) Deny the client request (recommended)
To instruct all request

() Continue withowt Further external filter service processing types defined in the
rule to not route
() Do not use any external filker service = through an external

filter service for

1 external filker services configured on ProxySia content filtering.

= (=]

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. To instruct all requests defined in the rule to route to a specific external filter
service, select Use External Filter Service; from the drop-down list, select the
external filter service or service group (which must already exist on the
ProxySG; Configuration > External Services).

3. In the Error handling field, select one of the following option:

* To deny all requests if a communication error occurs, select Deny the client
request.

¢ To allow requests to go through without content filtering, select Continue
without further external service processing.

4. Click OK.
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Set ICAP Request Service

Specifies which installed ICAP service or service group a content request routes to
or bypasses. It also specifies what occurs if a communication error occurs between
the ProxySG and the ICAP server.

To determine ICAP request behavior:

&3 Add ICAP Request Service Object

1 — Mame: ICAPRequestServicel
2 —— @ Use ICAP request service
3 — 31— Secure ICAP Mode

(%) I available use secure ICAP connections for encrypted requests
() Always use secure ICAP connections

() Always use plain ICAP connections

Available services: Selected failover sequence:
4 =
5 — }— rError handiing

IF an error occurs during ICAP request processing:

(2) Deny the client request (recommended)

() Continue withaut Further ICAP request processing

To instruct all
request types

() Do not use any ICAP request service <o defined in the rule to
not route through an
ICAP request service
for AV scanning.

[1 1CAP request services configured on 5G |

T

1. Edit the name or accept the default.
2. Select Use ICAP request service.
3. Select the ICAP mode:
* To use plain ICAP for HTTP traffic and secure ICAP for HTTPS traffic,

select the If available use secure ICAP connections for encrypted responses
option. This is the default mode.

e To use secure ICAP for all traffic (both HTTP and HTTPS, use the Always

use secure ICAP connections option.
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¢ To use plain ICAP for all traffic (both HTTP and HTTPS), use the Always
use plain ICAP connection option.

4. From the Available services field, select the service you just named and click
Add. This moves the service name to the Selected failover sequence field.

5. To configure error handling, select one of the following options:

¢ To deny all requests or responses if a communication error occurs,
select Deny the client request. This is the default and recommended by
Blue Coat.

¢ To allow requests or responses to go through without ICAP scanning,
select Continue without further ICAP request processing. Be advised that
this presents a content integrity risk.

6. Click OK; click OK again to add the object to the rule.

Note: When the ICAP service is restored, these objects are scanned and
served from the cache if they are requested again.

Set ICAP Response Service

Identical to "Set ICAP Request Service" on page 123, but applies to other protocol
responses, such as HTTP and FTP. Requires an ICAP response modification
service created on the ProxySG (Configuration > External Services > ICAP).

Set FTP Connection

For an outgoing request over FTP, specifies whether the FTP connection should be
made immediately or deferred, if possible. The benefit of deferring connections is
that requests for previously cached content can be served without contacting the
origin server, which reduces the FTP load on that server.

Set SOCKS Acceleration

Specifies whether or not accelerate SOCKS requests, and defines the transport
method.

To set SOCKS acceleration:
1. Inthe Name field, enter a name for the object or leave as is to accept the default.
2. Select one of the following:

* Automatically—Accelerates SOCKS requests automatically, based on the
destination port receiving the connection.

* Do Not Accelerate—Never accelerate SOCKS requests matched by this rule.

® Accelerate via [HTTP | AOLIM | MSN IM | Yahoo IM]—Specifies the type of
acceleration applied to requests matched by this rule.

3. C(Click oK.
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Disable SSL Detection

Important: This object is only required to preserve user-selectable SSL detection
options that existed in SGOS 4.2.x but are not available in SGOS 5.3.x.

SGOS 4.2.x allowed you to select whether SSL was detected over HTTP, SOCKS,
and/or TCP. These are options are not user-selectable in SGSO 5.3.x, but you can
use this object to preserve the previous behavior.

To preserve 4.2.x SSL detection behavior:

T3 Add Disable SSL Detection Object  [X]

Disable SSL Detection far:

i () Al Tunneled Traffic

HTTP Connect

SOCKS
TCP

| o [%[ Cancel

1. Select one of the following:

e Ifin SGOS 4.2.x you configured all proxies to not detect SSL, select All
Tunneled Traffic and proceed to step 3.

e Ifin SGOS 4.2.x you configured SSL detection for one or two proxies,
select Traffic Tunneled Over and proceed to step 2.

2. Select one or more proxies.

3. C(Click oK.

For more information about this feature, refer to the Blue Coat SGOS Upgrade/
Downgrade Guide.

Set Streaming Max Bitrate

Specifies the maximum bitrate, in kilobits per second, of requested streaming
media. If a request exceeds this rule, the request is denied.

Set Client Connection DSCP Value

Sets the outgoing differentiated service code point (DCSP) value or action for
primary client connections (from the server) matching the DSCP value(s) in the
Source column.
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To set the server to client DSCP value or action:

i3 Add Client Connection DSCP Value Object X

1 Mame: 51

2a = () Echo the inbound packet's DSCP value

2b = () Preserve the incoming DSCP value

2c = () DSCP name: =1 v
Eiest Effart -~

2d = (O DSCP value (0-63) [aFqq
AF12
AF13

[ Ik, l ’ Cancel [C52 Help

AF21

1. Inthe Name field, enter a name for the object or leave as is to accept the default.
This example sets the DSCP value to €s1 (IP Precedence 1).

2. Selection an action:

a. Echo the inbound packet’s DSCP value: Use the same outbound (point of
reference, the ProxySG) packet DSCP value as the inbound value.

b. Preserve the incoming DSCP value: Track the inbound (from the client)
DSCP bits on the primary server connection and use that same value
when sending packets to outbound to the server. This is valuable for
protocols that have multiple client/server connections. For example,
FTP control and data connections. The values remain independent for
each connection.

c. DSCP name: Instead of the incoming DSCP, use the DSCP value selected
from the drop-down list.

d. DSCP value: Instead of the incoming DSCP value, use this non-
categorized DSCP value (range is 0 to 63).

3. Click oK.

For conceptual information about configuring the ProxySG to manipulate traffic
based on type of service, refer to Chapter 4: Advanced Policy, "Managing QoS and
Differential Services" on page 214.

Set Server Connection DSCP Value

This object is identical to "Set Client Connection DSCP Value" on page 125, but
applies to using the DSCP values or bits from client connections to server
connections.
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Set ADN Connection DSCP

This object specifies DSCP settings for Application Delivery Network (ADN)
tunnel connections, which allows you more granular control to regulate WAN
traffic. For example, you might not want the DSCP values for packets sent from
the OCS and downstream tunnel packets to have the same value.

To specify an ADN connection DSCP value:

T Add ADN Connection DSCP Object [X]

Mame: | ApKConnectionDSCP1

1a L—{") Preserve the incoming DSCP value

1b<

| *) DSCF name:

") DSCP walue (0-63):

=

1. Select one of the following options:

a. Preserving the incoming DSCP value: This is the default behavior if no
other policy is specified. The ADN proxies (branch and concentrators)
preserve the inbound packet DSCP values:

¢ The client inbound packet and upstream tunnel packet DSCP values
are the same.

¢ The server inbound packet to the concentrator and downstream tunnel
packet DSCP values are the same.

b. From the DSCP name drop-down list, select one of the standard DSCP
values. The behavior is as follows:

* The DSCP value of the upstream tunnel packets is the selected value
until it is reset by an intermediary device.

¢ The DSCP value of a downstream packet is the selected value until it is
reset by an intermediary device, even if the intermediary device
modifies DSCP values of upstream tunnel packets.

Alternately, if your network uses a numerical DSCP value system, select
DSCP value (0-63) and enter a value.

Note: For more information about DSCP values, see Chapter 4:
Advanced Policy, Section G: "Managing QoS and Differential Services".

2. Click OK.

127



Volume 6: VPM and Advanced Policy

Section C: Detailed Object Column Reference

128

Set Authorization Refresh Time

Realms that support authorization and authentication separately use the
authorization refresh time value to manage the load on the authorization server.
These realms include: Local, LDAP, Windows SSO, Novell SSO, Certificate, XML
and Policy Substitution. They determine authorization data (group membership,
attribute values) separately from authentication, allowing the time the
authorization data is trusted to be increased or decreased.

For realms that must authenticate the user to determine authorization data, the
authorization data is updated only when the user credentials are verified with the
authentication server.

Set Credential Refresh Time

The credential refresh time value determines how long a cache username and
password is trusted. After that time has expired, new transactions that require
credential authentication result in a request to the authentication server. A
password different than the cached password also results in a request to the
authentication server.

This value can is only valid for realms that cache the username and password on
the proxy and realms that use Basic username and password credentials: LDAP,
RADIUS, XML, IWA (with Basic credentials), SiteMinder, and COREid.

Set Surrogate Refresh Time

Specifies how long surrogate credentials are trusted in a particular realm.

Send DNS/RDNS Response Code

Specifies to send out the default response code or a selectable error response code.
Perform one of the following:

a3 Select Send Default DNS Response; optionally, enter a TTL (time to live) value.

A  Select Send Error Response Code and select a code from the drop-down list.

Send DNS Response

Specifies which IP address to return for a specified host.
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To set a DNS response:

E3 Send DNS Response @

1 ——— X Mame: | SendDMSResponsel |

——f—=Hoask: | intranet, example.com |

—— = () Respond with incoming praxy IP

4a—— () Respond with listed IPs:

101,13

4b

Edit

Delete

l

—=TTL: Q00

= =]

1. Inthe Name field, enter a name for the object or leave as is to accept the default.

2. In the Host field, enter a host name that is returned.

3. To respond with the IP address of the proxy that is forwarding the request,
select Respond with proxy IP.

4. To respond with one or more IP addresses:
a. Select Respond with listed IPs.
b. Click Add. The Add DNS Response IP dialog appears.
c. Enter an IP address and click Add.
d. Repeat as required; click Close.

5. (Optional) In the TTL field, enter a time-to-live value (how long the response is
cached).

6. Click oK.

Send Reverse DNS Response

Specifies which host to return for a reverse DNS response. Optional: define a
time-to-live value.
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Do Not Cache

This is a static object. Specifies that objects are never cached.

Force Cache

This is a static object. Specifies that (cacheable) objects are always cached. Objects
that are not cacheable (for example, RealMedia file types) and supported in pass-
through mode only are not cached.

Use Default Caching

This is a static object. Overrides the Do Not Cache and Force Cache actions and
instructs the ProxySG to use its default determination of whether or not to cache
the content.

Mark/Do Not Mark As Advertisement

These are static objects. Specifies content to be identified as an advertisement. The
ProxySG still fetches content from the cache (if present); however, just after
serving to the client, the content is re-fetched from the ad server so that hit
counters are updated.

Enable/Disable Pipelining

These are static objects. Enables or disables the ProxySG pipelining feature,
which, when enabled, examines Web pages for embedded objects and requests
them from the origin server in anticipation of a client request.

Set TTL

Specifies the time-to-live (TTL) an object is stored in the ProxySG. In the Name
tield, enter a name for the object (or leave as is to accept the default); in the TTL
field, enter the amount of time in seconds.

Send Direct

This is a static object. Overrides forwarding host, SOCKS gateway, or ICP
configurations and instructs the ProxySG to request the content directly from the
origin server.

Integrate/Do Not Integrate New Hosts

This is a static object. Used in server accelerator deployments. When enabled, the
corresponding host that is accessed is added to the list of hosts for which the
ProxySG performs health checks. If that host name resolves to multiple IP
addresses that correspond to different servers, the ProxySG fetches content from
the available servers and ignores the servers that fail the health check.
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Allow Content From Origin Server

This is a static object. Allows request to access content from an origin server if the
content is not cached.

Serve Content Only From Cache

This is a static object. Requests to access content that is not cached are denied. If
the content is cached, the content is served.

Select SOCKS Gateway

Specifies which SOCKS gateway, if any, to use; defines behavior if communication
between the SOCKS gateway and the ProxySG is down.

a

To instruct the rule to connect directly without routing through a SOCKS
service, select Do not use SOCKS gateway.

To instruct the rule to connect through a SOCKS gateway, select Use SOCKS
Gateway and select an installed SOCKS service from the drop-down list.

In the If no SOCKS gateway is available field, select Deny the request or Connect
directly, which allows requests to bypass the SOCKS service.

Select Forwarding

Specifies which forwarding host or group, if any, to use; defines behavior if
communication between the forwarding and the ProxySG is down.

a

To instruct the rule to connect directly without redirecting to a forwarding
host or group, select Do not forward.

To instruct the rule to redirect to a forwarding host, select Use Forwarding and
select an installed forwarding host from the drop-down list.

In the If no forwarding is available field, select Deny the request (fail closed) or
Connect directly (fail open), which allows requests to bypass the forwarding host.

To instruct the rule to forward using the ICP configuration, select Forward using
ICP.

Server Byte Caching

Specifies whether byte caching is employed on either (branch or core) or both
sides of an Application Delivery Network connection (specified IP addresses in
the rule). Byte caching reduces WAN latency.

a

Optimize traffic in both directions: Apply Byte Caching to traffic coming and
leaving the server.

Optimize only inbound traffic: Apply Byte Caching only to traffic coming into the
server.

Optimize only outbound traffic: Apply Byte Caching only to traffic leaving the
server.
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3 Do not optimize traffic: Do not allow Byte Caching on specified connections.

Set IM Transport
Specifies the transport method used for IM traffic.

a3 Auto—Connects using the transport method used by the client.
a  HTTP—Tunnels the IM requests over HTTP.

A Native—Connects using the native transport used by the service.

Set Streaming Transport
Specifies which streaming transport method the rule uses.
7 Auto—Connects using the transport method used by the client.
a HTTP—Streaming over HTTP.
a TCP—Streaming over TCP.

Authentication Charset

The VPM allows you enter non-ASCII in many objects, such user and group
names and text for the "Notify User" on page 111 object. This object allows you set
the character set to use in conjunction with localized policy. From the drop-down
list, select a character set and click OK.

Set IP Address For Authentication

Some Application Delivery Network (ADN) configurations in proxy chain
deployments mask the source IP address of the request. Policy to set the IP
address for authentication is required so that Windows Single Sign On (SSO),
Novell SSO, and policy substitution realms can authenticate users.

For more information, see Volume 4: Securing the Blue Coat ProxySG for more
information about this type of authentication.

To set an IP address for authentication:
1. Define a name for the object or accept the default.

2. Click Edit to display the Set Substitution dialog.
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3 Set Substitution String X
—Substitution Skring rSubstitution Yariables —
firequest_ header. Client-IP} Cakegory: |[.0.II] L |

Display Cption:
{ (OEWFF (QJCPL  (3)Eoth

request, header. Accept Al 3a
request. header. Accep
Theader. Accept-Encoding
request. header. Accept-Language
request. header. allow
request. header. Autharization
request. header.Cache-Co

e Insert |

<

3. Define the substitution strings:

a. Select one or more strings and click Insert. For example, your branch
user headers contain the request.header.clientip HTTP header.

b. Click OK.

L3 Add IP Address For Authentication Object

Mame: |AuthenticateUsingIPnddress1 |

w| [ Ede |

IP Address: | 10

eader. Client-IP)

$irequest. header, ¥-Forwarded-Far)
T T L T

4. From the IP Address drop-down list, select a substitution string. For example:
the $(request.header.Client-IP): sets the address for authentication to the address
received from the HTTP cilient-1p header.

5. Click OK.

Permit Authentication Error

After an authentication failure occurs, the authentication error is checked against
the list of errors that policy specifies as permitted:

a If the error is not on the list, the transaction terminates.
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a If the error is on the list, the transaction is allowed to proceed; however, the
user is unauthenticated. Because the transaction is not considered
authenticated, the authenticated=yes policy condition evaluates to false and
the user has no username, group information, or surrogate credentials. Policy

that uses the user, group, domain, or attribute conditions does not match.

To permit an authentication error:

Marmne: PermitAuthenticationErrar 1

|4 Any errors
(3 Selected errors

Available Errors

1 =

Communication Errar

Configuration Changed
General Authentication Failure
General Authorization Failure

(:Eanera rror
Ident Error
Initialization Error
Invalid BCAAL Request
Invalid Configuration

3 Add Permit Authentication Error Object

2 Irpealid Licerse

Invvalid MetBIOs Reply
Irvealid User Information
RDMS Failure

Redirect Error

Request Tirmeouk

Single Sign-on Failure
User &ccount Error

User Credentials Required

=13

| [ concel

Selected Errors

Internal Error

3

1. Select one of the following:

* Any errors: Allows any type of authentication error.

* Selected errors: Only allowed if the error matches the selected errors.

2. If you selected Selected errors:

a. Select one or more error types (use Control + Left-click to highlight

multiple errors).

b. Click Add to move the errors to the Selected field.

c. Name the object or accept the default name.

3. Click oK.
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Permit Authorization Error

After an authorization failure occurs, the authorization error is checked against
the list of errors that policy specifies as permitted.

a If the error is not on the list, the transaction is terminated.

a  If the error is on the list, the transaction is allowed to proceed and the user is
marked as not having authorization data.

a If a user is successfully authenticated but does not have authorization data,
the authenticated=yes condition evaluates to true and the user has valid
authentication credentials.

7 The user.authorization error=any evaluates to true if user authorization
failed and the user object contains username and domain information, but not
group or attribute information. As a result, policy using user or domain
actions still match, but policy using group or attribute conditions do not.

Combined Action Objects
Allows you to combine an action object that invokes multiple actions. See "Using
Combined Objects" on page 141.

Action Column/Policy Layer Matrix

The following matrix lists all of the Action column objects and indicates which
policy layer they apply to.

Allow X X

Deny (static) X X X X

Allow Read-Only Access X

Allow Read-Write Access X

Do Not Authenticate X X X

Authenticate X X X

Force Authenticate X X X

Bypass Cache X

Do Not Bypass Cache X

Check Authorization X X
Do Not Check Authorization X X
Always Verify X X
Use Default Verification X X
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Block Up Ads

Do Not Block PopUp Ads

Force IWA For Server Auth

Do Not Force IWA For Server
Auth

Require Client Certificate

Do Not Require Client
Certificate

Reflect IM Messages

Do Not Reflect IM Messages

Block IM Encryption

Do Not Block IM Encryption

Trust Destination IP

Not Trust Destination IP

Deny

Return Exception

Return Redirect

Set Client Certificate Validation

Set Server Certificate Validation

Set HTTPS Intercept

Set HTTPS Intercept on
Exception

Send IM Alert

Modify Access Logging

Override Access Log Field

Rewrite Host

Reflect IP

Suppress Header

Control Request Header

Control Response Header

Notify User
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Strip Active Content X

Set Client HTTP Compression X

ADN Server Optimization X

Set Server HTTP Compression e

Modify IM Message X

Return ICAP Feedback X

Set Dynamic Categorization X

Set External Filter Service X

Set ICAP Request Service X X

Set ICAP Response Service X

Use Default Caching X

Set FTP Connection X

Set SOCKS Acceleration X

Set Streaming Max Bitrate X

Client Connection DSCP Value X X

Server Connection DSCP Value X X X X

Send DNS/RDNS Response X
Code

Send DNS Response X

Send Reverse DNS Response X

Do Not Cache X

Force Cache X

Mark As Advertisement X

Do Not Mark as Advertisement X

Enable Pipelining X

Disable Pipelining X

Set TTL X

Send Direct x

Integrate New Hosts X

Do Not Integrate New Hosts X
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Allow Content From Origin X
Server

Serve Content Only From X
Cache

Select SOCKS Gateway X
Select Forwarding X
Reflect IP X
Set IM Transport X
Set Streaming Transport X
Authentication Charset X

Combined Objects X X X X X X

Track Object Column Reference

A track object defines the parameters for tracking and tracing traffic. All policy
layers contain the same trace objects, but tracking parameters are layer-specific.

Note: Because of character limitations required by the generated CPL, only
alphanumeric, underscore, and dash characters can be used to define an action
object name.

Event Log, E-mail, and SNMP

You can customize the event log, E-mail notification, and SNMP with triggers.
These triggers are the same for all three object types.

To customize an Event Log, E-mail, or SNMP object:

1. Right-click the Tracking cell in a policy layer and select Set; the Set Track Object
dialog appears.

2. Click New and select Event Log, Email, or SNMP; the appropriate add object
dialog appears.
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£3 Add Event Log Object

X

3 ——F Mame: | EventlLogl |
rMessage Text ~Substitution Yatiablas
4 Custom User 1l: #idate)é{client.cercificat Cakegary: |[,D,||] é! 5a

e common nawe)§(request header Host)

(IELFF (D CPL (3) Both 5b

"Display Option;

r-supplier-ip A
r-supplier-part

=< Insert _| raw_url

_utl.host
M
raw_url,pathquery
raw_url.port I

5c
raw_url.query /
raw_url,scheme
Eirect.location
f Authentication realm that the user was challe
release. version
request.header. Accept
request. headsr. Accept-Charset

request. header. Accept-Encoding
reniest. hrader . Arrent-| annnane

C o J[ o ]

3. In the Name field, enter a name for this object or leave as is to accept the
default.

Note: The e-mail object also contains a Subject field.

4. In the Message Text field, enter a customized message that appears with each
entry.

5. Optional: Add substitution variables. The substitution variables instruct the
ProxySG to append specific information to the tracking object. The variables
are categorized alphabetically, according to prefix.

Note: Some variables do not have prefixes.
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In the Substitution Variables field:

a. From the Category drop-down list, select a category to narrow the view
to a subset of variables.

b. The Display Option options allow you to further aggregate the
variables by ELFF (Extended Log File Format) or CPL (Content Policy
Language).

c. Select a variable and click Insert. Rolling the mouse over a variable
displays a brief description of the variable. Repeat as required.

Tracing Objects

This object specifies rule and Web traffic tracing.

Click Trace Level and select one of the following trace options:
O No Tracing—The default.

7 Request Tracing—Generates trace output for the current request. The trace
output contains request parameters (such as URL and client address), the final
values of property settings, and descriptions of all actions taken.

T Rule and Request—Generates trace output that displays each rule that was
executed

A Verbose Tracing—Generates the same output as Rule and Request, but also lists
which rules were skipped because one or more of their conditions were false,
and displays the specific condition in the rule that was false.

Furthermore, a trace destination can be entered that specifies the destination for
any trace produced by the current transaction. To specify a destination path, select
Trace File and enter a path in the field. For example, abc.htm1.

If a trace destination is configured in multiple layers, the actual trace destination
value displayed is the one specified in the last layer that had a rule evaluated
(which has a destination property configured). Consider the following multiple
Web Access Layer example, demonstrated by the generated CPL:

<Proxy>

url.domain=aol.com trace.request (yes) trace.rules(all)
trace.destination("aol tracing.html")

url.domain=msn.com trace.request (yes)
trace.rules (all)trace.destination("msn_ tracing.html")

<Proxy>

client.address=10.10.10.1 trace.request(yes) trace.rules(all)

The resulting actions are:
a7 Requests to the aol.com domain are logged to aol tracing.html.
a7 Requests to the msn.com domain are logged to msn_tracing.html.

7 Requests from the client with the IP of 10.10.10.1 are logged to the default
location of default.html.
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Note: After using a trace to troubleshoot, remove the trace to save log space.

The Trace File option can be used in conjunction or separately from the Trace Level
option.
The default path of the trace file is accessible through one of the following URLs.

If the Management Console secure mode is enabled (the default on a new or
upgraded system):

https://ProxySG IP address:8082/Policy/Trace/default trace.html
If the Management Console is deployed in non-secure mode:

http://Proxy appliance address:8081/Policy/Trace/default trace.html

Combined Track Object

Allows you to combine track objects into one. See "Using Combined Objects" on
page 141.

Track Objects/Policy Layer Matrix

The following matrix lists all of the Track and column objects and indicates which
policy layer they apply to.

Event Log X X X X X X
Email Log X X X X X X
SNMP Objects X X X X X X
Trace X X X X X X X X X X
Combined Objects X X X X X X

Comment Object Reference

The Comment object allows you to write any text to aid in labeling the policy layer.
The text in this field does not impact the policy.

Using Combined Objects

As previously discussed, you select one object for as many object types as
required for a given rule. Most object types also have the option of using a
combined object. This feature allows you to select multiple objects for a given
type, thus creating more complex tools. There are two uses for combined
conditions: lists and multiple object types. Also consider the Negate option, which
exempts the objects in the list.
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Example One

Consider the following example. You want a Web Content policy layer that as an
action forces authorization and sends the response to an ICAP service for content

scanning.
i Set Action Object f‘5__<|
—Existing Action Objects B
Show; |F\II {sort by object-name) b |
-_QE Alvays Verify -~

@ Do Mok Cache

gﬁ Do not Check Authorization
R Do Mat Mark as advertisement
=] Enable Pipelining W
@ Force Cache

AD| Mark as Advertisement bt

Mew,

I et Dynamic Cakegotization. ..

Sek External Fiter Service. .., 4

Sek Client HTTP Compression...

Sek Server HTTP Compression...
Set HTTP Compression Level, ..
Manage Bandwidth. ..

Setk ICAP Request Service. .,
Seb ICAP Response Service...
ek TTL...

Modify Access Logging. ..

3 Owerride Access Log Field, ..

Combined Action O

1. In the Set Action Object dialog, select New > Combined Action Object.
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5 |

Hold Shift
to select
multiple
objects.

2 ———F> MName:

— > Description:

&3 Add Combined Action Object

CombinedActionl

Authorize; scan request

Show: | &ll {sort by object-name) W

-_Sﬁ Alwiays Werify -
Pi&E] Branch_av_Req

ﬁ Branch_aY_Resp

E Check authorization
ﬁ Disable Pipelining
@ Do Mot Cache
gﬁ Do not Check Authorization

Selected Action Objects

ﬂ Branch_AY_Req
ﬁﬂ Check Authorization

x)

E Do Mok Mark as Adwertisement

=1 Enable Pipelining

@ Force Cache

AD| Mark as Adwertisement

@ Use Default Caching

3 Use Default Yerification b

[ vow ][ remove ]

i —

|
Click New to create new
objects from this dialog. 6

| [ conee

® N o U

In the Name field, enter a name for this object or leave as is to accept the

default.

In the Description field, enter brief text that explains the intent of this object
(for reference).

The Show drop-down list allows you narrow the scope of the displayed
objects.

Hold the Shift key and select Check Authorization and Branch_AV_Req.

Click Add. The selected objects appear in the Selected Action Objects field.
Click OK. The CombinedAction1 object appears as a separate, selectable object.
Select CombinedAction1; click OK. The object is now part of the rule.

Based on the other parameters specified in the rule, all requests are forced to
an upstream server for authorization and the Web responses are subject to
content scanning through the ICAP service.

Example Two

In the following example, the rule searches for one of the Proxy IP Address/Port
objects and one of the streaming client user agents.
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3 Add Combined Source Ohject g|
Mame: | CarphletStreaming |
Description: | All streaming through the corporate nebwork, |
Shaw: |AII {sort by obiect-name) w | At least one of these objects
510111 fl Streaning Client
B attribube1
g Authenticated User [ hegate
@'_.1 Client Hastname Unavailabls
Client: 10.,0.0.0/255.255.255.0 AMD
F‘ IMUserl At least one of these objects
Streaming Client
¢ Loz
[ 1012380
Mew l l Remove ] [ Hegate
[ e ] [ om

Note

The VPM displays various warning messages if you attempt to add objects that
creates an invalid combined object. However, it is possible to add a combined
object to another combined object, even if doing so presents duplication of simple
object definitions without receiving validation warnings. For example, the
contents of a child combined object might have already been included either
within the parent combined object directly, or indirectly within other child
combined objects. This is allowable because of the complexity some combined
objects and policies can achieve.

Centralized Object Viewing and Managing

This section describes how to use the All Objects dialog to view and manage

every VPM object.

Viewing Objects

The All Objects feature allows you view a list of all objects—both static and user-

defined—that currently exist across all layers and columns. To view all configured
VPM objects, in the Menu Bar select View > All Objects.
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K3 All Objects 3

~ &l Object

Show: | All [sort by object-name)
[] Show only unused objects

L W
Ea Allowy Contert From Qrigin Server
m Allavs DMS Frorm Upstream Server
@ Allow Read-only dccess

@ Allow ReadMwiite Access

-_5% Alwaps Verify

£ suthenticated User

|@ BOWF

ﬁ Block IM Message Encryption

A% Block Popup Ads

’: Bypaszz Cache

’-" Bypass DMS Cache

Fﬂ Check Autharization

E? Clignt Hoztname Unavailable

Q Deny

#f Disable DNS Imputing

24 Disable Pipelining

g DMS Responze Containg Ma Data
@ Do Mot Authenticate

ﬁ Do not Block [M Meszage Enciyption
%] Do ot Block Popup Ads

ﬁ Do ot Bypaszz Cache

ﬁ Do not Bypass DMS Cache

@ Do Mot Cache

gﬁ Da nat Check Autharization

ﬁ Do Mot Force w2, for Server Auth

Ab Prm blmk Linkmme mbm B lmgnn Llmmb,

MHew...

The objects are displayed according to the policy layer order (click Policy in the

menu bar) and the column order (as presented in "Policy Layer and Rule Object
Reference" on page 41). To narrow the scope of the displayed objects, select from

the Show drop-down list at the top:

T All (sort by object name): Displays all objects in alphabetical order.

3 All (sort by object type): Groups object types together.

a3 You can select to display only the static (predefined) objects for the Source,

Destination, Service, and Action columns.

a3 You can select to display or any one object type. For example, you want to

only view the user-defined P2P Client objects. Scroll down and select P2P Client

Objects.
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I3 All Objects X]

~ &l Object

Show: | P2P Client Objects w
[] Show only unused objects

| P2P_BitTorrent_Client
& PZPClients_al

View Unused Objects

Selecting Show only unused objects displays all static and user-defined objects that
are not currently used in any policy layer.

Managing Objects

This section describes how to manage objects within the All Objects dialog.

Creating Objects

The All Objects dialog also allows you to create objects. Once an object is created,
it appears in the list. When creating or editing policy layers, the objects are
available to add to rules.

To create an object:

1. Select New. The available columns and relevant objects are displayed in a
cascade style.

2. Select Column > Object. The Add dialog for that object appears.
Define the object as required

4. Click OK.

Note: When creating Combined Objects, not all objects that appear in the left
column are valid for more than one policy layer type. For example, the IM User
object is only valid in the Web Access Layer > Source column. If you attempt to
add an object that is not valid, a dialog appears with that information.

Editing Objects

Any user-defined object can be modified. Highlight the object and click Edit. After
editing the object, re-install the policy to apply the modified object in every policy
layer it exists in.
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Deleting Objects

You cannot delete an object that is currently part of an installed policy or
combined object. Before removing an object, you can use the View>Object
Occurrences feature to identify which policy layers contain the object.

Creating Categories

This feature allows you create the content filter URL categories that can be used in
the Category object. The Destination column in the DNS Access, Web Access, Web
Authentication, and Web Content policy layers contain the Category object. Similarly,
categories created in the Category object (see "Request URL Category" on page 71)
appear in this dialog and can be edited.

Create a category

1. In VPM, select Configuration > Edit Categories. The Edit Categories dialog

appears.
E3 Edit Categories f‘5__<|
riCategories:
Cateqories
ﬁ ---System
2

2. Select Policy; click Add. The Object Name dialog appears.

3. Name the category and click OK.
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x]

&3 Edit Categories

rCategories:

Categories
Ifa---Policv

PR onfidentialDocRepositary

System

[ Add ] [ Renarme ] Edit URLs ] [ Remaove ]

(o ) (o]

4. Drop the Policy list and select the created category; click Edit URLs. The Edit
Locally Defined Category Object dialog appears.
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&3 Edit Locally defined category Object E]

~Enter the URLs {one per line) For this category:

intranet.exanple. con/confidential fprojectl
7 intranet_ example. com/fconfidential fprojecti
intranet example comfconfidential fprojects

Add URLs to
create a category
of URLs.

Flease enter one URL pet line, &.q.
bluecoat.com
SUpPOrk, myCompanty, com

o [ e |

I

Enter URLs appropriate for the content filter category you are creating; click
OK.

Click OK in the Edit Categories dialog to complete the category creation.

Note: If other administrators have access to the ProxySG through other
workstations and are creating categories either through VPM or with inline
commands, consider that newly-created or edited categories are not
synchronized until the policy is installed. When the policy is installed with
VPM, the categories are refreshed. If too many categories are created at the
same time and confusion occurs, select the File > Revert to Existing Policy on
ProxySG option to restore the policy to the previous state and reconfigure
categories.

Refreshing Policy

In between occurrences when either VPM is closed and reopened or Install Policies
is invoked, VPM does not recognize changes to VPM-managed policy that were
made on the ProxySG through another method. For example:

a

a

Another administrator opens a separate VPM to make changes.

Another administrator edits the local or central policy file through the serial
console.

Another administrator makes edits the local or central policy file.
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3 A new content filter database is downloaded automatically and the new
update
contains category changes.

7 A new content filter database is downloaded manually by an administrator.

Restricting DNS Lookups

This section discusses DNS lookup restrictions and describes how to create a list.

About DNS Lookup Restriction

The DNS lookup restriction list is a list of domain names that apply globally,
regardless of policy layer definitions. Once a domain name is added to the list,
DNS lookup requests do not occur for that domain name while policy is
evaluated. For more detailed information about using DNS lookups, refer to
Volume 10: Blue Coat SG Appliance Content Policy Language Guide.

Creating the DNS Lookup Restriction List
The list is created from the VPM Menu bar.

To create the DNS lookup restriction list:

1. Select Configuration > Set DNS Lookup Restrictions; the Set DNS lookup
restrictions dialog appears.

The default is None; no domain names are restricted.
2. To restrict every domain name, select All.
3. To add specific domain names, perform the following steps.
Select Listed Host Patterns. This enables the Host Patterns field.

a
b. Click Add; the Add Host Pattern dialog appears.

c. Enter a domain name; click OK.
d. Repeat to add other domain names.
e. Click oK.

Restricting Reverse DNS Lookups

This section discusses reverse DNS lookup restrictions and describes how to
create a list.

About Reverse DNS Lookup Restriction

The Reverse DNS lookup restriction list is a list of subnets that apply globally,
regardless of policy layer definitions. Once a subnet is added to the list, the
ProxySG will not perform a reverse lookup of addresses on that subnet during
policy evaluation. For more detailed information about using reverse DNS
lookups, refer to Volume 10: Blue Coat SG Appliance Content Policy Language Guide.
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Creating the Reverse DNS Lookup Restriction List

The list is created from the VPM Menu bar. This prevents the ProxySG from
performing reverse DNS lookups of addresses in the list while evaluating policy.

To create the reverse DNS lookup restriction list:

1. Select Configuration > Set Reverse DNS Lookup Restrictions; the Set Reverse DNS
lookup restrictions dialog appears.

The default is None; no subnets are restricted.
2. To restrict every subnet, select All.
3. To add specific subnets, perform the following steps.
a. Select Listed Subnets.
This enables the Subnets field.
b. Click Add; the Add Subnet dialog appears.
c. Enter a subnet; click OK.
d. Repeat to add other subnets.
e. Click oK.

Setting the Group Log Order

This section discusses the group log order and describes how to create a list.

About the Group Log Order

The Group Log Order object allows you to establish the order group data appears
in the access logs. For more detailed information about using group log ordering,
refer to Volume 10: Blue Coat SG Appliance Content Policy Language Guide.

Creating the Group Log Order List
The list is created from the VPM Menu bar.

To create the group log order list:

1. Select Configuration > Set Group Log Order; the Set Group Log Order dialog
appears.

2. Click Add; the Add Group Object dialog appears.

3. In the Group Name field, enter the name of a group.
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The group must be already configured on the ProxySG.
From the Authentication Realm drop-down list, select a realm.

Click oK.

Repeat as required to add more groups.

N A e

To order the list, select a group and click Move Up or Move Down until you
achieve the desired order.

8. Click oK.
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Section D: Managing Policy Layers, Rules, and Files

This section contains the following topics:

)

"How Policy Layers, Rules, and Files Interact" —Describes the importance of
rule order policy layer order.

"Managing Policy" —Describes how to save and install policies on the
ProxySG.

"Installing VPM-Created Policy Files" —Describes how to propagate a policy
tile created on one ProxySG to another.

"Viewing the Policy /Created CPL" —Describes how to view the underlying
CPL that is created with VPM.

How Policy Layers, Rules, and Files Interact

The following critical points discuss the behaviors and priorities of policy rules,
layers, and files:

a

Rules in different policy layers of the same type work together, and the order
of policy layers is important.

The order of policy layers of different types is important.
The order of rules in a policy layer is important.

Policy created in VPM is saved in a file on the ProxySG; the state of the VPM
user interface is also stored as an XML file on the ProxySG.

Note: These files are stored only if the policy is installed without any errors.

How the appliance evaluates those rules in relation to policy layers that exist
in the central and local policy files is important. For more information, see
Chapter 2: "Managing Policy Files" on page 17.

How VPM Layers Relate to CPL Layers

VPM generates CPL in various layers, but the concept of layers presented in VPM
is slightly different. VPM provides policy layers for special purposes. For
example, Web Authentication and Web Authorization, which both generate CPL
<proxy> layers. This minimizes timing conflicts by restricting the choices of
conditions and properties to those compatible timing requirements. The following
table summarizes how to use VPM layers and which CPL layers result.

Table 3-1. VPM-Generated CPL Layers

Establish Administrator Admin Authentication <Admin>
identities.
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Table 3-1. VPM-Generated CPL Layers (Continued)

Control Administrator access. Admin Authorization <Admin>

Control DNS access. DNS Access <DNS>

Establish SOCKS user identities. | SOCKS Authentication <Proxy>

Allow HTTPS interception. SSL Intercept <SSL-
Intercept>
Control HTTPS traffic. SSL Access <SSL>
Establish user identities. Web Authentication <Proxy>
Control user access. Web Access <Proxy>
Control content independent of | Web Content <Cache>
users.
Control forwarding. Forwarding <Forward>

Note: VPM currently does not support the <Exception> layer.

Ordering Rules in a Policy Layer

The ProxySG evaluates the rules in the order in which they are listed in a policy
layer. When it finds a rule that applies to the situation, it skips the remaining rules
in the policy layer and goes on to the next policy layer.

Consider the following simple example. Assume that a company has a policy that
prohibits everyone from accessing the Web. This is a policy that is easy to create
with a Web Access layer rule.

There are, however, likely to be exceptions to such a broad policy. For example,
you require the manager of the purchasing department to be able to access the
Web sites of suppliers. Members of the sales department need to access their
customer Web sites. Creating Web Access rules for both these situations is also
simple. But if you put all these rules in a single policy layer, then the rule
prohibiting access to everyone must be ordered last, or the other two rules are not
applied.

Principle Design Rule:

Always go from the specific to the general.

Using Policy Layers of the Same Type

Because the ProxySG skips the remaining rules in a policy layer as soon as it finds
one that meets the condition, multiple policy layers and a combination of rules
might be required to accomplish a task.
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Consider the following example. A company does not want to prohibit its
employees from accessing the Web, but it does not want them to abuse the
privilege. To this end, the company wants employees who access the Web to
authenticate when they do so; that is, enter a username and password. So the
company creates a Web Authentication policy layer with a rule that says: “If
anyone from anywhere in the company sends a request to a URL on the Web,
authenticate the client before granting access.”

The company also allows members of the group Sales to access various sports
Web sites only during non-work hours. Given the Web Authentication rule above,
these people must authenticate when they do this. But the company feels that it is
not important for people going to these sites after hours to authenticate. So the
company creates the following Web Access policy-layer rule:

7 Grant Sales personnel access to sports Web sites from 5:00 PM to midnight.

But there are additional issues. Some members of the sales department spend
a lot of time watching game highlights on video clips, and this takes up a lot of
bandwidth. At the same time, a lot of customers access the company Web site
in the evening (during non-work hours), so internal bandwidth should remain
manageable. The company, therefore, limits the bandwidth available to the
people in the Sales department with a Web Access layer rule that is identical to
the one above in all respects except for the action:

7 Grant Sales personnel access to sports Web sites from 5:00 PM to midnight,
but limit the maximum streaming bitrate to 300 kilobits per second.

For both these rules to work, they need to be in separate policy layers. If they were
in the same policy layer, the rule listed second would never be applied.

Ordering Policy Layers

The order of policy layers is also important. The ProxySG evaluates policy layers
in the order in which they are listed in VPM. When the ProxySG is going through
policy layers, it does not execute a given rule as soon as it finds that it meets the
specific situation. Rather, it compiles a list of all the rules that meet the condition;
when it has gone through all the policy layers, it evaluates the list, resolves any
apparent conflicts, and then executes the required actions. If there is a conflict
between rules in different policy layers, the matching rule in the policy layer
evaluated last takes precedence.

In the above example, there are two Web Access policy layers: one contains a rule
stating that Sales personnel can access certain Web sites without authenticating,
and the other states that when they do access these Web sites, limit the available
bandwidth. The order of these policy layers is irrelevant. The order is irrelevant
because there is no conflict between the rules in the layers.

The following is an example in which the order of policy layers does matter.
Assume all URL requests from members of the purchasing department are
directed to a single proxy server. To discourage employees from surfing the Web
excessively during business hours, a company creates a Web Authentication
Policy rule that says: “Whenever a client request comes in to the proxy server,
prompt the client to authenticate.”
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Members of the purchasing department, however, need to access specific Web
sites for business reasons, and the company does not want to require
authentication every time they do this. So they create a Web Access policy rule
that says: “If any member of the purchasing department sends a request to a
specific URL contained in a combined-object list, allow access.”

The policy layer with the first rule needs to come first in evaluation order; it is
then overridden by the second rule in a subsequent policy layer.

Principle Policy Layer Design Rule

Always go from the general to the specific; that is, establish a general rule in an
early policy layer, then write exception rules in later policy layers.

About the Layer Guard Rule

The VPM layer guard feature allows you to set a condition by which the whole
layer is evaluated or not. This saves system resources, especially if you have
layers with large numbers of rules. When added, the layer guard is a single rule
table that appears above the selected layer. The layer guard rule contains all of the
columns available in the layer except for the Action and Track columns. These
columns are not required because the rule itself does not invoke an action other
than allowing or not allowing policy evaluation for the entire layer. All of the
objects valid in the available columns are selectable and configurable in the layer
guard rule, just as they are in the layer.

You cannot add a layer guard rule until you have created other policy layer rules.

To add a layer guard:

1 4'_Eiq>m%licy Configuration  Yiew Help

Add Rule

o Delete Rule 4+ Move
Delete Rule
eby 1 Access Laver (1) || DNS Access Las
Cut Rule
Mo, finatian Service Tirm
Copy Rule
"’w Methodsl  |any
ﬁ MethodsZ — |Any
Move Rule Lp equestl,.. Ay Any
- Mave Fule Down
Disable Layer

Rename Layer...

Delete Layer

Reorder Layers. ..

1. From the Menu Bar, click Edit.

2. Select Add Layer Guard. The layer guard rule displays above the evaluation
rules.
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File Edit Policy Corfiguration Yiew Help
‘J‘} Add Rule = Delete Rule 4+ Move Up & Move Down % Install Policy

wieh Access Laver (1) | Admin Access Laver (1) | DNS Access Layer (1)

Saurce Destination Service Time Comment
Guard |.¢\n'y' LA |F\ny |
Mo, | Source Destinati = Time Ackian Track Comment
1&, Authentic, .. |Any thodsl Ay mil ReflectIPl  [Mone
z gﬂ Streaming... [Any thods2  |any = Bandwidth.,. [Mone
3 E% 10,9.59.1.., % Reque Ay Q:'ﬂ Do nok Ela. .. [Mone
4 |Ary Ay Ay Q Deny Mone
Copy

Paste

3. Right-click any column in the layer guard rule; select Set.

4. Define an object or objects just as you would in a policy layer. These objects
determine if the rest of the rules in the layer are evaluated. For example, if you
specify a Destination IP address in the layer guard rule, the other rules in the
layer are evaluated only when the SG appliance detects the a transaction
destined for that IP address.

Note: If you create and install a "Notify User" object, the following layer guard
CPL is automatically added to the Web Access, Web Content, and SSL Access
policy layers: "condition=!__is notify internal". This is required for
compatibility does not require any user interaction or tasks.

Disabling or Deleting a Layer Guard Rule

By default, a layer guard rule is enabled. You can disable (which retains the rule)
or delete the rule from the VPM. Right-click Guard and make a selection.

ieb Access Layer (1)

Source Destination Service Time

[ |Any |.0.ny
Service Time

Delete Layer Guard any any

2|£> authentic.., |.¢\ny WA Virus Dete... |Any

Figure 3—11 Disabling a layer guard rule.

Note: Alternately, right-click the layer tab to add, disable, or remove a layer
guard rule.

Installing Policies

As you add policy layers and rules, your work is saved in a file on the ProxySG.
However, policies only take effect after you install the policies and the generated
XML has been validated. The ProxySG then compiles the policies into CPL format
and saves the resulting policies in the vpm.cp1 file. This overwrites any policies
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previously created using VPM. The appliance saves VPM-generated policies in a
single file and loads it all at once. You do not need to load policies separately, as is
the case with the local or central policy files.

To install policies:
a Select File > Install Policies, or
a Click Install Policies on the Rule bar.

The VPM validates the generated XML for any issues, such as missing layers.
If the validation passes, the CPL is generated and the policies are loaded.

If the XML fails the validation, a dialog appears allowing you to:
* Revert to the policy currently installed on the ProxySG, or
¢ Continue to edit the policy and attempt another installation.

Furthermore, the failed XML file is written to your hard disk; view this file to
troubleshoot the failed XML. The default location for this file is:

C:\Documents and Settings\user.name\bluecoat\vpm_err.xml

Notes

The category and Notify User objects and the DNS Lookup Restrictions, Reverse DNS
Lookup Restrictions, and Group Log Order configuration objects generate CPL,
regardless if they are or are not included in rules. These specific objects and
teatures allow users to edit categories and lists that might or might not be used in
current policies.

Managing Policy
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This section describes how to manage VPM policy.

Refreshing Policy

In between occurrences when either VPM is closed and reopened or Install
Policies is invoked, VPM does not recognize changes to VPM-managed policy
that were made on the ProxySG through another method. For example:

a3 Another administrator opens a separate VPM to make changes.

a Another administrator edits the local or central policy file through the serial
console.

a7 Another administrator makes edits the local or central policy file.

7 A new content filter database is downloaded automatically and the new
update
contains category changes.

3 A new content filter database is downloaded manually by an administrator.
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Reverting to a Previous Policy

If after creating new policies or editing an existing policy you decide to abandon
the process and continue with the existing policy installed on the ProxySG, you
can revert to that version. All current changes are deleted (VPM provides a
verification prompt).

To revert to an existing installed policy:
Select File > Revert to Existing Policy on ProxySG.

Changing Policies

You can change, edit, delete, add to, and otherwise manage policies created in
VPM at any time by returning to VPM and working with policy layers and rules
just as you did when creating them.

Managing Policy Layers

This section describes how to perform edits of policy layers.

Renaming a Policy Layer

The VPM allows you to rename policy layers and disable and re-enable layers.

To rename a policy layer:

1. Right-click the tab of the policy layer and select Rename. The Rename New
Layer dialog appears.

2. Rename the layer and click OK.

Disabling a Policy Layer

Disabling policy layers allows you to remove a subset of the employed policy
without losing the rules and the effort put forth to create them. After it is disabled,
the policy in that layers is ignored. You can re-enable a disabled layer at any time.
To disable or enable a policy layer:

Right-click the tab of the policy layer and select Disable Layer. The layer name text
turns red and the layer rules are greyed-out.

To re-enable a layer, repeat this step and select Enable Layer.

Deleting a Policy Layer

You can completely remove a policy layer.

Important: After it is deleted, a layer cannot be recovered.

To delete a policy layer:
1. Right-click the tab of the policy layer to be deleted.
2. Select Delete Policy from the drop-down list.
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Note: All of the above procedures can be accomplished from the Menu Bar>Edit
drop-down list.

Managing Policy Rules

Occasionally, you might need to temporarily disable rules in a policy layer; for

example, when troubleshooting compiles errors and warnings. This might help
confirm that the ProxySG can successfully compile the remaining policy. After

disabling a rule, you can edit the objects and re-enable the rule.

To disable or enable a rule:
1. Click the appropriate policy layer tab.
2. Right-click in the No. column.

3. Click Disable Rule on the shortcut menu. The policy editor changes the rule text
color to red.

4. To enable the rule, repeat step 3. After you enable a disabled rule, the policy
editor changes the rule text color to black.

Installing VPM-Created Policy Files
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Policies created with VPM are saved on the specific ProxySG on which they are
created. SGOS automatically creates the following files when saving VPM-created
policies:

config policy source.xml
config policy source.txt

You can install VPM policies that were created on another ProxySG. This requires
the following steps:

1. Copy the two VPM files, to be shared, to a Web server from the ProxySG on
which they reside.

2. Use the Management Console or CLI to load VPM files on another ProxySG.

To copy VPM files from a ProxySG to a Web server:
1. Select Statistics > Advanced.
2. Scroll down and click Policy.

The page jumps down to the Policy files links.
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Policy

List of policy URLs
Show policy statistics
Reset policy statistics
Show current policy
Delete all policy traces
Results of policy load
Show central palicy
Show forward policy

Show local policy
Show %P CPL policy

Show %Pl XML policy

Figure 3-12 Policy Files in Custom URLs
Right-click the Show VPM CPL policy link.

4. In the Save As dialog, enter the full path to a directory on the Web server

before the file name and click OK.

Important: The Save As dialog offers the appropriate default file name

(config policy source.xml Or config policy source.txt).You can change

the names, including the extension. This can be helpful if an enterprise is using

various sets of shared VPM files. You could rename files to indicate the ProxySG on
which they were created, for example, or for a department that has a set of VPM-

specific policies, used perhaps in multiple locations (sales_vpm.cpl and

sales_vpm.xml)

5. Repeat the previous step for the second VPM file.

To load VPM files to a ProxySG:

1. Select Configuration > Policy > Policy Files > Visual Policy Files.

Palicy Files ¥isual Policy Files l

r Install visual Policy

2a ————

Be careful when using this feature.,

This will overwrite the existing files on the system,

Install YPM-CPL From: Remote URL  w Install |\\?
Install WPM-XIL From: Remote URL W Install

- Wiew Wisual Policy Files

[ YPM-ML | view the current yRH-=ML File

[ WPM-CPL ] View the source For the current YPM policy

2b

2. In the Install Visual Policy field:

a. Select Remote URL from the Install VPM-CPL from drop-down list.
b. Click Install. The Install VPM-CPL dialog appears.
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Install YVP#M-CPL

Install WPM-CPL

Installation URL: | https: {/server . example.comyIT/policy.bxt I Install H Yigw ]

c. Inthe Installation URL field, enter the URL to the VPM CPL file copied to
the Web server (this is the file with the default . txt extension) and
click Install.

d. Repeat Steps a through c to enter the URL to the second VPM XML file
copied to the Web server (this is the file with the default . xm1
extension) and click Install.

3. Click Apply.
Notes
7 If VPM files already exist on the ProxySG, the URLs to those files display in

the two file fields. To replace them, delete the URLs and type new ones.
Installing new files overwrites any that are already present.

To review VPM-generated policies before installing them, enter the URL to the
CPL file on the Web server and click View.

Regardless of whether you are installing new VPM files, you can review the
CPL or XML files of the policies currently on the ProxySG. Click VPM-CPL and
VPM-XML in the View Visual Policy Files box at the bottom of the dialog.

Never edit either of the VPM files directly. Change the files only by working
with the policies in VPM and saving changes there.

To load VPM files to a ProxySG:

The two commands in the first step load one of the VPM policy files; the
commands in the second step load the other policy file. In each case, ur1 is the
complete path, including file name, to the appropriate file on the Web server.

1.

At the config command prompt, enter the following commands:
SGOS# (config) policy vpm-cpl-path url

SGOS# (config) load policy vpm-cpl

At the config command prompt, enter the following commands:

SGOS# (config) policy vpm-xml-path url
SGOS# (config) load policy vpm-xml

Viewing the Policy/Created CPL

View the CPL generated by installing VPM-created policy from VPM or the
Management Console.
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To view the generated CPL through the VPM:
Select View > Generated CPL.

To view the VPM policy file:
Select View > Current ProxySG VPM Policy Files.

Important: Do not edit or alter VPM-generated files by opening the VPM policy file
and working in the generated CPL. To edit, change, or add to VPM policies, edit the
policy layers and re-install the policy.
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Section E: Tutorials

This section contains the following topics:
7 “ Tutorial—Creating a Web Authentication Policy”

a7 “ Tutorial—Creating a Web Access Policy”

Tutorial—Creating a Web Authentication Policy

This section is a tutorial that demonstrates how to create policies and rules for
Web authentication.

Use Web Authentication policies to specify whether the individual making a
request is prompted to authenticate by entering a username and password. In this
example, a company uses a PAC file to configure most employee browsers to
connect to a specific IP address on the ProxySG. It wants these users to
authenticate when their browsers send a request to the proxy.

To create a policy layer:

1. Start the VPM from the Management Console: Configuration > Policy > Visual
Policy Manager.

File Edit BELI™ Corfiguration Wiew Help
‘J‘} o Add Admin Authentication Layer... 4+ Move Up & Move Down % Install Policy
Add Admin Access Laver...
tieh Acces Add DNS Access Layer. .,
Mo, Add SOCKS Authentication Laver.,.. Time Action Track Comment
1 &dd 5L Intercepk Laver.., |Any |@ Deny |N0ne |

Add 551 Access Laver, .,
k Add Web Authentication Layer. ..
Add web Access Laver...
add web Content Layer...
&dd Forwarding Laver...

2. Select Policy > Add Web Authentication Layer.

Add Mew Layer

Laver Mame:
Authenticate Requests ]:

3. A dialog displays offering a default name for the layer, consisting of the layer
type and a number. Rename the layer or accept the default and click OK.

The VPM creates the new layer tab and adds a blank rule.

Example 1: Create an Authentication Rule

By default, the unmodified rule applies to everyone whose browsers connect to a
specific IP address.
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web Access Layer (1) | Web Authentication Laver (1) |

Ma, Source Destination Action Track Camment

1 —l_nnv |N0ne Mone

Copy
Paste

£3 Set Source Object El

~Existing Source Object:

Show |AII (sort by object-name) - |

Q’J Client Hostname Unavailabla
Client: 10,0.0,0/255,255,255.0
B client: Dept3Bobkent

ﬁ MicrosoftAgents

3 7—'>[ oK l [ Cancel l Help

1. Right-click the Source cell to drop the menu; select Set to open the Set Source
Object dialog.

2. Select a proxy IP address or port; if necessary, click New to create a new one.
This example selects the IP address on the ProxySG where the PAC file sends
most employee browsers.

3. Click OK to enter the IP address in the Source cell.
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wieh Access Layer (1) | Web duthentication Layer (1) |

Ma. Source Diestination Action

13 10.1.1.180 lary

=

Track. Comment

£3 Set Action Object

rExisting Action Objects

Show |AII (sort by object-name)

=
LX: Dy

6 Do Mok Authenticate

Mew, ..

Authentication Charset...

5 ‘M
Force Authenticate. e

4. Create an authentication Action object. Right-click the Action cell to drop the
menu and select Set; the Set Action Object dialog displays.

5. The only objects available are the pre-existing static objects, so you must create
a new Authenticate object. Click New and select Authenticate. The Add

Authenticate Object window displays.

E3 Add Authenticate Object fg|
EriEs | Authenticate_Example_Corp |
Realm: |I|:|ap1 (LDAP) v|
Mode: Crignie 0 [2

kg
Authentication Form:l |
Mews PIM Farm: | |
Query Form: | |
Realm information retrieved successfully, |
I [a].4 ] l Cancel l l Help l

6. For this example, the following fields are:
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7.

* Name—Every configurable object has a name. The default name
Authenticate1; change to Authenticate_Example_Corp, which is how it is listed
in the Add Object window.

* Realm—Specifies an LDAP realm.
* Mode—Specifies the authentication realm mode is Origin IP.

Click OK to close the Add Action Object window, with the new Authenticate
object in the list.

E3 Set Action Object E|
rExisting Action Objecks

Show: | Al (sart by object-name) i

m Authenticate_Example_Corp

Q Dery

4 Do Hat Authenticate

(o J (oo |

8.

9.

10.

Click OK.

' add Rule = Delete Rule 4+ Move Up 4 Move Dowin % Install Policy
weh Access Laver (1) | Web Authentication Laver (1)

o, Source Destinakion Actian Track. Camment
1|E& 10.1.1.1:80 |Anv |§'-f Authenticate_Example_Corp |N0ne Ei

Figure 3—-13 Completed Action Object

Create a Trace object to log all authentication activity. Right-click the Track cell
to drop the menu and select Set; the Set Track Object dialog appears.

You must create a new Trace object. Click New and select Trace; the Add Trace
Object appears.
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23 Add Trace Object

|

11 ———f= Name: futhTrace

Trace Level

() Mo tracing
() Request tracing

() Rule and request tracing

12 = (@ verbose tracing
[] Trace File
[ OF I l Cancel ] ’ Help

11. In the Name field, enter AuthTrace.

12. Click Trace Level and Verbose to enable verbose tracing, which lists the rules
that were skipped because one or more of their conditions were false and
displays the specific condition in the rule that was false.

13. Click OK.
14. Click OK again to add the object. The rule is complete.

File Edit Policy Configuration Yiew Help
‘3‘ Add Rule = Delete Rule 4 Move Up + Move Down % Install Policy
web Access Layer (1) | Web Authentication Laver (1)

Mo, Source Destination Ackion Track, Zomment

ll.ﬁ.ny |Any |§'-f Authenticate_Ex,.. |p AuthTrace

Figure 3—-14 Completed Rule

Example 2: Exempt Specific Users from Authentication

Certain individuals and groups are exempt from the above restriction. Individuals
in the purchasing department are required to access the Web often so they can
order online from supplier Web sites, and the company does not want them to
authenticate.

File Edit Policy Configuration WYiew Help

ﬂ Add Rule =g Delete Rule 4+ Move Up & Move Down % Install Policy

L LVNP i H
Add rule to selected policy | LA T Ly )

Mo, Source Destinakion Action Track Zomment
Q AuthTrace

Mane

Ary gi: Authenticate_Ex...

Mone

1. Click Add Rule to add a new rule to this policy layer.
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QSet Source Object

File Edit Policy Configuration Wiew Help

| ' &dd Rule ” =g Delete Rule | | 4+ Move Up || & Move Down | | % Install Policy
wieh Access Layer (13 | Web Authentication Layer (1) |
Ta. Source Destination Actian Track. Carrment

Existing Source Objects

IP Address:

Subnet Mask:

I

[ Add

J

Close

J {

Help l

J

Cancel l

2. People in the purchasing group use the same PAC file and thus their browsers

are directed to the same IP address: 10.1.1.1.
File Edit Policy Configuration Yiew Help
| " Add Rule ” = Delete Rule | | 4 Move Up || + Move Down | | % Inskall Policy
| Weh focess Layer (1) | Web Authentication Layer (1) |
Mo, Source Destinakion Ackion Track. Comment
188 Cliert: 10.1.1.1 [any P& Adthenticate Ex... |

&3 Set Action Object

Existing Action Objects

Shaw: |AII (sort by object-narme)

T .
&% Authenticate_Example_Corp

@ Deny
P

Jo Mat authenticate

ew Remove Edit. ..
[ ] (e ]
3

3. Change the Action object to Do Not Authenticate and click OK.

169



Volume 6: VPM and Advanced Policy

Section E: Tutorials

The new rule in the policy layer accepts the default Action Object to not
authenticate and does not require a Trace Object.

File Edit Policy Configuration  Wiew Help
'{“’ Add Rule = Delete Rule 4+ Move Up 4 Move Down % Install Palicy

web Access Layer (1) Web Authentication Layer (1)

Ma, Saurce Destination Ackion Track Comment
1] Any Ay g?_; Authenticate_Ex... Q Auth_Trace
2|Bs) Client: 10.1.1.1 A0y 4 Do Mot Authenti... Mone

Figure 3—-15 Updated second rule.

However, a problem exists. The second rule cannot be evaluated because the
first rule affects everyone who goes through the proxy. The rules need to be
reversed.

File Edit Policy Corfiguration Wiew Help
G Add Rule = Delete Rule 4+ Move Up + Move Dawn BB nstall Policy

web Access Layer (1) Web Authentication Layer (1)

Mo, Source Destination Action Track Commenk
188 Client: 10,111 Janwy 4D Do Nt Authenti... [Nane
2|.C\ny Ay % puthenticate_Ex... | [0 Auth_Trace

4. Select the second rule and click Move Up to reorder the rules.

5. Click Install Policy.

Tutorial—Creating a Web Access Policy
This section is a tutorial that demonstrates how to create policies and rules for
Web access.

Use ProxySG policies to define end-user access to Web resources. For more
information about Web access policies, refer to Volume 7: Managing Content. This
section provides examples.

Example 1: Restrict Access to Specific Websites

This example demonstrates a simple rule that denies everyone access to specific
job searching Web sites. This rule requires you to configure only one rule option; it
uses the defaults for all other options.

1. Start the policy editor and select Policy > Add Web Access Layer. The VPM
displays a tab with the name of the new policy; beneath that is a new rule-
specific row.
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File Edit Policy Configuration Yiew Help
" Add Rule = Delete Rule 4 Move Up + Move Down % Inskall Policy

‘Web Access Laver (1) | weh Authentication Laver (1)

Mo, Source Destination Service Tirmne Ackion Track Zomment

1|Any Any Ay |F\ny |@ Derry |None |

?

The
default

2. Right-click Destination and select Set; the Set Destination Object dialog appears.

&% Set Destination Object f'5__<|

~Existing Destination Objects

Show; |AII (sort by object-name) w |

| Destination IP Address/Subnet. ..

Destination Host/Port,..

Request LRL...
Request LRL Cateqgory...

File Extensions...
HTTP MIME Types...
Apparent Data Type...
Response Code, ..
Response Header ..,
of  IM Buddy...
1M Chat Roam. ..

Combined D

3. Click New; select Combined Destination Object. The Add Combined Destination
Object dialog appears.
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&3 Add Combined Destination Ohject

AF least one of thess objects

AND
At least one of these objects

Mame: | CombinedDestinationl |
Description: | |
Show: |F\II {=ort by object-name) w
Add ==
Edit...
Remave
[ Megate
Add ==
Edit...
Remaove
] Remove []Megate
Destination IP AddressjSubnet. ..
Destination HostiPart. .. oK l ’ ancel
lgequest URL Categary...
File Extensions. ..
HTTP MIME Types...
210,959,246

Apparenk Data Type...,
Response Code...

Response Header. ..

IM Buddy...

IM Chat Room...

Combined Destination Object...

172

Select New > Request URL.
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E3 Add Request URL Object 3
|

Mame : |

5 —¢ & ~Simple Match

URL: | hotjobs, com| |

If the host specified is a domain name, all hosts in that domain {or any subdomain will match, IF
a path is specified, all paths with that prefix will match, IF a scheme or port number is specified,
only URLs with that scheme or port will makch.

@ ~Regular Expression Match

ReqgEx:

@ rAdvanced Match

Scheme: | |

Hask: | |

Port: 2.9, 80 or 1300-2000
I |

Path: | |

6 >LL Add l [ Close l
& A
|

8

Click Simple Match; in the URL field, enter hotjobs.com.
Click Add.
Repeat 5, adding monster.com and bajobs.com.

Click Close.

® N o U
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£3 Add Combined Destination Object

Marne: PopularJobSearchURLs

Descripkion:
Show: | All (sort by object-name) - At least one of these objects
% Request URL: bajobs.com % Request URL: bajobs.com

k % Request URL: hatjobs, com

% Request URL; hotjobs, com
% Request URL: mansker.com

EFJ; Request URL: manster,com

[ negate
ArMD
At least one of these objects
MHews... l [ Remove ] l Edit... ] [ megate

o] (o]

9. Select each newly added URL and click the first Add button.

10. Click OK. The Set Destination Object now contains the individual URL objects
and the combined object.

11. Select the JobSearchURLs combined object and click OK. The object is now part
of the rule.

File Edit Policy Configuration  Yiew Help

‘{“’ Add Rule = Delete Rule 4+ Maove Up 4 Maove Down % Install Palicy

\Web Access Layer (1) | web suthentication Layer (1)

Mo, Source Destination Service Time Action Track, Comment
ll.ﬁ.ny %5 PopularJobSearchURLs |Any |.¢\nv |@ Derry |None o

Figure 3—16 Completed Rule

As the default action is deny, the rule is complete. No one can access these
Web sites.

12. To activate the rule, click Install Policies.

Example 2: Allow Specific Users to Access Specific Websites

The after-hours IT shift is comprised of part-time college interns who are on call to
handle small problems, but are not involved in major projects. Therefore, you
allow them to browse certain sports and entertainment Web sites when all is
quiet; access is allowed from two workstations and you still want to track their
browsing activity.
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To configure the Source object:

Flle Edit Policy Configuration Wiew Help

1 ——— =~

" add Rule = Delete Rule 4+ Move Up

Wweb sccess Layer (1) | Web Authentication Layer (1)

& Move Down

BB Install Policy

Destination Service

?g}' PopularJobSearchiRLs |F\ny

Ma, Source

Time

|.an

Comment

E3 Set Source Object

Existing Source Objects

Shiow: |.0.II (sort by object-name)

14 Authenticated User
Q? Client Hostname Unavailable
mfl Streaming Client

Mew, ..

Client IP Address/Subret. ..
Client Hostname. .,

Proxy IP Address/Port. ..

3 User...

EFOUpR..
Attribute, ..

User dgent...,
IM User Agent...
Request Header ...
SOCKS Yersion...
IM User...

ISetti g5 retrieved from Proxyaca

PzP Client...
Client Megotiated Cipher Strength. ..

ihined Sou

Edit...

Add a new rule to the policy and position the pointer in the Source cell.

2. Right-click the Source cell and select Set to display the Add Source Object

dialog.

3. Click New and select Combined Source Object; the Add Combined Source Object

appears.
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X

E3 Add Combined Source Object

4 N Name: | IT_PM_Shift |

Description: | |

Shaw: |F\II {sort by object-name) 3 | At least one of these objects

L#4 futhenticated User
E? Client Hostname Unavailable
@ﬂ Streaming Client

[ megate

AN
Al least one of these objects

= Brrvww TP Addeecc iPork

4. Name the object IT_PM_Shitt.

5. Under the selectable list of objects, click New and select Client IP Address/Subnet;
the Add Client IP Address/Subnet Object dialog appears.

%2 Add Client IP/Subnet Object [‘5_<|

IP Address: 192.0,0.0
Subnet Mask: 255,255,255.0

[ Add H Clase H Help ]

6. Enter the IP address of the first workstation and click Add; repeat for the
second; click Close.
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&3 Add Combined Source Object

| oo | [ em |

l CE

| (o= ]

E

Name: | 1T_PM_shift |
Description: | |
Shiw: |.0.II [sart by ohject-narne) v | A least one of these objects
[7p—
& uithenticated User leent. 10.0.0.0)255, 255, 255.0
E? Clignt Hostrarme Unavailable k Client: 152.0.0.0/258.255.255.0
Client: 10.0.0.0/255,255.255.0
lient: 19
@ﬂ Streaming Client []Negate

AMD
Ak least one of these objects

[ Megate

7. Select each IP address and click the first Add.

8. Click OK; click OK again to add the Source object to the rule.
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To configure the Destination object:

Flle Edit Policy Configuration Wiew Help
" add Rule = Delete Rule 4+ Move Up & Move Dowin % Install Policy

Web sccess Layer (1) | Web Authentication Layer (1)

Ma, Source Destination Service Time: Action Track Comment

1|Any %‘ PaopularJo... [Any Ay 6 Dery Mone
1 %9 FF—PM—shift Any Ay 6 Diery Mo
%3 Set Destination Ohject @

~Existing Destination Objects

Show; |AII (sort by object-name) A |

?éi' PopularJobSearchURLs

% Request URL: bajobs.com

% Request URL: hotjobs.com
equest URL: m arm

e, .. Remove
v

| Destination IP Address/Subnet. ..
Destination HoskfPort, ..
2 < Request LRL.,

Reques

File Extensions...
HTTP MIME Types...

1. Right-click the Destination field and select Set; the Set Destination Object dialog
appears.

2. Click New and select Request URL Category; the Add Request Category Object
dialog appears.
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Qﬂ.dd Request URL Category Object

MName: |RequestURLCategory1

Selected Categories: —

Categaories:
Categories
3 - I
...5ystem Object Name
Please enter a name For this object.
4 | Allowable Sparts |

Rename Edit URLs

Remaove

3. Select Policy and click Add; the Enter Name for New Category dialog appears.

4. Name the object Allowable_Sports and click OK.

23 Add Request URL Category Object

Marmne: |RequestURLCategory1

riCakegories:

Zateqories
E:{I---Policy

~Selected Categoties: ——

’ Add ] [ Renarme ],T Edit URLs l [ Remove ]

[ o [ e

l

5. Select Sports URLs. Click Edit URLs. The Edit Locally Defined Category Object

dialog appears.
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E3 Edit Locally defined category Object E

~Enter the URLs {ore per line) Far this cateqary:

ESpr. Col
mlb. com
mnfl. com
mba. con
rhl. com
noaa. 0O

Flease enter one URL per line, e.q.
bluecoat.com
sUppork, mycompany , cam

o J [ oo |

6. Enter the URLs for the allowable sports Web sites and click OK.

E3 fdd Request URL Category Object El

Mame: |RequestURLCategory1

Selected Categories:

Categories:

Allowable Sports

ategories
Ij{!---PoIicy
N Ll vvable Sports

---Systerr%

7. Under Policy, select Allowable_Sports; click OK.

8. Repeat Steps 3 through 7, creating a category called Allowable_Entertainment

with the URLSs ew.com, rollingstone.com, and variety.com.

9. Name the object Allowable PM IT Websites. Click OK twice to add the object to the

rule.

File Edit Policy Configuration View Help

" Add Rule [ Delete Rule 4+ Move Up & Move Dawn % Install Palicy
Web Access Layer (1) | web Authentication Laver (1)
Ta, SoUrce Destination Service Time Action Track Zaomment
LA %‘ PopularJobSearchURLs  |Amy Ay 6 Dieniy Maone
2|5 IT_PM_shift @ Allowable PM IT Websites |Any By €23 Deny Mone

Figure 3-17 Completed Second Rule in Layer

To configure the Time object:

This example allows the specified users to access the sports and entertainment

Web sites after business hours.
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File Edit Policy Configuration Wiew Help

Remave

Combined Time Object. .. Cancel
! ] L

' add Rule = Delete Rule 4+ Move Up 4 Move Down % Install Policy
Web Access Layer (1) | web Authentication Laver (1)
Mo, Source Destination Service Tirne Action Track Commenk
1|Amy %‘ PopularJobSearchURLs  |any Ay Q Deny Mone
1 S!I;_'E IT_Pr_Shift |Fe Allowasble PR IT Websites |on Q Dery Mone
3 Set Time Object
Ezxisting Time Objects
Show; |AII {sort by object-name) W |

1. In the second rule, right-click the Time field and select Set; the Set Time Object

dialog appears.

2. Click New and select Time Object; the Add Time Object dialog appears.
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£3 Add Time Object

= Mame:

| After Hours |

(#) Use Lacal Time

Enable
/

Zone

() Use UTC Time Zone

X

~COnly between the Following times of day:

~Cnly on the Following days of the week:

Tuesday
[] saturday

Wednesday

Maonday
Friday: [] sunday

Thursday

~Cnly between the Foliowing days of the month finclusive):

(o] ]

~Cnly betweeen the Following dates of the vear (inclusive);

fpancary ] [o1] EETRR |

4 é
% 7 Enable
5
[]Enable
[]Enable
[]Enable

rCnly betveeen the Following dates (inclusive):

[ 2006 | ] | [2] [200e | 5]

|[21]

| [ cocel ]

Name the object After Hours.

fter hours as 6:00 PM to 6:00 AM.

Wednesday, Thursday, and Friday.

This defines the days of the week to which this rule applies.

4.
18:00 to 05:59.
This defines a
5.
6.
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Click OK twice to add the Time Object to the rule.

In the Specific Time of Day Restriction field, select Enable and set the time from

In the Specific Weekday Restriction field, select Enable and select Monday, Tuesday,
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To configure the Action object:

File Edit Policy Configuration Wiew Help

BB mnstall Policy

Camment

'3’ Add Rule =g Delete Rule 4+ Move Up & Mowe Down

wieh Access Layer (1) | web Authentication Layer (1)

Ma. Source Destination Service Time Ackion Track
1)amy %;i“ PopularJobSearchiURLs Ay any 6 Deny Maone
2|5 IT_PM_Shift |[@ Alowable PM IT websites |Amy T after ... Mone

Deny
Set...

1. In the second rule, right-click Action and select Allow.

2. Click Install Policy.
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This chapter provides conceptual and procedural information about the
ProxySG advanced policy features. While many ProxySG features have a policy
component, some features have no configuration component outside policy.
Configuring advanced policy is accomplished by defining rules in the Visual
Policy Manager (VPM) or by composing Content Policy Language (CPL).
While some examples are provided in this chapter, references to the relevant
VPM chapter component are included in each section.

Topics in this Chapter

This chapter includes information about the following topics:

Section A: "Blocking Pop Up Windows" on page 186

Section B: "Exempting Non-Contiguous IP Addresses" on page 188
Section C: "Stripping or Replacing Active Content" on page 189
Section D: "Modifying Headers" on page 192

Section E: "Defining Exceptions" on page 193

Section F: "Managing Peer-to-Peer Services" on page 208

a o a o o a o

Section G: "Managing QoS and Differential Services" on page 214

Excluding exceptions, you must use policy to implement these capabilities. (For
exceptions, you can create a list outside of policy to install on the system.)
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Section A: Blocking Pop Up Windows

This section describes the Blue Coat solution for blocking unwanted pop up
windows.

About Pop Up Blocking

The ProxySG allows you to block pop up windows, which are usually in the form
of unsolicited advertisements. Pop up windows are blocked by inserting
Javascript code into each HTML Web page. Every time the Web page tries to open
a new window, the code attempts to determine if the window is a result of user
click. The window is allowed to open if the ProxySG determines a user clicked a
button or link; otherwise, the window does not open.

Interactivity Notes

Because of the dynamic nature of the Web, blocking pop up windows is not a
perfect solution. Consider the following caveats before configuring this feature:

7  Windows that contain desired or useful information cannot be distinguished
from undesired content, such as advertisements.

7  If the Web browser caches a page that spawns pop up windows before the
blocking policy was installed, pop up ads continue to be served from that
page regardless of current policy.

3 Animated ads contained within Web pages are not blocked. Commonly seen
in scrolling or drop-down form, these are not true pop up windows but are
contained within the page. Users who see these ads might believe that pop up
window blocking is not implemented.

7 Pop up windows that are delivered through HTTPS are not blocked.

7 Although the ProxySG request headers instruct a Web server not to use
compression, it is possible (though not likely) for a Web server to be
configured to send compressed responses anyway. The pop up blocking
feature does not work on compressed HTML pages.

Recommendations
7  To compensate for limiting factors, administrators and users can override pop
up blocking:

¢ Administrators—Use the VPM to create policy rules that exempt pop up
blocking for specific Web sites and IP address ranges. For example, Blue
Coat recommends disabling pop up blocking for your Intranet, which
commonly resides on a IP address range.
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web Access Laver (1)

Mo. | Source  Destinakion Service Time Action Track Co.
1]Any % Request URL: htkps:/finkranet.company.com  |[Any Any |w Block Popup Ads  [Mane
2|any Ainy Any Any |w Block Popup Ads  [Mane

Figure 4-1 Disabling pop up blocking on the corporate site.

¢ Users—When a pop up window is blocked, a message is displayed in the
status bar:

blocked popup window -- use CTRL Refresh to see all popups.

While pressing the Control key, click the Web browser Refresh button; the
page is reloaded with pop up blocking disabled for that action.

a3 Create a separate Web Access policy layer for pop up blocking actions. This
alleviates interference with Web applications deployed on your Intranet that
require pop up windows.

a7 To prevent a cached Web page from spawning pop up windows, clear the
browser cache, then reload the page without holding down the ctrr key.

Blocking pop up windows is accomplished through the Visual Policy Manager.
See "Block/Do Not Block PopUp Ads" on page 97 for information about how to
create blocking actions in a policy layers.
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The ProxySG policy language includes several triggers that test a value of the
current transaction against an IP address. All such triggers allow either an
individual IP or a subnet, however non-contiguous IP ranges can present a
problem. Replicating a rule multiple times to match each IP/subnet is not as
efficient as grouping this information into a single object that is valid for all
appropriate trigger conditions.

CPL Example:

define subnet internal ranges

10.0.0.0/16
192.168.1.0/24

end
<proxy>

client.address=internal ranges ALLOW

VPM Example:
1. In your Web Access Layer, add a Rule.

2. Create a Combined Object in the Source column; name the object
Internal_IP_Ranges.

3. Add your internal IP address ranges and subnets to the combined object and

add the object to the Source column.

4. Set the Action to allow.
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Section C: Stripping or Replacing Active Content

This section describes the Blue Coat solution for stripping or replacing unwanted
active content.

About Active Content

Scripts activated within Web pages can pose a security concern. The ProxySG
policy can be configured to supplement standard virus scanning of Web content
by detecting and removing the HTML tags that launch active content such as Java
applets or scripts. In addition, the removed content can be replaced with
predefined material, a process referred to as active content transformation.

When the ProxySG is configured to perform active content transformation, Web
pages requested by a client are scanned before they are served and any specified
tags and the content they define are either removed or replaced. Because the
transformed content is not cached, the transformation process is based on a
variety of conditions, including time of day, client identity, or URL.

Note: Pages served over an HTTPS tunneled connection are encrypted, so the
content cannot be modified.

The following tags and related content can be removed or replaced:
a9 <appLET>—]Java applets, as defined by HTML <applet> elements.

a7 <emBeD>—Embedded multimedia objects displayed using Netscape Navigator
plug-ins as defined by HTML <embed> elements.

a  <oBJecT>—Embedded multimedia objects displayed using Internet Explorer
Active-X controls and other multimedia elements, as defined by HTML
<object> elements

a7 <scrripT>—Embedded Javascript and VBScript programs, whether these are
represented as HTML <script> elements, Javascript entities, Javascript URLs,
or event handler attributes. The <noscript> tag is not affected by this features.

Stripping active content is accomplished through the Visual Policy Manager or by
composing CPL.

A See "Strip Active Content" on page 115 for information about how to create a
Strip Active Content action object in a Web Access policy layer.

A  Refer to Volume 10: Content Policy Language Guide.
About Active Content Types

The following sections provide more detail about the types of active content that
can be removed or replaced.
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Script Tags

Scripts are generally placed between the start and end tags <scripT> and </
scripT>. The type of script used is defined by the Lancuace attribute; for example,
<SCRIPT LANGUAGE="JavaScript 1.0”>). When the LaNGUAGE attribute is undefined,
the browser assumes JavaScript.

When transform active_ content is configured to remove scripts, the basic
operation is to remove all content between and including <scrrpT> and </
SCRIPT>, regardless of the language type, and substitute any defined replacement
text. A notable exception occurs when a script is defined in the header portion of
the HTML document (defined by the <nEaD> tag). In this case, the script is simply
removed. This is because images, objects, and text are not allowed in the header of
an HTML document. If the end script tag </scr1pT> is missing from the document
(the end of the document is defined as either up to the </Bopy> or </nT™ML> tag, or
the last character of the document), then all content from the start <scrrpT> tag to
the end of the document is removed.

JavaScript Entities

JavaScript entities have the following format: s{javascript code} and are found
anywhere in the value part of an attribute (that is, <1MG src="s{images.logo};”).
You can define more than one entity in the value portion of the attribute. When
transform active content is configured to remove scripts, all JavaScript entities
attribute/value pairs are removed. No replacement text is put in its place.

JavaScript Strings

]avaScript strings have the following format: javascript: javascript code and
are found anywhere in the value part of an attribute, though usually only one of
them can be defined in an attribute. Most modern browsers support JavaScript
strings. When transform active content is configured to remove scripts, all
JavaScript string attribute/value pairs are removed. No replacement text is put in
its place.

JavaScript Events

JavaScript events are attributes that start with the keyword on. For example, <a
HREF="index.html onMouseOver="javascript code”>. The HTML 4.01
specification defines 21 different JavaScript events:
onBlur, onChange, onClick, onDblClick, onDragDrop, onFocus, onKeyDown,
onKeyPress, onKeyUp, onLoad, onMouseDown, onMouseMove, onMouseOut,

onMouseOver, onMouseUp, onMove, onReset, OnResize, onSelect, onSubmit,
onUnload

Both Microsoft Internet Explorer and Netscape have defined variations on these
events as well as many new events. To catch all JavaScript events, the active
content transformer identifies any attribute beginning with the keyword on, not
including on itself. For example, the attribute onponner in the tag <a
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HREF="index.html” onDONNER="DONNER”> is removed even though onbonner does
not exist as a valid JavaScript event in the browser. In this case, the transformed
tile would show <A HREF="index.html”>.

Embed Tags

HTML <eMBED> tags are not required to have an </EvMBED> end tag. Many Web
browsers do, however, support the <eMBED> </EMBED> tag pair. The text between
the tags is supposed to be rendered by the browsers when there is no support for
the embed tag, or if the MIME-type of the embed object is not supported. Thus,
when transform active content is configured to transform embed tags, only the
<EMBED> tag is removed and replaced with any replacement text. Any occurrence
of the end tag </EMBED> is simply removed, leaving the text between the beginning
and end tags intact.

Object Tags

Objects tags have a start <ossecT> and end </oBJECT> tag pair, and the attributes
copeTYPE and TvyPE determine the type of object. The text between the tags is
supposed to be rendered by the browsers when the object tag is not supported, so
when transform active content is configured to transform object tags, only the
<0BJECT> and </OBJECT> tags are removed and replaced with any replacement
text. The text between the tags remains. The copeTyPE or TYPE attributes do not
affect the transformation. Also, if the end </0BJECT> tag is missing, the
transformation will not be affected.
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The request headers are sent when users access Web objects that contain a lot of
information. This can raise a concern that such details compromise the privacy or
security of the enterprise or user.

When a user clicks on a link, the Web browser sets the request’s Referer header to
the URL of the Web page that contained the link. (This header is not set if the URL
was entered or selected from a favorites or bookmarks list.) If an internal Web
page provides links to external Web sites, users clicking those links sends the URL
of the internal pages, and are logged in the Web logs of those external sites. This is
not usually an issue; however, if the external Web site is a competitor Web site or
another site with interest in the internal details of your enterprise, this might be a
concern.

For example, how you structure your intranet might suggest something about
your company’s current or future direction. Certain project names or codewords
might show up in directory or file names. Exposing the structure of the intranet
makes it easier for hackers to attack the network.

The broad solution of deleting Referer headers from all requests presents a
problem because some Web sites do not serve images or other linked objects
unless the Referer header is set to a referring page on that same Web site. The
solution implemented by Blue Coat is to strip the Referer header only when the
target Web page resides on the Internet and the referring page is on an internal
host.

Suppressing headers is accomplished through the Visual Policy Manager or by
composing CPL.

7 See "Suppress Header" on page 109 for information about how to create a
Suppress Header action object in a Web Access policy layer.

o  Refer to Volume 10: Content Policy Language Guide.
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Section E: Defining Exceptions

Exceptions are sent in response to certain ProxySG client requests, such as denial
by policy, failure to handle the request, and authentication failure. Exceptions are
returned to users based on policy rules defined by the ProxySG administrator. For
example, if a client sends a request for content that is not allowed, an exception
HTML page (for HTTP connections) or an exceptions string (for non-HTTP
connections) is returned, informing the client that access is denied.

Two types of exceptions are used: built-in and user-defined.

Built-in Exceptions

Built-in exceptions are a set of pre-defined exceptions contained on the ProxySG.
Built-in exceptions send information back to the user under operational contexts
that are known to occur, such as policy_denied or invalid_request.

Built-in exceptions are always available and can also have their contents
customized; however, built-in exceptions cannot be deleted, and you cannot

create new built-in exceptions.

The table below lists the built-in exceptions and the context under which they are

issued.

Table 4-1  Exceptions

authentication failed

(HTTP Response Code: 401)

The transaction cannot be authenticated, usually
because the credentials were incorrect.
authentication failedis a synonym for
deny.unauthorized

authentication failed
password expired
(HTTP Response Code: 403)

The authentication server reports that the
credentials provided have expired, and a new
password must be obtained.

authentication log out

(HTTP Response Code: 200)

You have logged out.

authentication mode not
supported
(HTTP Response Code: 403)

The configured authentication mode is not
supported for the current request.

authentication redirect
from virtual host
(HTTP Response Code: 302)

Transparent redirect authentication is being used.
This exception redirects the transaction from the
virtual authentication host to the original request.

authentication redirect off
box
(HTTP Response Code: 302)

The request is being redirected to an
authentication service on another device.

193




Volume 6: VPM and Advanced Policy

Section E: Defining Exceptions

Table 4-1  Exceptions (Continued)

authentication redirect to_
virtual host
(HTTP Response Code: 302)

Transparent redirect authentication is being used.
This exception redirects the transaction to the
virtual authentication host.

authentication success
(HTTP Response Code: 302)

Transparent redirect authentication with cookies
is being used. This exception redirects the
transaction to the original request, but removes
the authentication cookie form the request URL.

authorization failed
(HTTP Response Code: 401)

The deny.unauthorized policy action is
matched. This exception notifies the user that
their currently authenticated identity is not
permitted to perform the requested operation,
but they might have some other credentials that
would allow their request through (for example.
they get an opportunity to enter new credentials).

bad credentials
(HTTP Response Code: 400)

The username or password were sent using an
invalid /unrecognized format. This can have two
causes:

* The username or password contains non-ASCII
characters, and the ProxySG is not configured
to use the same authentication character
encoding as is being used by the web browser.

® The username or password is too long. (The
limits for the username and password are 64
bytes each, after being translated to UTF-8.)

client failure limit
exceeded
(HTTP Response Code: 503)

Too many requests from your IP address
($ (client.address)) have failed.

configuration error
(HTTP Response Code: 403)

A configuration error on the ProxySG was
detected, and the requested operation could not
be handled because of the configuration error.
This exception is a likely indicator that the
administrator of the ProxySG must intervene to
resolve the problem.

connect method denied
(HTTP Response Code: 403)

A user attempted an CONNECT method to a
non-standard port when explicitly proxied. Blue
Coat does not allow CONNECT methods to non-
standard ports by default because it is considered
a security risk to do so.

content encoding error

(HTTP Response Code: 502)

A Web site presented a content encoding header
of one type but encoded the data differently
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content filter denied
(HTTP Response Code: 403)

A particular request is not permitted because of
its content categorization.

content filter unavailable
(HTTP Response Code: 403)

An external content-filtering service could not be
contacted, and the ProxySG is failing closed in
such a situation.

dns server failure
(HTTP Response Code: 503)

The request could not be processed because the
ProxySG was unable to communicate with the
DNS server in order to resolve the destination
address of the request.

dns unresolved hostname
(HTTP Response Code: 404)

The request could not be processed because the
ProxySG was unable to resolve the hostname in
the request with DNS.

dynamic bypass reload
(HTTP Response Code: 200)

The dynamic bypass policy action is matched.

gateway error

(HTTP Response Code: 504)

There was a network error while attempting to
communicate with the upstream gateway.

icap communication error
(HTTP Response Code: 504)

A network error occurred while the ProxySG was
attempting to communicate with an external
ICAP server.

icap error

(HTTP Response Code: 504)

A network problem occurred, the ICAP service
might be misconfigured, or the ICAP server
might have reported an error.

internal error
(HTTP Response Code: 500)

The ProxySG encountered an unexpected error
that resulted in the inability to handle the current
transaction.

invalid auth form
(HTTP Response Code: 403)

The submitted authentication form is invalid. The
form data must contain the username, password,
and valid original request information.

invalid request
(HTTP Response Code: 400)

The request received by the ProxySG was unable
to handle the request because it detected that
there was something fundamentally wrong with
the syntax of the request.

invalid response

(HTTP Response Code: 502)

The server's response could not be processed
because of a malformed response or a
misconfiguration.

license exceeded

(HTTP Response Code: 403)

Access is denied because a license has been
exceeded on the proxy, and the request is not
permitted.
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license expired
(HTTP Response Code: 403)

The requested operation cannot proceed because
it would require the usage of an unlicensed
feature.

method denied
(HTTP Response Code: 403)

The requested operation utilizes a method that
has been explicitly denied because of the service
properties associated with the request.

not implemented
(HTTP Response Code: 501)

The protocol cannot handle the requested
operation because it utilizes a feature that is not
currently implemented.

notify
(HTTP Response Code: 200)

Used internally by VPM. You do not need to
customize the text of this exception, since in this
case the entire HTML response is generated by
VPM and is not taken from the exception
definition.

notify missing cookie
(HTTP Response Code: 403)

This exception is returned when a VPM Notify
User action is being used to notify the user, and
the user has disabled cookies in the Web browser.

policy denied
(HTTP Response Code: 403)

policy deniedis a synonym for deny.

policy redirect
(HTTP Response Code: 302)

A redirect action is matched in policy.

radius_splash page

(HTTP Response Code: 200)

The user is authorized. Click the refresh button
on the browser to proceed to the requested site.
The user/session ID is $(x-radius-splash-
username)/$(x-radius-splash-session-id)

redirected stored requests
not supported
(HTTP Response Code: 403)

This applies to forms authentication with POST
requests only): The origin server returned a
redirect for the request. The ProxySG is
configured to not allow stored requests to be
redirected.

refresh
(HTTP Response Code: 200)

A refresh (using the HTTP Refresh: header)is
required. The refresh exception (by default)
refreshes the originally requested URL (or in
some cases, its post-imputed form).

server request limit
exceeded
(HTTP Response Code: 503)

Too many simultaneous requests are in progress
to S (url.host).

silent denied
(HTTP Response Code: 403)

An exception(silent denied) is matched in
policy. This exception is pre-defined to have no
body text, and is silent in that it results in only the
status code being sent to the client.
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Exceptions (Continued)

spoof authentication error

(HTTP Response Code: 500)

Internal error. The ProxySG encountered an
internal error while preparing to send the
username/password upstream. This error can
only occur when the ProxySG "spoof
authentication" feature is enabled.

ssl client cert expired:
Expired SSL Client
Certificate

(HTTP Response Code: 503)

A web site presents an incorrect or invalid
certificate or a configuration error has occurred.

ssl client cert ocsp check
failed

OCSP Error On Client
Certificate

(HTTP Response Code: 503)

An error occurred while checking the revocation
status of the certificate.

ssl client cert ocsp status
unknown:

Unknown OCSP Status of Client
Certificate

(HTTP Response Code: 503)

An OCSP check returned unknown status for a
client certificate.

ssl client cert revoked:
Revoked SSL Client
Certificate

(HTTP Response Code: 503)

The client presents a revoked certificate or a
configuration error has occurred.

ssl client cert untrusted
issuer

Untrusted SSL Client
Certificate

(HTTP Response Code: 503)

A Web site presents an incorrect or invalid
certificate or a configuration error has occurred.

ssl domain invalid:
SSL Certificate Host Mismatch
(HTTP Response Code: 409)

There was a failure contacting a web site through
HTTPS because the certificate has a common
name that does not match the web site's domain
name.

ssl failed:

SSL Certificate Verification
Error

(HTTP Response Code: 503)

A secure connection could not be established to
an web site. This typically occurs when a web site
that is not configured to accept SSL connections.

ssl server cert expired:
Expired SSL Server
Certificate

(HTTP Response Code: 503)

A Web site presents an incorrect or invalid
certificate or a configuration error has occurred.
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ssl server cert ocsp check
failed

OCSP Error On Server
Certificate

(HTTP Response Code: 503)

An error occurred while checking the revocation
status of the certificate.

ssl server cert ocsp status
unknown

Unknown OCSP Status of Server
Certificate

(HTTP Response Code: 503)

The server certificate revocation status is
unknown. This is caused by a certificate
revocation check for which the server does not
have a status.

ssl server cert revoked:
Revoked SSL Server
Certificate

(HTTP Response Code: 503)

A Web site presents a revoked certificate or a
configuration error has occurred.

ssl server cert untrusted
issuer:

Untrusted SSL Server
Certificate

(HTTP Response Code: 503)

A Web site presents an incorrect or invalid
certificate or a configuration error has occurred.

tcp _error
(HTTP Response Code: 503)

A network error occurred attempting to
communicate with an upstream host.

transformation error
(HTTP Response Code: 403)

The server sends an unknown encoding and the
ProxySG is configured to do content
transformation.

unsupported encoding
(HTTP Response Code: 406)

The client makes a request with an Accept-
Encoding: Identity;g=0, ..header. Only
uncompressed content is available in cache, the
ProxySG is not configured to compress the
content, or the compression license is expired, or
the client request results in to Accept-Encoding:
Identity; g=0 because of the combination of
request and configured policy.

unsupported protocol
(HTTP Response Code: 406)

The protocol used in the request is not
understood.

virus detected

(HTTP Response Code: 200)

Virus was detected in the content.

Most of the above exceptions can be initiated directly through the policy
exception property. However, some require additional state that makes initiating
them either problematic or out of context. The following are exceptions that
cannot be initiated through the exception property:

O authentication failed

O authentication failed password expired
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authentication redirect from virtual host
authentication redirect to virtual host
authentication success

dynamic_bypass reload

license expired

ssl domain invalid

ssl failed

o o o a o o a

To view the content of a built-in exception, enter the following commands at the
(config) prompt:

SGOS# (config) exceptions

SGOS# (config exceptions) show exceptions configuration error
configuration error exception:

all protocols:

summary text:

SG configuration error
details text:

Your request could not be processed because of a configuration
error: $(exception.last_error)
help text:

The problem is most likely because of a configuration error,
$ (exception.contact) and provide them with any pertinent information
from this message.
http protocol:

code: 403

User-Defined Exceptions

User-defined exceptions are created and deleted by the administrator. If a user-
defined exception is referenced by policy, it cannot be deleted. The default HTTP
response code for user-defined exceptions is 403.

Note: For users who are explicitly proxied and use Internet Explorer to request an
HTTPS URL, an exception body longer than 900 characters might be truncated.
The workaround is to shorten the exception body.

An exception body less than 512 characters might cause a page does not exist 404
error. If this occurs, use the exception.autopad (yes|no) property to pad the body
to more than 513 characters. For more information on the exception.autopad
property, refer to the Volume 10: Content Policy Language Guide.

About Exception Definitions
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Each exception definition (whether built-in or user-defined) contains the
following elements:

O Identifier—Identifies the type of exception. Table 4-1, "Exceptions” on page
193 lists the built-in exception types. For user-defined exceptions, the
identifier is the name specified upon creation.
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7 rormat—Defines the appearance of the exception. For an HTTP exception
response, the format is an HTML file. For other protocols, where the user
agents are not able to render HTML, the format is commonly a single line.

a3 summary—A short description of the exception that labels the exception cause.
For example, the default policy denied exception summary is “access

Denied”.

a3 Dpetails—The default text that describes reason for displaying the exception.
For example, the default policy denied exception (for the HTTP protocol)
detail is: Your request has been denied by system policy.

a9  Help—An informative description of common possible causes and potential
solutions for users to take. For example, if you want the categorization of a
URL reviewed, you can append the s (exception.category review url) and
$ (exception.category review message) substitutions to the
$ (exception.help) definition. You must first enable this capability through
content filtering configuration. For information on enabling review
categorization, refer to Volume 7: Managing Content.

a7 contact—Used to configure site-specific contact information that can be
substituted in all exceptions. Although it is possible to customize contact
information on a per-exception basis, customizing the top-level contact
information, which is used for all exceptions, is sufficient in most
environments.

A HTTP-Code—The HTTP response code to use when the exception is issued. For
example, the policy denied exception by default returns the 403 Forbidden
HTTP response code.

Important: Fields other than Format must be less than 8000 characters. If they are
greater than this, they are not displayed.

When defining the above fields, you can use substitution variables that are
particular to the given request. Some of the above fields are also available as

substitutions:

m) $ (exception.id)

a $ (exception.summary)
m) $ (exception.details)
) $ (exception.help)

m) $ (exception.contact)

Additionally, the Format, summary, Details, Help and Contact fields can be
configured specifically for HTTP, or configured commonly for all protocols.

The Format field, the body of the exception, is not available as a substitution.
However, the Format field usually includes other substitutions. For example, the
following is a simple HTML format:
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<html>

<title>$ (exception.id): $(exception.summary)</title>
<body><pre>

Request: $(method) $(url)

Details: $(exception.details)

Help: $(exception.help)

Contact: $(exception.contact)

</pre></body></html>

Some additionally useful substitutions related to exceptions are:

T $(exception.last_error)—For certain requests, the ProxySG determines
additional details on why the exception was issued. This substitution includes
that extra information.

0 $(exception.reason)—This substitution is determined internally by the
ProxySG when it terminates a transaction and indicates the reason that the
transaction was terminated. For example, a transaction that matches a DENY
ruleianohcy’haSitSS(exception.reason)SettO "Either 'deny' or

'exception' was matched in policy".

About the Exceptions Hierarchy
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Unlike the error pages in previous SGOS releases, exceptions are not required to
have its entire contents defined. Exceptions are stored in a hierarchical model, and
parent exceptions can provide default values for child exceptions. There are two
parent exceptions from which other exceptions are derived: exception.all and

exception.user-defined.all.

Each built-in and user-defined exception derives its default values from the a11
exception. For example, by default the built-in exceptions do not define the format
field. Instead, they depend on the a11 exception's format field definition. To
change the format text for all built-in and user-defined exceptions, customize the
format field for the a11 exception.

The user-defined.all exception is the parent of all user-defined exceptions, but it
is also a child of the a11 exception. Configuring exception.user-defined.all is
only necessary if you want certain fields to be common for all user-defined
exceptions, but not common for built-in exceptions.

The following example demonstrates using the exception inline command to
configure the $ (exception.contact) substitution for every HTTP exception:
# (config exceptions) inline http contact EOF
For assistance, contact <a
href="mailto:sysadmin@example.com">sysadmin</a>EOF
The following example configures a different $ (exception.contact) substitution
for every HTTP exception:
# (config exceptions) user-defined inline http contact EOF

For assistance, contact <a
href="mailto:policyadmin@example.com">policyadmin</a>EOF
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About the Exceptions Installable List

The Exceptions Installable List uses the Structured Data Language (SDL) format.
This format provides an effective method to express a hierarchy of key/value

pairs. For example, the following is SDL file before customization:

(exception.all
(format "This is an exception: $(exception.details)")
(details "M)
(exception.policy denied
(format "")
(

details "your request has been denied by system policy")

)

This SDL file defines an exception called policy denied that defines the

$ (exception.details) substitution as "Your request has been denied by system
policy". Because the exception does not define the format field, it inherits the
format field from its parent exception (exception.all). When the policy denied
exception is issued, the resulting text is: This is an exception: your request has

been denied by system policy.

Suppose you want to customize the $ (exception.contact) substitution for every

HTTP exception. Edit the exception.all component.

Note: The default HTTP format and built-in exception definitions have been

removed for example purposes.

(exception.all

details "")
format "$ (exception.id): $(exception.details)")
help ")
summary "")
http
(code "200"
(contact ""
(details ""
(

(
(
(
(
(
(

)
)
)
format <<EOF
<format removed>

EOF
)
(help "")
(summary "")
)
<built-in exceptions removed>

)

contact "For assistance, contact your network support team.")

To add the $ (exception.contact) information, modify the contact substitution

under the http node:

(exception.all

contact "For assistance, contact your network support team.")

(
(details "")

(format "$ (exception.id): $(exception.details)")
(help ")

(summary "")
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(http
(code "200")
(contact "For assistance, contact <a
href="mailto:sysadmin@example.com">sysadmin</a>")EOF
(details "")
(format <<EOF

<format removed>
EOF

)
(help "ll)
(summary "")

<built-in exceptions removed>
)
)

Consider the following conditions when modifying exception installable lists:

7 Every exception installable list must begin with a definition for
exception.all.

A In the exceptions’ installable list, all definitions must be enclosed by

exception.all and its accompanying closing parenthesis; that is,
(exception.all
(exception.policy denied)

)

a7 Keep the definition strings under the enclosed parentheses short, no longer
than one line if possible.

7  Blue Coat strongly recommends downloading the existing exceptions
installable list, then modifying it.

Creating or Editing Exceptions
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You can create or edit an exception with the CLI or with installable lists on the
Management Console.

Note: You cannot create user-defined exceptions for Patience Pages.

To create or edit an exception:

1. Atthe (config) prompt, enter the following commands:

SGOS# (config) exceptions

SGOS# (config exceptions) create definition name

SGOS# (config exceptions) edit definition name

SGOS# (config exceptions user-defined.definition name) http-code
numeric HTTP

response code

SGOS# (config exceptions user-defined.definition name) inline ?

contact Set the $(exceptions.contact) substitution

details Set the $ (exceptions.details) substitution

format Set the format for this exception

help Set the $ (exceptions.help) substitution

http Configure substitution fields for just HTTP exceptions
summary Set the $(exception.summary) substitution
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SGOS# (config exceptions user-defined.definition name) inline contact
eof

string eof

SGOS# (config exceptions user-defined.definition name) inline details
eof

string eof

SGOS# (config exceptions user-defined.definition name) inline format
eof

string eof

SGOS# (config exceptions user-defined.definition name) inline help eof
string eof

SGOS# (config exceptions user-defined definition name) inline summary
eof

string eof

2. (Optional) View the results.

SGOS# (config exceptions user-defined.test) show exceptions user-
defined. test
S (exception.id) :
test
$ (exception.summary) :
Connection failed
$ (exception.details) :
Connection failed with stack error
$ (exception.contact) :
Tech Support

To delete a user-defined exception:

From the (config) prompt, enter the following commands:

SGOS# (config) exceptions
SGOS# (config exceptions) delete exception name
ok

Note: You cannot delete a user-defined exception that is referenced by
policy. You must remove the reference to the exception from the policy
before deleting the exception.

Creating and Installing an Exceptions List
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The Management Console allows you to create and install exceptions with the
following methods:

a  Using the ProxySG Text Editor, which allows you to customize the existing
exceptions file.

7  Creating a local file on your local system; the ProxySG can browse to the
already-created file and install it.

7 Using a remote URL, where you place an already-created exceptions list on an
FTP or HTTP server to be downloaded to the ProxySG.

Note: A message is written to the event log when you install a list through the
ProxySG.
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When the Exceptions file is customized, it updates the existing exceptions already
on the ProxySG. The configuration remains in effect until it is overwritten by
another update; it can be modified or overwritten using CLI commands.

To install an exceptions definition:

1. Select Configuration > Policy > Exceptions.

Exceptions

- Install Exceptions

Install Exceptions Definitions From: Text Editor ~ » Install '<1 3
Femaote LIRL

2 ﬁw
Text Editor

r Wiew Exceptions

Wigw File: Currenk Exceptions w

2. From the Install Exceptions Definitions From drop-down list, select the method
used to install the exceptions configuration.

3. Click Install.

¢ Installing from a Remote URL:

Install Exceptions Definitions gl
Install Exceptions Definitions
Installation URL: | http:jserver.company  com/exceptions file. txt| Install m
a4 ] [ Cancel ]

Enter the fully-qualified URL, including the filename, where the
configuration is located. To view the file before installing it, click View.
Click Install. View the installation status; click OK.

¢ Installing by browsing to a Local File: Click Browse to bring up the Local
File Browse window.
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Import Exceptions:

Look in: | [ Custom Exceptions A
=1 = xeepkions %
:3 |'2=_<] Corpor ateException
My Recent
Documnents
—
Desktop

Browse for the file on the local system. Open it and click Install. When the
installation is complete, a results window opens. View the results, close
the window, and click Close.

¢ Installing a policy file using the ProxySG Text Editor:

Edit and Install the Exceptions Definitions

- Edit and Install the Exceptions Definitions

1. Edit the contents of the currently installed File in the box below,

2. Click Install to upload and install the: new contents, It can take some time For the upload ko complete,
Yaur browser may be unresponsive during the upload.

3, Once the installation is completed the resulks will be displayed in a new page, Close the results page
once you have finished viewing the results,

y A
{exception. server_request_limit_exceeded
{contack)
(details "Too many requests are in progress to ${url.host).")
(Format)
({help "Too many simultaneous requests are outstanding to this origin server,
The server might be under attack, Please try your request again later,™
(summary "Server Request Limit Excesded”)
(http
{code "S03") b

“:} 0K ‘ [ Close ]

In Structured Data Language (SDL) format, create a custom policy to be
installed (added to the existing exceptions file).

4. Click OK.

Viewing Exceptions
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You can view the exceptions defined on the ProxySG, including how the defined
HTML appears to users. The following are the viewable defined exception
components:

7 Current Exceptions—Displays all of the exceptions as they are currently defined.

3 Default Exceptions Source—Displays the default ProxySG exceptions.
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Exceptions Configuration—Displays a page from which you can click links to
view how exceptions appear in HTML to users.

Results of Exception Load—Displays the results of the last installable list load,
including any errors and warning to be fixed.

To view existing exceptions:

1.

Select Configuration > Policy > Exceptions.

Exceptions l

r Install Exceptions

Install Exceptions Definitions from: Text Editor W Install

r Wiew Exceptions

Wiew File: Current Exceptions v Wi B a—

Current Exceptions

2 Default Exceptions Source k
Exceptions Configuration
F.zsults of Exceptions Load
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From the View Exceptions field, View File drop-down list, select the page to view.
* Current Exceptions—Displays all of the exceptions as they are currently defined.
¢ Default Exceptions Source—Displays the default ProxySG exceptions.

* Exceptions Configuration—Displays a page from which you can click links to view
how exceptions appear in HTML to users.

* Results of Exception Load—Displays the results of the last installable list load,
including any errors and warning to be fixed.

Click View. An new browser appears with the current requested information.

Click Apply.
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Section F: Managing Peer-to-Peer Services

This section describes the Blue Coat solution for managing and blocking peer-to-
peer traffic.

About Peer-to-Peer Communications

The use of peer-to-peer (P2P) technologies and services consumes an estimated
60% of broadband ISP bandwidth. By design, most P2P services are port-agnostic,
which makes attempting to block them at the firewall extremely difficult. One
peer finds another IP address and port that is willing to share the file, but different
peers can use different ports. Furthermore, P2P is not based on any standards,
which makes it nearly impossible for network administrations to control or even
detect.

Although P2P provides some practical business uses in enterprises, unmanaged
P2P activity creates risks:

a  Excessive bandwidth consumptions affects mission-critical applications.

o  Exponential security risk of exposure to viruses, spyware, and other malicious
content.

A The threat of legal action concerning the unlawful downloading of
copyrighted music and movies.

Managing P2P is a dynamic challenge, as the administrator must be able to
evaluate both P2P use and enterprise requirements.

About The Blue Coat Solution

The ProxySG recognizes P2P activity relating to P2P file sharing applications. By
constructing policy, you can control, block, and log P2P activity and limit the
bandwidth consumed by P2P traffic.

Note: Neither caching nor acceleration are provided with this feature.

Supported Services
This version of SGOS supports the following P2P services:
0 FastTrack (Kazaa)
7  EDonkey
a BitTorrent
3

Gnutella

Note: Refer to the Release Notes for the most current list of P2P services and
versions the ProxySG supports.
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Deployment

To effectively manage P2P activity, the ProxySG must be deployed to intercept
outbound network traffic and the firewall configured to block outbound
connections that are not initiated by the ProxySG.

Notes:

A  The ProxySG intercepts outbound TCP network connections, as routed
through an L4 switch or a ProxySG in bridging mode.

7 Configure ProxySG HTTP, SOCKS, and TCP tunnel services for destination
ports to be monitored.

a Create firewall rules that allow only outbound connections that are initiated
by the ProxySG.

7 You can block all known P2P ports and define policy to stop P2P traffic
attempting to come through over HTTP

Note: This features does not include additional configurations for
intercepting or controlling UDP traffic.

Policy Control
This section lists the policy used to manage P2P.

VPM Support
The following VPM components relate to P2P control:
File Edit Policy Configuration “iew Help
'{‘\’ Add Rule = Delete Rule 4 Move Up & Maove Down % Install Palicy
Web Access Layer (13| Web Access Layer (2)
Ma, Source Destination Service Time Action Track Comment
1|Pip o |Any |@ Al pap |.0.ny |® Deny |None E

Figure 4-2 Web Access Layer Rule with P2P Objects

a3  Web Access Layer; Source column; P2P Client object. See "P2P Client" on page
65.

3 Web Access Layer, Service column; Client Protocols. See "Client Protocol" on
page 81.

CPL Support

CPL Triggers
O http.connect={yes | no}
O p2p.client={yes | no | bittorrent | edonkey | fasttrack | gnutella}
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CPL Properties

)

a
a
a
a

force protocol ()

detect protocol.protocol(yes | no)
detect protocol. [protocoll, protocol2, ...](yes | no)
detect protocol(all | none)

detect protocol (protocoll, protocol2, ...)

VVhere}HIﬁOCOIiS:http,bittorrent,edonkey fasttrack, Or gnutella.

The default is detect protocol (all).

Support CPL

The following properties can be used in conjunction with the P2P-specific CPL:

O allow, deny, force deny

A access_server (yes | no)—If the value is determined as no, the client is
disconnected.

(0 authenticate (realm)—Unauthenticated clients are disconnected.

O socks gateway(alias list | no)

O socks gateway.fail open(yes | no)

A forward(alias_list) | no)—Only forwarding hosts currently supported by
TCP tunnels are supported.

O forward.fail open(yes | no)

O reflect ip(auto | no | client | vip | ip address)

For complete CPL references, refer to Volume 10: Blue Coat ProxySG Content Policy

Language Guide.

Policy Example

The following policy example demonstrates how to deny network traffic that the
ProxySG recognizes as P2P:

<proxy>
p2p.client=yes deny

P2P History Statistics

You can construct policy that controls, blocks, and logs peer-to-peer (P2P) activity
and limits the bandwidth consumed by P2P traffic (refer to Volume 6: The Visual
Policy Manager and Advanced Policy for information about constructing P2P
policy). The following section explains how to view P2P statistics, using either the
Management Console or the CLI.
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Note: Some P2P statistics (P2P client connections and total bytes sent and
received over a period of time) can only be viewed through the Management
Console (see "P2P Clients" on page 212 and "P2P Bytes" on page 212, below).
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P2P Data

The P2P Data tab on the Management Console displays P2P statistics, either all
P2P services at once or one service at a time.

The following table details the statistics provided through the Management
Console P2P Data tab or through the CLI

Table 4-2 P2P Data Statistics

Current Tunneled Sessions

The current number of P2P client connections using
native transport.

Current HTTP Requests

The current number of HTTP requests from P2P
clients.

Total Tunneled Sessions

The cumulative number of P2P client connections
using native transport since the ProxySG was last
rebooted.

Total HTTP Requests

The cumulative number of HTTP requests from P2P
clients since the ProxySG was last rebooted.

Total Bytes Received

The total number of bytes received from all P2P
clients.

Total Bytes Sent

The total number of bytes sent to all P2P clients.

To view P2P data statistics:

1. Select Statistics > Protocol Details > P2P History > P2P Data.
The default view shows all P2P protocols.
Statistics Configuration Maintenance Health: Ol<

Traffic Mix '~/ p2PData ] PP clients | PP Bytes

Traffic History o

ADN Histur]r r PzP Skatistics

Bandwidth Mgmt.

ProxyClient History Protocal: [a] 3

Network £

Protocol details Current Tunneled Sessions: 30
CIFS History Current HTTP Requests: ]
HTTRIFTF History Total Tunneled Sessions: 1,544
I History | Tokal HTTP Requests: ]

, ';‘?PP'HH'T”W Tatal Bytes Received: 204,222

istary )
Shell History Tokal Bytes Sent: ]
S0CKS History
S5L Histary
Streaming History —| [ RER
2. (Optional) To view the statistics for a specific P2P protocol, make a selection

from the Protocol drop-down list.
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P2P Clients

The P2P Clients tab displays dynamic graphical statistics for client connections
received in the last 60-minute, 24-hour, or 30-day period.

Note: The P2P client statistics are available only through the Management
Console.

To view P2P client statistics:

1. Select Statistics > Protocol Details > P2P History > P2P Clients.

Statistics Configuration Maintenance Health: Q<

Traffic Mix | PPData P2P Clients ] P2P Bytes
Traffic History

ADN History Duration: |Last Hour — +

Bandwidth Mgmt. r Previous 60 minukes period

ProxyClient History
Network
Protocol details
ZIFS Histary
HTTRIFTP Histary
IM History
MAPI History EDonkey =0
. ! BitTarrent =5
» PP Histary
Shell Histary | JHIlIl 0
S0CKS History 60 45 30 15 il

100

SSL Histony

Streaming Histary

Cannt o —

Graph scale should: show all values - [ Help

2. (Optional) To set the graph scale to a different value, select a value from the
Graph scale should drop-down list.

P2P Bytes

The P2P Bytes tab displays dynamic graphical statistics for the total number of
bytes sent to and received from P2P clients in the last 60-minute, 24-hour, or 30-
day period.

Note: The P2P bytes statistics are available only through the Management
Console.

To view P2P byte statistics:
1. Select Statistics > Protocol Details > P2P History > P2P Bytes.
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Bandwidth Mgmt.

P2P Bytes

Statistics Configuration Maintenance
Traffic Mix = poata | PepClients
Traffic History
ADN Histur]r Duration: |Last Hour s«

Health: Q<

i . r Previous 60 minukes period
ProxyClient History

{kilobeytes)

Network
Protocol details

39

CIFS History
HTTRIFTR Histary

I Histary
MAPI History

» PZF History
Shell History

EDonkey =0
EitTorrent = 476

S0CKS Histary &0 45

30

15

J'>\§_D ]

S5L History

Streaming Histary Graph scale should:

show all values

vl

Help

2. (Optional) To set the graph scale to a different value, select a value from the

Graph scale should drop-down list.

Proxy Authentication

While P2P protocols do not support native proxy authentication, most P2P clients
support SOCKS v5 and HTTP 1.1 proxies. P2P proxy authentication is supported
only for clients using these protocols (that are configured for proxy

authentication).

For information about proxy authentication, refer to Volume 4: Securing the Blue
Coat ProxySG Appliance. For a list of P2P clients suspected of not supporting
SOCKS v5 with authentication, see the Release Notes for this release.

Access Logging

P2P activity is logged and reviewable. Refer to Volume 8: Access Logging.
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Section G: Managing QoS and Differential Services

This section describes how to create policy to manipulate Quality of Service (QoS)
information.

About The Blue Coat Solution

Beginning with SGOS 5.1.3, the ProxySG supports QoS detection, which is
becoming a more prevalent control point for network layer traffic. Previously, the
QoS information was lost—or not detected—when the ProxySG terminated the
client connection and issued a new connection to server. QoS support allows you
to create policy to examine the Type of Service (ToS) fields in the IP header to
determine the QoS of the bits. The policy then either tests and matches ToS
information and performs an action, or performs an action to manipulate ToS
information based on something else in the rule (such as a user group).

You can apply QoS policy to any protocol supported on the ProxySG.

About DSCP Values
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Policy matches are based on Differentiated Services Code Point (DSCP) values,
which network devices use to identify traffic to be handled with higher or lower
priority. Identifying and matching values might trigger defined policy actions
that either set a different DSCP value or preserve or echo existing DSCP values to
use for outbound connections, thus regulating the QoS for different user classes
(see descriptions in subsequent sections).

Note: The ProxySG policy requests a QoS level. Whether or not a level of QoS can
be achieved depends upon your network/router configurations, which must also
allow the level of requested QoS.

ToS is an eight-bit field in the IP header; the first six bits are used and the final two
are reserved for other TCP specification and control. The first six bits constitute
the DSCP value. For most networks, the DSCP values adhere to a standard set.
The following table lists these values.

Table 4-3 DSCP Values and Descriptions

Default 000000 (0) Best effort (Precedence 0)

Ccs1 001000 (8) Precedence 1

AF11 001010 (10) Assured Forwarding Class 1, Low Drop Rate
AF12 001100 (12) Assured Forwarding Class 1, Medium Drop Rate
AF13 001110 (14) Assured Forwarding Class 1, High Drop Rate
CS2 010000 (16) Precedence 2

AF21 010010 (18) Assured Forwarding Class 2, Low Drop Rate
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Table 4-3 DSCP Values and Descriptions (Continued)

AF22 010100 (20) Assured Forwarding Class 2, Low Drop Rate
AF23 010110 (22) Assured Forwarding Class 2, Low Drop Rate
CS3 011000 (24) Precedence 3

AF31 011010 (26) Assured Forwarding Class 3, Low Drop Rate
AF32 011100 (28) Assured Forwarding Class 3, Medium Drop Rate
AF33 011110 (30) Assured Forwarding Class 3, High Drop Rate
Ccs4 100000 (32) Precedence 4

AF41 100010 (34) Assured Forwarding Class 4, Low Drop Rate
AF42 100100 (36) Assured Forwarding Class 4, Medium Drop Rate
AF43 100110 (38) Assured Forwarding Class 4, High Drop Rate
Cs5 101000 (40) Precedence 5

EF 101110 (46) Expedited Forwarding—low drop rate, low latency
CS6 110000 (48) Precedence 6

CS7 111000 (56) Precedence 7

Note: Before creating policy, verify that your network adheres to these values.
Other DSCP values are possible. You can specify a numerical range from 0 to 63.
However, Blue Coat recommends using the above classifications, as most
applications are associated to these classes already, which makes defining policy

an easier task.

The conceptual definitions of the different classes are:

7 Best Effort—This is the default DSCP value if an application does not specify
any quality of service. The network delivers these packets if it can, but with no
special assigned priority. You can use other DSCP values to specify priorities
that are either above or below the Best Effort class; however, in most cases
DSCP is used to specify priorities that are better than Best Effort.

a  Class Selector—These values are defined in RFC 2474 and are designed to be
backward compatible with the older Precedence field defined in RFC 791.
Larger precedence values indicate packets that are more important than
packets with smaller values of precedence; therefore, low-valued packets are
dropped when a link becomes congested. Most common, Precedence 7 is
reserved for link-layer and routing protocol keep-alive messages, and
precedence 6 is reserved for other IP routing packets, both of which must get
through for the network to function correctly.
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a Assured Forwarding—This is defined in RFC 2597. Assured Forwarding (AF)
allows you to specify both the relative priority and the drop sensitivity of
traffic with a Precedence class. For example, AF31 specifies low drop-rate with
in the CS3 Precedence class.

7 Expedited Forwarding—This is defined in RFC 2598. Expedited Forwarding
(EF) is usually reserved for premium traffic, or traffic that requires a virtual
leased line. This traffic is higher priority than AF, but lower priority than
precedence 6 and 7 routing messages.

About QoS Policy Tasks
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This section describes what is achievable through QoS policy and provides basic
examples.

Testing Incoming QoS

Policy triggers test the incoming packets of a client request or a server response.
After the ProxySG identifies the DSCP value, other policy in the rule dictates
what, or if, any action is required. A common scenario is to create several
bandwidth classes (Configure > Bandwidth Mgmt > BWM Classes) and allow the DSCP
value to dictate which bandwidth applies to the transaction.

Example Policy

Three client connection DSCP Source objects associated with three bandwidth
management level Action objects.

Web Access Layer (1)

Ma, Saurce Destination Service Time Actian Track
1 ‘:'f CECQ DACP EF Ay Ay Ay . BWM_High Mone
z ‘:'f ClientDSCP C53 |any any Ay . BwM_Medium  [Mone
3 ‘:'E ClientDSCP C51 Ay Ay Ay s B _Liow Mone

Figure 4-3 A VPM example that tests QoS and assigns a BWM action
The above VPM example generates the following CPL:
<Proxy>
client.connection.dscp=(ef) limit bandwidth.client.outbound (High)

client.connection.dscp=(cs3,af31,af32,af33)
limit bandwidth.client.outbound (Medium)

client.connection.dscp=(csl) limit bandwidth.client.outbound (Low)

Caching Behavior

Detecting the QoS cannot occur for cached content. In the case of a cache hit,
when no server connection is established, no server connection DSCP value is
available for policy checks.
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Multiple Connections

Some services use multiple client to server connections. When a service uses
multiple connections, the triggers to test the inbound DSCP value apply to the
primary control connection, which is (usually) the first connection opened by the
client and the corresponding connection (if any) opened to the server. For
example:

7 FTP connections are comprised of a control connection and a data connection.

a IM connections involve connections to other hosts, such as chat buddies or file
sharing hosts.

Setting the Outgoing QoS

You can create policy to preserve, echo, or set the DSCP value.

Preserving the DSCP Value

This is the default ProxySG policy. Using the ProxySG as the frame of reference,
the Preserve property instructs the ProxySG to preserve the incoming client DSCP
values, on a per-packet basis, when making an outbound server connection and
preserve the inbound server values when sending traffic back to the client.

Preserving is valuable for protocols that have multiple connections. For example,
FTP connections consist of a control and a data connection; the independent
connections might have a differing DSCP values. Preserving the FTP connections
prevents the ProxySG from altering one or both of the connections and disrupting
the FTP protocol transmission.

While the default policy of preserving the QoS level passes traffic through
without any adjustments to QoS, this behavior is different than pre-SGOS 5.1.3
behavior in which QoS data was lost at the point where the ProxySG intercepted
the traffic. The preserve property allows for the monitoring of QoS-related
network information.

. . _ server.connection.dscp
client.connection.dscp =
(preserve)
TP o e ey FTP: Control: DCSP = CS3 E}
H - D H =
ata: DSCP = CS4 R —
P | —
[
— . —
client.connection.dscp server.connection.dscp = | —
(preserve) [ —
DCSP = Best Effort DCSP = Best Effort -

Figure 4—4 The ProxySG preserves client-to-server and server-to-client DSCP values (default)
Example Policy

<proxy>
client.connection.dscp (preserve) server.connection.dscp (preserve)
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Echoing the DSCP Value

Echoing is similar to preserving in that the outbound DSCP value remains the
same as the inbound connection. The difference is that the point of reference is the
ProxySG, not specifically the client-to-ProxySG connection. When policy is set to
echo, the ProxySG returns the client’s inbound DSCP back to the client or returns
the server's inbound DSCP back to the server.

A deployment for which echoing is useful is reverse proxy, in which you want to
let the client select the DSCP value in its request and then echo the reply back to
that client with the same DSCP, even if the server does not set any DSCP on the
packets it sends to the proxy.

The following diagram illustrates two different connections. The blue arrows
represent a connection initiated by a client, with the policy set to echo. The red
arrows represent a connection initiated by server, again with policy set to echo.
Regardless of the DCSP value of the response, the QoS of the ProxySG back to the
initiator remains the same as the sent value.

client.connection.dscp = echo E
DCSP =EF Any —

< > —
<
DCSP = EF DCSP =CS3 ,  —

» E

< —
Any server.connection.dscp = echo -

DCSP =CS3
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Figure 4-5 Echoing DSCP values

Example Policy

<proxy>
user=A client.connection.dscp (echo)

Setting the DSCP Value

QoS policy properties allow you to set outgoing (with the ProxySG as the point of
reference) DSCP values. At present, the ProxySG supports setting one DSCP value
for all connections in a transaction (the only exception is the preserve property). If
a cache hit occurs for one of the connection types, thus negating the requirement
for a server connection, the default value (Best Effort) is assigned.

In the following diagram, the ProxySG intercepts a request that has a default QoS
level of Best Effort. The ProxySG then initiates the server request at QoS level
cs4.

DSCP = Best Effort server.connection.dscp =
= CSP = CS4 ——|
€8
User -/ =
Server

Figure 4—6 Setting an ProxySG-to-server connection DSCP value
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Real Solutions: Combining QoS Policies

Applying QoS policies to different connections in your network helps control
traffic network traffic flow. Consider the following example:

a A branch sales office is comprised of a VP of Sales and various sales
personnel. The VP requires a moderately higher QoS server connection.

7 The office has a ProxySG 200-C deployed as its WAN proxy.

A At the core offices, a ProxySG 810 fronts a database server farm, which
contains inter-company collateral.

Therefore, the policy instructs the ProxySG 200-C to echo the connections between
the clients and the proxy; that is, they receive the same QoS level as they
requested over the WAN. Then, the policy instructs the ProxySG 200-C to make
the server connection with a QoS level of cs2, except when user vp_sales is
identified. The VP is granted a QoS level of cs4, which in this case is defined as a
higher QoS than cs2. The following diagram illustrates this example.

Branch

Office Core Office

server.connection.dscp =

SEs N R =
_ > =
client.connection.dscp = echo ‘G E ( ) > e, <—> =

— _J
SG 210 server.con?éc/tion.dscp = SG810

Q — DCSP = CS4
w—

VP Sales -

Figure 4-7 Setting DSCP values, based on user level, from the ProxySG appliance to users

Example Policy

<proxy>

client.connection.dscp (echo)

user=vp sales server.connection.dscp (CS4)
server.connection.dscp (cs2)

DSCP for ADN Tunnels

Through policy, you can manage DSCP values for upstream and downstream
server connections over ADN tunnels. This was not achievable in SGOS 5.1.x.

Policy Components
This section lists the existing VPM and CPL policy components.

219



Volume 6: VPM and Advanced Policy

Section G: Managing QoS and Differential Services

VPM QObjects

Objects: (the cross-references are to the object descriptions in Chapter 3: "The
Visual Policy Manager" on page 29):

a7 "Client Connection DSCP Trigger" on page 66—Web Access, DNS Access layers:
Source column.

a  "Server Connection DSCP Trigger" on page 78—Web Access, DNS Access, Web
Content, Forwarding layers: Destination column.

a  "Set Server Connection DSCP Value" on page 126—Web Access, DNS Access,
Web Content, Forwarding layers: Destination column.

a7 "Set Client Connection DSCP Value" on page 125—Web Access, DNS Access
layers: Action column.

a  "Set Server Connection DSCP Value" on page 126—Web Access, Forwarding
layers: Action column.

a7  "Set ADN Connection DSCP" on page 127—Forwarding layer: Action column.

VPM Example

The following VPM screen illustrates configuring a Web Access rule to set the
DSCP value for P2P connections to Best Effort (no priority).

Fle Edit Policy Configuration View Help
"' Acdd Rule =g Delete Rule 4+ Move Up & Mowve Down %

FTPMTTP Limitations | HTTP P2P DECP |

Mo. Source Destination Service Time Arction Track
R R YT - [

B2 Add Server Connection DSCP Value Object rg|

Marne: | ServerConnectionDECPYaluet |

O Echo the inbound packet's DECP value

() Preserve the incoming DSCP value
® Dsi:%name Best Effort %
() DSCP walue (0-63) |:|

-

[ o J[ cma | [ e |

._.||L_J

Figure 4-8 Setting the action to Best Effort
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CPL Components
The following are the CPL triggers and properties:

Triggers

A client.connection.dscp = 0..63 | afll | afl2 | afl3 | af2l | af22 |
af23 | af31 | af32 | af33 | af4l | af42 | af43 | best-effort | csl |
cs2 | ¢cs3 | csd4 | cs5 | ¢cs6 | cs7 | ef

Valid layersz <proxy>, <dns-proxy>, <forward>

O server.connection.dscp = 0..63 | afll | afl2 | afl3 | af2l | af22 |
af23 | af31 | af32 | af33 | af4l | af42 | af43 | best-effort | csl |
cs2 | cs3 | cs4 | cs5 | ¢cs6 | cs7 | ef

Valid layers: <proxy>, <dns-proxy>, <cache>

Properties

O adn.connection.dscp(0..63 | afll | afl2 | afl3 | af2l | af22 | af23 |
af3l | af32 | af33 | afd4l | af42 | af43 | best-effort | csl | cs2 | cs3
| cs4 | cs5 | cs6 | cs7 | ef | preserve)

Valid layers: <forward>

A client.connection.dscp(0..63 | afll | afl2 | afl3 | af21 | af22 | af23
| af31 | af32 | af33 | af4l | af42 | af43 | best-effort | csl | cs2 |
cs3 | cs4 | ¢cs5 | cs6 | ¢s7 | ef | echo | preserve)

Valid layersz <proxy>, <dns-proxy>

O server.connection.dscp(0..63 | afll | afl2 | afl3 | af2l | af22 | af23
| af31 | af32 | af33 | afd4l | afd42 | af43 | best-effort | csl | cs2 |
cs3 | cs4 | cs5 | cs6 | ¢cs7 | ef | echo | preserve)

Valid layers: <proxy>, <dns-proxy>, <cache>, <forward>

Access Logging
The following access log formats are associated with QoS activity:
A3  x-cs-connection-dscp: The incoming client DSCP value.
a7  x-rs-connection-dscp: The incoming server DSCP value.

O x-sc-connection-dscp-decision: The client.connection.dscp () property
Value, Or preserve Or echo.

A x-sr-connection-dscp-decision: The server.connection.dscp () property
Value, Or preserve OF echo.
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access control list—Allows or denies specific IP addresses access to a server.

access log—A list of all the requests sent to a ProxySG. You can read an access
log using any of the popular log-reporting programs. When a client uses HTTP
streaming, the streaming entry goes to the same access log.

account—A named entity that has purchased the ProxySG or the Entitlements
from Blue Coat.

activation code—A string of approximately 10 characters that is generated and
mailed to customers when they purchase the ProxySG.

active content stripping—Provides a way to identify potentially dangerous mobile
or active content and scripts, and strip them out of a response.

active content types—Used in the Visual Policy Manager. Referring to Web
Access policies, you can create and name lists of active content types to be
stripped from Web pages. You have the additional option of specifying a
customized message to be displayed to the user

administration access policy—A policy layer that determines who can access the
ProxySG to perform administrative tasks.

administration authentication policy—A policy layer that determines how
administrators accessing the ProxySG must authenticate.

AJAX—Acronym for Asynchronous JavaScript and XML, the technology used
for live updating of Web objects without having to reload the entire page.

Application Delivery Network (ADN)—A WAN that has been optimized for
acceleration and compression by Blue Coat. This network can also be secured
through the use of appliance certificates. An ADN network is composed of an
ADN manager and backup ADN manager, ADN nodes, and a network
configuration that matches the environment.

ADN backup manager—Takes over for the ADN manager in the event it becomes
unavailable. See ADN manager.

ADN manager—Responsible for publishing the routing table to SG Clients (and
to other ProxySG appliances).

ADN optimize attribute—Controls whether to optimize bandwidth usage when
connecting upstream using an ADN tunnel.

A record—The central records of DNS, which link a domain or subdomain to an
IP address. An A record can correspond to a single IP address or many IP
addresses.

asx rewrite—Allows you to rewrite URLs and then direct a client's subsequent
request to the new URL. One of the main applications of ASX file rewrites is to
provide explicit proxy-like support for Windows Media Player 6.4, which
cannot set explicit proxy mode for protocols other than HTTP.
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audit—A log that provides a record of who accessed what and how.

authenticate-401 attribute—All transparent and explicit requests received on the port
always use transparent authentication (cookie or IP, depending on the
configuration). This is especially useful to force transparent proxy authentication
in some proxy-chaining scenarios

authenticated content—Cached content that requires authentication at the origin
content server (OCS). Supported authentication types for cached data include
basic authentication and IWA (or NTLM).

authentication—Allows you to verify the identity of a user. In its simplest form, this
is done through usernames and passwords. Much more stringent authentication
can be employed using digital certificates that have been issued and verified by a
Certificate Authority. See also basic authentication, proxy authentication, and SSL
authentication.

authentication realm—Authenticates and authorizes users to access SG services
using either explicit proxy or transparent proxy mode. These realms integrate
third-party vendors, such as LDAP, Windows, and Novell, with the Blue Coat
operating system.

authorization—The permissions given to an authenticated user.

bandwidth—The amount of data you can send through a network or modem
connection, usually measured in bits per second (bps).

bandwidth class—A defined unit of bandwidth allocation.

bandwidth class hierarchy—A gouping of bandwidth classes into a tree structure
that specifies the relationship among different classes. You create a hierarchy by
creating at least one parent class and assigning other classes as its children.

bandwidth gain—Bandwidth gain is a calculation of the savings that occur when
bandwidth is not consumed as a result of some form of optimization.

For example, bandwidth gain for active sessions is calculated by subtracting the
number of client bytes from the number of server bytes and dividing the result by
the number of server bytes.

(Client Bytes - Server Bytes) / Server Bytes

bandwidth management—Classify, control, and, if needed, limit the amount of
bandwidth used by network traffic flowing in or out of a ProxySG.

basic authentication—The standard authentication for communicating with the
target as identified in the URL.

BCAAA—Blue Coat Authentication and Authorization Agent. Allows SGOS 5.x to
manage authentication and authorization for IWA, CA eTrust SiteMinder realms,
Oracle COREid, Novell, and Windows realms. The agent is installed and

configured separately from SGOS 5.x and is available from the Blue Coat Web site.

BCLP—BIlue Coat Licensing Portal.

byte-range support—The ability of the ProxySG to respond to byte-range requests
(requests with a Range : HTTP header).



cache—An "object store," either hardware or software, that stores information
(objects) for later retrieval. The first time the object is requested, it is stored,
making subsequent requests for the same information much faster.

A cache helps reduce the response time and network bandwidth consumption on
future, equivalent requests. The ProxySG serves as a cache by storing content
from many users to minimize response time and prevent extraneous network
traffic.

cache control—Allows you to configure which content the ProxySG stores.

cache efficiency—A tab found on the Statistics pages of the Management Console
that shows the percent of objects served from cache, the percent loaded from the
network, and the percent that were non-cacheable.

cache hit—Occurs when the ProxySG receives a request for an object and can serve
the request from the cache without a trip to the origin server.

cache miss—Occurs when the ProxySG receives a request for an object that is not
in the cache. The ProxySG must then fetch the requested object from the origin
server.

cache object—Cache contents includes all objects currently stored by the ProxySG.
Cache objects are not cleared when the ProxySG is powered off.

Certificate Authority (CA)—A trusted, third-party organization or company that
issues digital certificates used to create digital signatures and public key/private
key pairs. The role of the CA is to guarantee that the individuals or company
representatives who are granted a unique certificate are who they claim to be.

child class (bandwidth gain)—The child of a parent class is dependent on that parent
class for available bandwidth (they share the bandwidth in proportion to their
minimum/maximum bandwidth values and priority levels). A child class with
siblings (classes with the same parent class) shares bandwidth with those siblings
in the same manner.

cipher suite—Specifies the algorithms used to secure an SSL connection. When a
client makes an SSL connection to a server, it sends a list of the cipher suites that it
supports.

client consent certificates—A certificate that indicates acceptance or denial of
consent to decrypt an end user's HTTPS request.

client-side transparency—A way of replacing the ProxySG IP address with the Web
server IP address for all port 80 traffic destined to go to the client. This effectively
conceals the ProxySG address from the client and conceals the identity of the
client from the Web server.

concentrator—A ProxySG, usually located in a data center, that provides access to
data center resources, such as file servers.

content filtering—A way of controlling which content is delivered to certain users.
ProxySG appliances can filter content based on content categories (such as
gambling, games, and so on), type (such as http, ftp, streaming, and mime type),
identity (user, group, network), or network conditions. You can filter content
using vendor-based filtering or by allowing or denying access to URLs.
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default boot system—The system that was successfully started last time. If a system
fails to boot, the next most recent system that booted successfully becomes the
default boot system.

default proxy listener—See proxy service (default).

denial of service (DoS)—A method that hackers use to prevent or deny legitimate
users access to a computer, such as a Web server. DoS attacks typically send many
request packets to a targeted Internet server, flooding the server's resources and
making the system unusable. Any system connected to the Internet and equipped
with TCP-based network services is vulnerable to a DoS attack.

The ProxySG resists DoS attacks launched by many common DoS tools. With a
hardened TCP/IP stack, the ProxySG resists common network attacks, including
traffic flooding.

destination objects—Used in Visual Policy Manager. These are the objects that
define the target location of an entry type.

detect protocol attribute—Detects the protocol being used. Protocols that can be
detected include: HTTP, P2P (eDonkey, BitTorrent, FastTrack, Gnutella), SSL, and
Endpoint Mapper.

diagnostic reporting—Found in the Statistics pane, the Diagnostics tab allows you to
control whether Daily Heartbeats and/or Blue Coat Monitoring are enabled or
disabled.

directives—Commands used in installable lists to configure forwarding and
SOCKS gateway.

DNS access—A policy layer that determines how the ProxySG processes DNS
requests.

domain name system (DNS)—An Internet service that translates domain names into
IP addresses.

dynamic bypass—Provides a maintenance-free method for improving performance
of the ProxySG by automatically compiling a list of requested URLs that return
various kinds of errors.

dynamic real-time rating (DORTR)—Used in conjunction with the Blue Coat Web Filter
(BCWF), DRTR (also known as dynamic categorization) provides real-time analysis
and content categorization of requested Web pages to solve the problem of new
and previously unknown uncategorized URLs—those not in the database.

When a user requests a URL that has not already been categorized by the BCWF
database (for example, a brand new Web site), the ProxySG dynamic
categorization service analyzes elements of the requested content and assigns a
category or categories. The dynamic service is consulted only when the installed
BCWF database does not contain category information for an object.

early intercept attribute—Controls whether the proxy responds to client TCP
connection requests before connecting to the upstream server. When early
intercept is disabled, the proxy delays responding to the client until after it has
attempted to contact the server.



ELFF-compatible format—A log type defined by the W3C that is general enough to
be used with any protocol.

emulated certificates—Certificates that are presented to the user by the ProxySG
when intercepting HTTPS requests. Blue Coat emulates the certificate from the
server and signs it, copying the subjectName and expiration. The original
certificate is used between the ProxySG and the server.

encrypted log—A log is encrypted using an external certificate associated with a
private key. Encrypted logs can only be decrypted by someone with access to the
private key. The private key is not accessible to the ProxySG.

EULA—End user license agreement.

event logging—Allows you to specify the types of system events logged, the size of
the event log, and to configure Syslog monitoring. The ProxySG can also notify
you by email if an event is logged. See also access logging.

explicit proxy—A configuration in which the browser is explicitly configured to
communicate with the proxy server for access to content. This is the default for
the ProxySG and requires configuration for both the browser and the interface
card.

extended log file format (ELFF)—A variant of the common log file format, which has
two additional fields at the end of the line—the referer and the user agent fields.

fail open/closed—Failing open or closed applies to forwarding hosts and groups
and SOCKS gateways. Fail open or closed applies when health checks are
showing sick for each forwarding or SOCKS gateway target in the applicable fail-
over sequence. If no systems are healthy, the ProxySG fails open or closed,
depending on the configuration. If closed, the connection attempt simply fails.

If open, an attempt is made to connect without using any forwarding target (or
SOCKS gateway). Fail open is usually a security risk; fail closed is the default if no
setting is specified.

filtering—See content filtering.

forward proxy—A proxy server deployed close to the clients and used to access
many servers. A forward proxy can be explicit or transparent.

FTP—See Native FTP and Web FTP.

gateway—A device that serves as entrance and exit into a communications
network.

hardware serial number—A string that uniquely identifies the ProxySG; it is assigned
to each unit in manufacturing.

health check tests—The method of determining network connectivity, target
responsiveness, and basic functionality. The following tests are supported:
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e ICMP
e TCP

e SSL

e HTTP
e HTIPS
e Group

¢ Composite and reference to a composite result
o ICAP

¢ Websense

¢ DRITR rating service

health check type—The kind of device or service the specific health check tests. The
following types are supported:

¢ Forwarding host and forwarding group

* SOCKS gateway and SOCKS gateway group

¢ CAP service and ICAP service group

¢ Websense off-box service and Websense off-box service group
¢ DRTR rating service

¢ User-defined host and a user-defined composite

heartbeat—Messages sent once every 24 hours that contain the statistical and
configuration data for the ProxySG, indicating its health. Heartbeats are
commonly sent to system administrators and to Blue Coat. Heartbeats contain no
private information, only aggregate statistics useful for pre-emptively diagnosing
support issues.

The ProxySG sends emergency heartbeats whenever it is rebooted. Emergency
heartbeats contain core dump and restart flags in addition to daily heartbeat
information.

host affinity—The attempt to direct multiple connections by a single user to the
same group member. Host affinity is closely tied to load balancing behavior; both
should be configured if load balancing is important.

host affinity timeout—The host affinity timeout determines how long a user remains
idle before the connection is closed. The timeout value checks the user's IP
address, SSL ID, or cookie in the host affinity table.

inbound traffic (bandwidth gain)—Network packets flowing into the ProxySG.
Inbound traffic mainly consists of the following:

¢ Server inbound: Packets originating at the origin content server (OCS) and
sent to the ProxySG to load a Web object.



¢ C(Client inbound: Packets originating at the client and sent to the ProxySG
for Web requests.

installable list—A list of configuration parameters that can be created using a text
editor (either Blue Coat or another text editor) or through the CLI inline
commands. The list can then be downloaded to the ProxySG from an HTTP server
or locally from your PC. Configurations that can be created and installed this way
include the SG Client, archiving, forwarding hosts, SOCKS gateways, ICP, policy
files, and exceptions.

integrated host timeout—An integrated host is an origin content server (OCS) that
has been added to the health check list. The host, added through the
integrate new hosts property, ages out of the integrated host table after
being idle for the specified time. The default is 60 minutes.

intervals—Time period from the completion of one health check to the start of the
next health check.

IP reflection—Determines how the client IP address is presented to the origin server
for explicitly proxied requests. All proxy services contain a reflect-ip attribute,
which enables or disables sending of client's IP address instead of the IP address
of the ProxySG.

issuer keyring—The keyring used by the ProxySG to sign emulated certificates. The
keyring is configured on the appliance and managed through policy.

licensable component (LC)—(Software) A subcomponent of a license; it is an option
that enables or disables a specific feature.

LCAMS—License Configuration and Management System.

license—Provides both the right and the ability to use certain software functions
within a ProxyAV (or ProxySG) appliance. The license key defines and controls
the license, which is owned by an account.

listener—The service that is listening on a specific port. A listener can be identified
by any destination IP/subnet and port range. Multiple listeners can be added to
each service.

live content—Also called live broadcast. Used in streaming, it indicates that the
content is being delivered fresh.

LKF—License key file.

load balancing—A way to share traffic requests among multiple upstream systems
or multiple IP addresses on a single host.

local bypass list—A list you create and maintain on your network. You can use a
local bypass list alone or in conjunction with a central bypass list.

local policy file—Written by enterprises (as opposed to the central policy file written
by Blue Coat); used to create company- and department-specific advanced
policies written in the Blue Coat Policy Language (CPL).

229



Volume 6: VPM and Advanced Policy

230

log facility—A separate log that contains a single logical file and supports a single
log format. It also contains the file’s configuration and upload schedule
information as well as other configurable information such as how often to rotate
(switch to a new log) the logs at the destination, any passwords needed, and the
point at which the facility can be uploaded.

log format—The type of log that is used: NCSA /Common, SQUID, ELFF,
SurfControl, or Websense.

The proprietary log types each have a corresponding pre-defined log format that
has been set up to produce exactly that type of log (these logs cannot be edited). In
addition, a number of other ELFF type log formats are also pre-defined (im, main,
p2p, ssl, streaming). These can be edited, but they start out with a useful set of log
fields for logging particular protocols understood by the ProxySG. It is also
possible to create new log formats of type ELFF or Custom which can contain any
desired combination of log fields.

log tail—The access log tail shows the log entries as they get logged. With high
traffic on the ProxySG, not all access log entries are necessarily displayed.
However, you can view all access log information after uploading the log.

MACH5—SGOS 5 MACHS5 Edition.

Management Console—A graphical Web interface that lets you to manage,
configure, monitor, and upgrade the ProxySG from any location. The
Management Console consists of a set of Web pages and Java applets stored on
the ProxySG. The appliance acts as a Web server on the management port to serve
these pages and applets.

management information base (MIB)—Defines the statistics that management systems
can collect. A managed device (gateway) has one or more MIBs as well as one or
more SNMP agents, which implements the information and management
functionality defined by a specific MIB.

maximum object size—The maximum object size stored in the ProxySG. All objects
retrieved that are greater than the maximum size are delivered to the client but are
not stored in the ProxySG.

Media Access Control (MAC) address—A unique value associated with a network
adapter; also known as hardware address or physical address. For the ProxySG, it
is a hardware address that is stored in each network card (such as an SSL
accelerator card or a Quad GigE Fiber LX card) on the ProxySG. The MAC
address uniquely identifies an adapter on a LAN and is a 12-digit hexadecimal
number (48 bits in length).

MIME/FILE type filtering—Allows organizations to implement Internet policies for
both uploaded and downloaded content by MIME or FILE type.

multi-bit rate—The capability of a single stream to deliver multiple bit rates to
clients requesting content from ProxySG appliances from within varying levels of
network conditions (such as different connecting bandwidths and traffic).

multicast—Used in streaming; the ability for hundreds or thousands of users to
play a single stream.



multicast aliases—Used in streaming; a streaming command that specifies an alias
for a multicast URL to receive an .nsc file. The .nsc files allows the multicast
session to obtain the information in the control channel

multicast station—Used in streaming; a defined location on the proxy where the
Windows Media player can retrieve streams. A multicast station enables multicast
transmission of Windows Media content from the cache. The source of the
multicast-delivered content can be a unicast-live source, a multicast (live) source,
and simulated live (video-on-demand content converted to scheduled live
content).

multimedia content services—Used in streaming; multimedia support includes Real
Networks, Microsoft Windows Media, Apple QuickTime, MP3, and Flash.

name inputing—Allows a ProxySG to resolve host names based on a partial name
specification. When a host name is submitted to the DNS server, the DNS server
resolves the name to an IP address. If the host name cannot be resolved, Blue Coat
adds the first entry in the name-inputing list to the end of the host name and
resubmits it to the DNS server

native FTP—Native FTP involves the client connecting (either explicitly or
transparently) using the FTP protocol; the ProxySG then connects upstream
through FTP (if necessary).

NCSA common log format—Blue Coat products are compatible with this log type,
which contains only basic HTTP access information.

network address translation (NAT)—The process of translating private network (such
as intranet) IP addresses to Internet IP addresses and vice versa. This
methodology makes it possible to match private IP addresses to Internet IP
addresses even when the number of private addresses outnumbers the pool of
available Internet addresses.

non-cacheable objects—A number of objects are not cached by the ProxySG because
they are considered non-cacheable. You can add or delete the kinds of objects that
the appliance considers non-cacheable. Some of the non-cacheable request types
are:

¢ Pragma no-cache, requests that specify non-cached objects, such as when
you click refresh in the Web browser.

¢ Password provided, requests that include a client password.
¢ Data in request that include additional client data.
¢ Not a GET request.

.nsc file—Created from the multicast station definition and saved through the
browser as a text file encoded in a Microsoft proprietary format. Without an .nsc
file, the multicast station definition does not work.
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NTP—To manage objects in an appliance, a ProxySG must know the current
Universal Time Coordinates (UTC) time. By default, the ProxySG attempts to
connect to a Network Time Protocol (NTP) server to acquire the UTC time. The
ProxySG includes a list of NTP servers available on the Internet, and attempts to
connect to them in the order they appear in the NTP server list on the NTP tab.

object (used in caching)—An object is the item that is stored in an appliance. These
objects can be frequently accessed content, content that has been placed there by
content publishers, or Web pages, among other things.

object (used in Visual Policy Manager)—An object (sometimes referred to as a
condition) is any collection or combination of entry types you can create
individually (user, group, IP address/subnet, and attribute). To be included in an
object, an item must already be created as an individual entry.

object pipelining—This patented algorithm opens as many simultaneous TCP
connections as the origin server will allow and retrieves objects in parallel. The
objects are then delivered from the appliance straight to the user's desktop as fast
as the browser can request them.

Online Certificate Status Protocol (OCSP)— An Internet protocol used for obtaining the
revocation status of an X.509 digital certificate. OCSP was created as an
alternative to certificate revocation lists (CRL), specifically addressing certain
problems associated with using CRLs in a public key infrastructure (PKI). OCSP
servers are called OCSP responders due to the request/response nature of these
messages.

origin content server (OCS)—Also called origin server. This is the original source of
the content that is being requested. An appliance needs the OCS to acquire data
the first time, to check that the content being served is still fresh, and to
authenticate users.

outbound traffic (bandwidth gain)—Network packets flowing out of the ProxySG.
Outbound traffic mainly consists of the following:

¢ C(Client outbound: Packets sent to the client in response to a Web request.

* Server outbound: Packets sent to an OCS or upstream proxy to request a
service.

PAC (Proxy AutoConfiguration) scripts—QOriginally created by Netscape, PACs are a
way to avoid requiring proxy hosts and port numbers to be entered for every
protocol. You need only enter the URL. A PAC can be created with the needed
information and the local browser can be directed to the PAC for information
about proxy hosts and port numbers.

packet capture (PCAP)—Allows filtering on various attributes of the Ethernet frame
to limit the amount of data collected. You can capture packets of Ethernet frames
going into or leaving a ProxySG.



parent class (bandwidth gain)—A class with at least one child. The parent class must
share its bandwidth with its child classes in proportion to the minimum/
maximum bandwidth values or priority levels.

passive mode data connections (PASV)—Data connections initiated by an FTP client to
an FTP server.

pipelining—See object pipelining.
policies—Groups of rules that let you manage Web access specific to the needs of
an enterprise. Policies enhance ProxySG feature areas such as authentication and

virus scanning, and let you control end-user Web access in your existing
infrastructure.

policy-based bypass list—Used in policy. Allows a bypass based on the properties of
the client, unlike static and dynamic bypass lists, which allow traffic to bypass the
appliance based on destination IP address. See also dynamic bypass.

policy layer—A collection of rules created using Blue Coat CPL or with the VPM.

pragma: no cache (PNC)—A metatag in the header of a request that requires the
appliance to forward a request to the origin server. This allows clients to always
obtain a fresh copy.

proxy—Caches content, filters traffic, monitors Internet and intranet resource
usage, blocks specific Internet and intranet resources for individuals or groups,
and enhances the quality of Internet or intranet user experiences.

A proxy can also serve as an intermediary between a Web client and a Web server
and can require authentication to allow identity-based policy and logging for the
client.

The rules used to authenticate a client are based on the policies you create on the
ProxySG, which can reference an existing security infrastructure—LDAP,
RADIUS, IWA, and the like.

Proxy Edition—SGOS 5 Proxy Edition.

proxy service—The proxy service defines the ports, as well as other attributes. that
are used by the proxies associated with the service.

proxy service (default)—The default proxy service is a service that intercepts all
traffic not otherwise intercepted by other listeners. It only has one listener whose
action can be set to bypass or intercept. No new listeners can be added to the
default proxy service, and the default listener and service cannot be deleted.
Service attributes can be changed.

ProxySG—A Blue Coat security and cache box that can help manage security and
content on a network.

public key certificate—An electronic document that encapsulates the public key of
the certificate sender, identifies this sender, and aids the certificate receiver to
verify the identity of the certificate sender. A certificate is often considered valid if
it has been digitally signed by a well-known entity, which is called a Certificate
Authority (such as VeriSign).

public virtual IP (VIP)—Maps multiple servers to one IP address and then propagates
that information to the public DNS servers. Typically, there is a public VIP known
to the public Internet that routes the packets internally to the private VIP. This
enables you to “hide” your servers from the Internet.
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real-time streaming protocol (RTSP)—A standard method of transferring audio and
video and other time-based media over Internet-technology based networks. The
protocol is used to stream clips to any RTP-based client.

reflect client IP attribute—Enables the sending of the client's IP address instead of the
SG's IP address to the upstream server. If you are using an application delivery
network (ADN), this setting is enforced on the concentrator proxy through the
Configuration > App. Delivery Network > Tunneling tab.

registration—An event that binds the appliance to an account, that is, it creates the
Serial#, Account association.

remote authentication dial-in user service (RADIUS)—Authenticates user identity via
passwords for network access.

Return to Sender (RTS)—A way of allowing outgoing TCP packets to use the same
network interface on which the corresponding incoming TCP packets arrived.
The destination Media Acess Control (MAC) address for the outgoing packets is
the same as the source MAC address of the incoming packets. See also Media
Access Control (MAC) address.

reverse proxy—A proxy that acts as a front end to a small number of predefined
servers, typically to improve performance. Many clients can use it to access the
small number of predefined servers.

routing information protocol (RIP)—Designed to select the fastest route to a
destination. RIP support is built into ProxySG appliances.

router hops—The number of jumps a packet takes when traversing the Internet.
RTS—See Return to Sender.

secure shell (SSH)—Also known as Secure Socket Shell. SSH is an interface and
protocol that provides strong authentication and enables you to securely access a
remote computer. Three utilities—login, ssh, and scp—comprise SSH. Security via
SSH is accomplished using a digital certificate and password encryption.
Remember that the Blue Coat ProxySG requires SSH1. A ProxySG supports a
combined maximum of 16 Telnet and SSH sessions.

serial console—A third-party device that can be connected to one or more Blue
Coat appliances. Once connected, you can access and configure the appliance
through the serial console, even when you cannot access the appliance directly.

server certificate categories—The hostname in a server certificate can be categorized
by BCWF or another content filtering vendor to fit into categories such as
banking, finance, sports.

server portals—Doorways that provide controlled access to a Web server or a
collection of Web servers. You can configure Blue Coat appliances to be server
portals by mapping a set of external URLs onto a set of internal URLs.



server-side transparency—The ability for the server to see client IP addresses, which
enables accurate client-access records to be kept. When server-side transparency
is enabled, the appliance retains client IP addresses for all port 80 traffic to and
from the ProxySG. In this scheme, the client IP address is always revealed to the
server.

service attributes—Define the parameters, such as explicit or transparent, cipher
suite, and certificate verification, that the ProxySG uses for a particular service.

sibling class (bandwidth gain)—A bandwidth class with the same parent class as
another class.

signed system image—Cryptographically signed with a key known only to Blue
Coat, and the signature is verified when the image is downloaded to the system.

simple network management protocol (SNMP)—The standard operations and
maintenance protocol for the Internet. It consists of a set of standards for network
management, including an application layer protocol, a database schema, and a
set of data objects. In SNMP, the available information is defined by management
information bases (MIBs), which describe the structure of the management data.

simulated live—Used in streaming. Defines playback of one or more video-on-
demand files as a scheduled live event, which begins at a specified time. The
content can be looped multiple times, or scheduled to start at multiple start times
throughout the day.

SmartReporter log type—A proprietary ELFF log type that is compatible with the
SmartFilter SmartReporter tool.

SOCKS—A proxy protocol for TCP/IP-based networking applications that allows
users transparent access across the firewall. If you are using a SOCKS server for
the primary or alternate forwarding gateway, you must specify the appliance’s ID
for the identification protocol used by the SOCKS gateway. The machine ID
should be configured to be the same as the appliance’s name.

SOCKS proxy—A generic way to proxy TCP and UDP protocols. The ProxySG
supports both SOCKSv4/4a and SOCKSv5; however, because of increased
username and password authentication capabilities and compression support,
Blue Coat recommends that you use SOCKS v5.

splash page—The custom message page that displays the first time you start the
client browser.

split proxy—Employs co-operative processing at the branch and the core to
implement functionality that is not possible in a standalone proxy. Examples of
split proxies include:

* Mapi Proxy
e SSL Proxy

SQUID-compatible format—A log type that was designed for cache statistics and is
compatible with Blue Coat products.

squid-native log format—The Squid-compatible format contains one line for each
request.

SSL authentication—Ensures that communication is with “trusted” sites only.
Requires a certificate issued by a trusted third party (Certificate Authority).
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SSL client—See SSL device profile.

SSL device profile—Used to determine various SSL parameters for outgoing HTTPS
connections. Specifically, its role is to:

* Identify the SSL protocol version that the ProxySG uses in negotiations
with origin servers.

¢ Identify the cipher suites used.

* Determine which certificate can be presented to origin servers by
associating a keyring with the profile.

SSL interception—Decrypting SSL connections.

SSL proxy—A proxy that can be used for any SSL traffic (HTTPS or not), in either
forward or reverse proxy mode.

static route—A manually-configured route that specifies the transmission path a
packet must follow, based on the packet’s destination address. A static route
specifies a transmission path to another network.

statistics—Every Blue Coat appliance keeps statistics of the appliance hardware
and the objects it stores. You can review the general summary, the volume,
resources allocated, cache efficiency, cached contents, and custom URLs generated
by the appliance for various kinds of logs. You can also check the event viewer for
every event that occurred since the appliance booted.

stream—A flow of a single type of data, measured in kilobits per second (Kbps). A
stream could be the sound track to a music video, for example.

SurfControl log type—A proprietary log type that is compatible with the SurfControl
reporter tool. The SurfControl log format includes fully-qualified usernames
when an NTLM realm provides authentication. The simple name is used for all
other realm types.

syslog—An event-monitoring scheme that is especially popular in Unix
environments. Most clients using Syslog have multiple devices sending messages
to a single Syslog daemon. This allows viewing a single chronological event log of
all of the devices assigned to the Syslog daemon. The Syslog format is: “Date Time
Hostname Event.”

system cache—The software cache on the appliance. When you clear the cache, all
objects in the cache are set to expired. The objects are not immediately removed
from memory or disk, but a subsequent request for any object requested is
retrieved from the origin content server before it is served.

TCP window size—The number of bytes that can be buffered before the sending host
must wait for an acknowledgement from the receiving host.

time-to-live (TTL) value—Used in any situation where an expiration time is needed.
For example, you do not want authentication to last beyond the current session
and also want a failed command to time out instead of hanging the box forever.

traffic flow (bandwidth gain)—Also referred to as flow. A set of packets belonging to
the same TCP/UDP connection that terminate at, originate at, or flow through the
ProxySG. A single request from a client involves two separate connections. One of



them is from the client to the ProxySG, and the other is from the ProxySG to the
OCS. Within each of these connections, traffic flows in two directions—in one
direction, packets flow out of the ProxySG (outbound traffic), and in the other
direction, packets flow into the ProxySG (inbound traffic). Connections can come
from the client or the server. Thus, traffic can be classified into one of four types:

e Server inbound
e Server outbound
¢ (lient inbound
¢ (lient outbound

These four traffic flows represent each of the four combinations described above.
Each flow represents a single direction from a single connection.

transmission control protocol (TCP)—TCP, when used in conjunction with IP (Internet
Protocol) enables users to send data, in the form of message units called packets,
between computers over the Internet. TCP is responsible for tracking and
handling, and reassembly of the packets; IP is responsible for packet delivery.

transparent proxy—A configuration in which traffic is redirected to the ProxySG
without the knowledge of the client browser. No configuration is required on the
browser, but network configuration, such as an L4 switch or a WCCP-compliant
router, is required.

trial period—Starting with the first boot, the trial period provides 60 days of free
operation. All features are enabled during this time.

unicast alias—Defines an name on the appliance for a streaming URL. When a
client requests the alias content on the appliance, the appliance uses the URL
specified in the unicast-alias command to request the content from the origin
streaming server.

universal time coordinates (UTC)—A ProxySG must know the current UTC time. By
default, the appliance attempts to connect to a Network Time Protocol (NTP)
server to acquire the UTC time. If the ProxySG cannot access any NTP servers,
you must manually set the UTC time.

URL filtering—See content filtering.

URL rewrite rules—Rewrite the URLs of client requests to acquire the streaming
content using the new URL. For example, when a client tries to access content on
www.mycompany.com, the ProxySG is actually receiving the content from the
server on 10.253.123.123. The client is unaware that mycompany.com is not
serving the content; however, the ProxySG access logs indicate the actual server
that provides the content.

wccP—Web Cache Communication Protocol. Allows you to establish redirection
of the traffic that flows through routers.
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Web FTP—Web FTP is used when a client connects in explicit mode using HTTP
and accesses an ftp:// URL. The ProxySG translates the HTTP request into an
FTP request for the OCS (if the content is not already cached), and then translates
the FTP response with the file contents into an HTTP response for the client.

Websense log type—A Blue Coat proprietary log type that is compatible with the
Websense reporter tool.

XML responder—HTTP XML service that runs on an external server.
XML requestor— XML realm.
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